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From: Blair, Teri (SAO

To: McCarthy, Pat (SAQ); Rooney, Keri (SAQO); Talbert, Rick (SAQ); Rose, Al (SAO); Roper, Janel (SAQ); Armijo,
Sadie (SAQ); Woelfle, Scott (SAQ); Erank, Scott (SAQ); Collins, Kelly (SAQ); Cooper, Kathleen (SAQ); Nelson,
Scott (SAQ)

Cc: Blair, Teri (SAO

Subject: 10.17.2023 - Cabinet Meeting Notes

Date: Tuesday, October 24, 2023 10:09:56 AM

Attachments: image001.png

Just realized that | didn’t send these out after cabinet last week.

TUESDAY, October 17, 2023

CABINET MEETING

PINNACLE CONFERENCE ROOM - Sunset Lower-Level Training Room
10:00 AM -12:00 PM

BRIEFING OF CABINET: none

DIRECTOR’S REPORTS: Open Discussion/Updates:

11:00 — Matt Kernutt - discussion

Al Rose:
Land use
TEAMS/WaTech

Janel Roper:
Charleen out this week

Adobe Sign email
TIC meeting — TEAMMATE AM
Employment engagement —57 %
Career events — ongoing
Leadership summit — next week
Leadership Nominations slow going

Kathleen Cooper:
Box of extra audit connections — use as needed

Seattle Times interview this week
Style book requests from teams
AWC newly elected officials — December — one pager
QR code — goes to site for newly elected officials info
Center — publication with AWC on cyber
Older QR codes have broken — Mike working on
Please check your codes before presentations to make sure they work
Training by IPMA — Kathleen & Matt — digital accessibility
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Kelly Collins:

CKC team meeting last week — great team
CEDA meeting

Assn meetings almost done — few more to go

ECF audits almost complete

Keri Rooney:
Emerging Issues — lots of discussion on Al

Especially with New York — have used for years
Emerging Issues:

Retention — complete trainings — salary increase
Lunch with the boss for interns the first week
Have the boss come to recruitment

Recruiting at high schools

North Dakota - hiring

Many states looking at changing their requirements on hiring

Pat McCarthy:
Notices from NSAA/trainings or emails

Technical responses — Scott Woelfle
Oregon
Notification issues
Transit questions — check up
Permissions to share
SW & SF — check to see if there are issues with sharing w/assn re: check ups
Would like common definitions of the aspects of Al
Timeline
Would like Tina from New York to come to SAO to do a presentation
Scott Nelson/Scott Frank to contact Pollett
NSAA Emerging Issues meeting in Nashville
Economic update/federal reserve bank
SAO has a good reputation

Rick Talbert:
Charter draft ready

Will bring to cabinet for approval
Al Training - more trainings are coming available
Share with all directors? — Pat — please send trainings to cabinet





Common definitions of the aspects of Al (Robin)
Products available to use
Meeting concerning strategic goal 4 — project management (RT, SF & SW)

Sadie Armijo:

PA on WB occurring now

Dual fraud reports

Centralia College — recruitment efforts

PLU on Thursday

Talking to local high schools about accounting

Scott Frank:
Seattle U — presentation on Monday/General SAO and PA
Brainstorm scheduled — training ideas for ALGA conference next year/Seattle
Mexico exchange — Jan/Feb/March (WA/OR/Mexico)
Translation services
PA & cyber...environment — Tom Bernard
Oregon audit issue
Permissions to share check ups
Cyber task force meeting — check to see if there are issues with sharing w/assn re: check ups
Contracting performance audits

Scott Nelson:

Pollet — audit request
Leg meetings on Al/including Rick in meetings
Centennial Accord meeting on Oct 31° — Scott to check

Scott Woelfle:

Strong interest in Lean

Board of Accountancy meeting this week — Scott to cover meeting
Independence in audit work

ACTION ITEMS: none

FOR THE GOOD OF THE ORDER:

Al TRAININGS:
NASACT Webinars (3)

Webinar email was sent to cabinet members.

Technical Inquiry:
NSAA — questions related to investigative units within audit offices

Email was sent to cabinet members
Sadie responded to this email.





Teri Blair

Executive Assistant, Office of the Washington State Auditor
Pat McCarthy, State Auditor

Keri Rooney, Chief of Staff
(564) 999-0801 | Pronouns: She, Her, Hers
WWW.5a0.Wa.gov
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From: Blair, Teri (SAO

To: McCarthy, Pat (SAQ); Rooney, Keri (SAO); Rose, Al (SAQO); Talbert, Rick (SAQO); Roper, Janel (SAQ); Frank, Scott
(SAQ); Nelson, Scott (SAQ); Collins, Kelly (SAO); Cooper, Kathleen (SAQ); Woelfle, Scott (SAQ); Armijo, Sadie
(SAQ); Wilson, Adam (SAQ)

Cc: Blair, Teri (SAO

Subject: 6.25.2024 Cabinet Meeting Notes
Date: Tuesday, June 25, 2024 1:41:00 PM
Attachments: image001.png

Tuesday, June 25, 2024

CABINET MEETING

PINNACLE CONFERENCE ROOM - Sunset Lower-Level Training Room
10:00 AM -12:00 PM

BRIEFING OF CABINET: none
DIRECTOR’S REPORTS: Open Discussion/Updates:

Al Rose:

Working on requests

Rulemaking — variety of responses
Retention

Janel Roper:
One WA — started testing this week

Teams Chat retention — moved to 30 days

Points to message to staff

Chat history will go with the agency with the shortest retention time
Heather moves from fiscal to HR

Audit
Adam Wilson:
Messages
Staff
OAH — press release/schedule Pat
PoP — July
Fraud

Schedule media messages
Laura & Miles went to Editors International in Canada
Social media

Kelly Collins:
Marysville SD — memo from OSPI

Three levels/binding condition
AWC conference —
Mayor forum coming up —
WA Workforce Assn/workforce council
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Single audit trainings
Tina creating a profile
Pat to attend

2" Wk in Nov

Schools — Tribal Gov to Gov training — good to take

Pat McCarthy:
Out June 28-July 2

Available for media —July 3
State Al taskforce — end of July

Rick Talbert:
Al Governance Interview Study/GovTech — panelist in July/Aug — Pat approves
State Taskforce — last week in July

Sadie Armijo:
Press release/July 1 (Brandi or Stephanie)

On vacation from 6.25-7.8
DSA’s

Scott Frank:
Tribal meetings conversations
Military Department — water systems
Capacity to SAO to help/decision package
Major General Bret Daugherty retires in June/ new Brig General Gent Welsh is the next
adjutant general
Audit Summit — cabinet invited to attend (Kip Mem)
Community Compensation Policy — first run
Credit cards

Scott Nelson:
David Schumacher leaving OFM — going to State Investment Board
Julian — spreadsheet/legislative staffers
MRSC ruling on cyber security — executive sessions about IT security (no quorum)
Spreadsheet on cyber security — Gregersen
Military Department — cyber security (specifically ask for SAO assistance)
North Bend
Tribal Government to Government training — suggest PA attend — very good
Training listed on the Indian Affairs website — 1 day training
Centennial Accord — Gov & Executive
Climate Change Audit (PA) meeting last week
Great meeting
Staff conversations —how to communicate to tribes
Trade organizations more responsive
Tribal Consultant (Traci) available longer than anticipated





Scott Woelfle:
Executive Director of State Board of Accountancy leaving

Governor’s Office will take applications for appointment

July meeting — look at policies

CPA licenses

Starting interviews for Lean specialists — 18 applied
On the road next week for local team trainings (Everett/Bellingham)
AWC conference — joint conference with county - Debbie did some training for both
WA Public Ports seminar in Vancouver this week — SAO presenting

ACTION ITEMS:

FOR THE GOOD OF THE ORDER:

Teri Blair

Executive Assistant, Office of the Washington State Auditor
Pat McCarthy, State Auditor

Keri Rooney, Chief of Staff
(564) 999-0801 | Pronouns: She, Her, Hers

WWW.Sa0.Wa.gov
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From: Leider, Mary (SAQ)

To: Beers, Jason (WaTech)

Subject: 7 Day Retention Issue

Date: Tuesday, October 17, 2023 8:52:40 AM
Attachments: image001.png

Hi Jason,

Thank you for the phone call today. | understand that we (SAO) had three (Quadratech) inactive
mailboxes that were effected with this issue. | also understand that since our agency does not have
retention on calendar items, this issue was no risk to our agency at all. Thanks for the heads up.

Thanks,

Mary Leider, CPRO
Public Records Officer, Office of the Washington State Auditor
(564) 999-0919 | www.sao.wa.gov
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From: Blair, Teri (SAQ

To: McCarthy, Pat (SAQ); Rooney, Keri (SAO); Rose, Al (SAQ); Talbert, Rick (SAQ); Roper, Janel (SAQ); Armijo,
Sadie (SAQ); Woelfle, Scott (SAQ); Erank, Scott (SAQ); Nelson, Scott (SAQ); Collins, Kelly (SAQO); Cooper,
Kathleen (SAQ)

Cc: Blair, Teri (SAO

Subject: 7.30.2024 Cabinet Meeting Notes
Date: Tuesday, July 30, 2024 5:25:29 PM
Attachments: image001.png

Tuesday, July 30, 2024

CABINET MEETING - virtual

PINNACLE CONFERENCE ROOM - Sunset Lower-Level Training Room
10:00 AM-12:00 PM

BRIEFING OF CABINET:
Evaluating WA State Oversight of the Cannabis Industry — report by PA
Emily Cimber, Tania Fleming
Teams Documentation — Raylene Wilson
July 24, 2024 - all of SAO moved to 30-day deletion per WA Tech
Retention — decision memo regarding Teams Chat

DIRECTOR’S REPORTS: Open Discussion/Updates:

Al Rose:

Policy
Documentation
Email to Webmaster
request

Kathleen Cooper: virtual

Media — WA State Standard - Egg inspections
DCYF inquiry
Next week — strategy feedback

Kelly Collins:
Pre exit this week w/school district

PoP - still ongoing/report

Keri Rooney: report for Scott Nelson

Tribal relations consultant - contract

Cybersecurity decision package

New Director of OFM - Pat Sullivan — meeting request in Sept
Gov’s new legislative liaison and SAOQ liaison — Sheri Sawyer



mailto:blairt@sao.wa.gov

mailto:mccarthyp@sao.wa.gov

mailto:rooneyk@sao.wa.gov

mailto:rosea@sao.wa.gov

mailto:/o=ExchangeLabs/ou=Exchange Administrative Group (FYDIBOHF23SPDLT)/cn=Recipients/cn=58881993135442baadd01cd196203c13-Talbert, Ri

mailto:janel.roper@sao.wa.gov

mailto:armijos@sao.wa.gov

mailto:armijos@sao.wa.gov

mailto:woelfles@sao.wa.gov

mailto:franks@sao.wa.gov

mailto:nelsons@sao.wa.gov

mailto:collinsk@sao.wa.gov

mailto:cooperk@sao.wa.gov

mailto:cooperk@sao.wa.gov

mailto:blairt@sao.wa.gov









Pat McCarthy:
Cheryl Thresher —retiring in Fall - sad to hear

Rick Talbert: virtual
WA State Al taskforce report - first meeting on Friday — report due July 1, 2026

Scott F meeting on Monday — SAO work session (oversight committee)
State Al Taskforce — 23 members

OPMA/public records act

Bylaws/proxy votes

Allen Austin Hall - chair (special hire)

Subcommittees
Gov public policy surrounding Al

Sadie Armijo:
Financial state audit

State agencies working with SAO
Increasing communication
Fraud report — still working on
Interview questions for opening in special investigations
Team Financial Audit opening

Scott Frank:
Meeting regarding security plan
Security exemptions — working through differences
Oct 18 - Joint accountability career fair — Seattle/UW student union
Panel for Pat to speak at?
LCB report timing
Al Oversight Committee —working sessions two weeks before taskforce meetings/Recordings

Scott Woelfle:
FIT — contract
Schools and drill down — out before NASACT
Working with comms regarding soft launch
NASACT presentation
On the road to Wenatchee for training and meet with the team

ACTION ITEMS: none
FOR THE GOOD OF THE ORDER:





Teri Blair

Executive Assistant, Office of the Washington State Auditor
Pat McCarthy, State Auditor

Keri Rooney, Chief of Staff
(564) 999-0801 | Pronouns: She, Her, Hers
WWW.5a0.Wa.gov
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From: Blair, Teri (SAO

To: McCarthy, Pat (SAQ); Rooney, Keri (SAQO); Rose, Al (SAQO); Roper, Janel (SAQ); Talbert, Rick (SAQ); Armijo,
Sadie (SAQ); Woelfle, Scott (SAQ); Erank, Scott (SAQ); Nelson, Scott (SAQ); Collins, Kelly (SAQ); Cooper,
Kathleen (SAQ)

Cc: Blair, Teri (SAO

Subject: 7.9.2024 - Cabinet Meeting Notes
Date: Tuesday, July 9, 2024 10:51:48 AM
Attachments: image001.png

Tuesday, July 9, 2024
CABINET MEETING - virtual
10:00 AM-12:00 PM

BRIEFING OF CABINET: none
DIRECTOR’S REPORTS: Open Discussion/Updates:

Al Rose:

DSA’s

Fraud investigation trainings
PDR working with Comms
MRSC

Janel Roper:
HR - hire using new process — start process earlier
Change in Degree requirement — feedback from managers
External audit— completed
Teams retention — 7 to 30 days
Security training — will satisfy our requirement for the year
WA Tech review —finished in the middle of August

Aaron & Matt to brief cabinet
Still hiring for HR, Finance & IT

Kathleen Cooper:
Media reports
Press regard fraud stories
Interactive map
Social media - Pats at SAO
WFOA conference
Cyber security month — Oct
Application for constant contact/subscription service

Kelly Collins: atfraud specialist training in Lacey

Keri Rooney:
General funding — cyber
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Checked in with all directors

Pat McCarthy:
Civil asset forfeiture
Mapping of fraud in small jurisdictions
Award winning effort — communications
Opportunity for Rick - 1.5 year
Media interview
Who is looking at new hires —first review
Are more candidates without college degrees applying?

Rick Talbert:

Al - oversight committee agenda

Two Webinar — Al use in government agencies
Statewide task force — meeting within the next 10 days
Tacoma City Council

Sadie Armijo: at fraud specialist training in Lacey

Scott Frank:

Goodman workgroup — recommendations/report

Vacation next week (Justin or Peg)

PA presentation at JLARC next week (small audits)

Vendor

Phishing email received — very convincing/possible use of Al
Contact from fraud postings from outside people

Scott Nelson:

Tribal consultant

Cyber ask - meeting

Rep Goodman workgroup meeting tomorrow
Record of funds

Scott Woelfle:

Small town frauds — Deb finishing up presentation on 23rd

Interviews for Deb’s position

Scott D -in Conn for GASB meetings

NSAA - new working group on communications regarding quality managements —
Jamilah G

ACTION ITEMS:





FORTHE GOOD OF THE ORDER:

Teri Blair

Executive Assistant, Office of the Washington State Auditor
Pat McCarthy, State Auditor

Keri Rooney, Chief of Staff
(564) 999-0801 | Pronouns: She, Her, Hers
WWW.S30.Wa.gov




https://gcc02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.sao.wa.gov%2F&data=05%7C02%7Crosea%40sao.wa.gov%7C4a473ebf90d84174772a08dca03fcc8f%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C638561443074624431%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=N%2Ff8%2BtxPA%2FG8ciyOt%2Bv%2FKFoEspz425P52vQQaDquqF8%3D&reserved=0




From: McCarthy, Pat (SAQ)

To: SAO DL All Staff
Cc: Blair, Teri (SAO
Subject: An update to how long SAO will retain Microsoft Teams Chats
Date: Wednesday, July 10, 2024 8:03:05 AM
Attachments: image002.png
imaae001.png
image003.png
Team SAO,

Last fall we began a discussion on how to best use Microsoft Teams Chat in SAO’s business
communication. At the time, chats were retained for a period of seven days, which presented a
challenge to ensure we “walked the talk” when it comes to transparency.

I've decided our agency will now retain chats for 30 days. This is to ensure we all have a bit of extra
time to move any relevant information that must be retained by law out of chat, and memorialized
elsewhere (email, work papers, etc.).

We are making this change out of an abundance of caution. But our approach to chats remain the
same: SAO-ers are always professional and respectful in our communication, regardless of medium.
In addition, SAO-ers manage our records in accordance with state laws around public disclosure and
document retention.

Our policy states that Teams Chat is only for transitory communication, but that is a distinction only
related to record retention. It means such communication doesn’t need to be retained for posterity
or other purposes. Transitory communication sounds like, “Have a minute to talk? I'd like to discuss
this audit finding.” Or, “Meet me at the office building at noon so we can travel to the exit
conference together.” Or, “I'm having some trouble understanding your edits — and | may disagree.
Can we meet?”

(See this link for more details on what type of records must be retained:
_RetentionSchedule_TeamsChat_Crosswalk.pdf)

Messages like those above can expire or be deleted once they’re not needed any more. They're
transitory. But if they exist when we get a public records request related to the topic, they are
disclosable. Remember this rule of thumb: Transitory communications need not be retained, but
are disclosable in response to a public records request.

Use of Teams Chat requires professional judgment. Teams Chat helps us work efficiently — but taking
care with how you use it will help you avoid burden when managing records.

Over on SAQO Central, we’ve re-posted the expanded guidance on public records, retention and
Teams Chat. We've included lots of links for reference. If you have questions, work with your
manager and we’'ll get you answers.

Thank you for your service to Washingtonians.
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Pat McCarthy

Washington State Auditor, Office of the Washington State Auditor
(360) 688-6509 cell | Pronouns: She, Her, Hers

We're on social! Follow us on Facebook, Twitter and LinkedIn.




https://gcc02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.sao.wa.gov%2F&data=05%7C02%7Crosea%40sao.wa.gov%7C3a82ce06e1134c00ab7508dca0f15911%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C638562205845169223%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=bMAAHo3jRWaxijlLs1m6nBHtNA5dbaRJCTjS7kWHXGE%3D&reserved=0

https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.facebook.com%2FWAStateAuditorsOffice%2F&data=05%7C02%7Crosea%40sao.wa.gov%7C3a82ce06e1134c00ab7508dca0f15911%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C638562205845176949%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=QY5enSIiNC1fYX12GZLMXWY5nVe6JBDH%2BG7eqHwREAM%3D&reserved=0

https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Ftwitter.com%2FWaStateAuditor&data=05%7C02%7Crosea%40sao.wa.gov%7C3a82ce06e1134c00ab7508dca0f15911%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C638562205845182322%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=FW59f9qQljz%2F91z7AoU1CYaGDp%2BqwyXeyzyaXFc6NwU%3D&reserved=0

https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.linkedin.com%2Fcompany%2Fwashington-state-auditor%27s-office&data=05%7C02%7Crosea%40sao.wa.gov%7C3a82ce06e1134c00ab7508dca0f15911%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C638562205845187544%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=ROAIyxoT5boLUo4SeSbOYOO9sggVnVJ7ZvbEj1x%2Fxgg%3D&reserved=0




Bl Ter (580)

; Reoney, Kerl (SAO); Roper, Jonel (SAQ); Rose. A (SAD); Tagman, Lis (SAO); Tbert, ik (SAD); Wlson, Raviene (SAOY; Woelfe, Scot (SAO); Broving, Roxann (SAQY; M, Asron (SAO); Wiellng, Matthens (SA0)

o, Kathieen (540}, Frank, Scot (SADY; Frankl helle (S0); Mecartn i
Kinder_Jlon (5%0)
Subject: caBINET
ndding sgend e
AGENDA:
1000 Teams it reteion (Raylens, Asro, Matt & A} 1
Microsot Tesms mecting
Join o yourcomputer mobileapp o room devie
con s cuponni2F19%2s . y 0y e o
o 1270 s S0 g 2,
osing 10254781 350250
Pacseoe: AR
Downlod Teams hips urchipeis i 2Fen 2 microsof a2 dowriond:
Cladsiey St TR O Hoinonthe web.
stz ks roecion ulok o nw.m\m v o comiLF e sams i
et 547CUTCron A gV iTCe 92ATC 80021 364002 ci v c
Orcall in oo oly)
1 253.472.2181, 962669904 <l 412533722181, 962669904 Urited S, Toomma
Phone Canferace 1D-962 669 904
Finda o ke < gk proton ok oy 2Pl s i conr 19140407 4k s
TS50 OO T Ao . ST A x5 ResetPIN
S et ks roeeion ook
i hps A2
Lesm More <hps gt sfeinks prtscion ook com'?
O RSO 0S1 o TN 508y oA ANDAL IOl ML T XV IO s Dok 2BNLZkig Mecting
e DS OB -S40 u-S7dkc 74T 263D et mELWIMZQ0 NS0 D2 anguage?iDen-

e
s <Bips: 2 aflinks.protection outlook com - i3 A%32F*42Ficas ool com'i2FrnceingOptions' 2P SForga
o AWM MDA I AN BT AV CIOMA DT 3Tty LprZ st ACGEF S TN DT T D et 5

T TN R T R S e e R e




mailto:/o=ExchangeLabs/ou=Exchange Administrative Group (FYDIBOHF23SPDLT)/cn=Recipients/cn=de25766b4e5d46b29f11173a900d9601-Blair, Teri

mailto:armijos@sao.wa.gov

mailto:collinsk@sao.wa.gov

mailto:cooperk@sao.wa.gov

mailto:franks@sao.wa.gov

mailto:joseph.franklin@sao.wa.gov

mailto:greeleys@sao.wa.gov

mailto:mccarthyp@sao.wa.gov

mailto:nelsons@sao.wa.gov

mailto:rooneyk@sao.wa.gov

mailto:janel.roper@sao.wa.gov

mailto:rosea@sao.wa.gov

mailto:tagmanl@sao.wa.gov

mailto:/o=ExchangeLabs/ou=Exchange Administrative Group (FYDIBOHF23SPDLT)/cn=Recipients/cn=58881993135442baadd01cd196203c13-Talbert, Ri

mailto:wilsonr@sao.wa.gov

mailto:woelfles@sao.wa.gov

mailto:browninr@sao.wa.gov

mailto:munna@sao.wa.gov

mailto:matthew.welling@sao.wa.gov

mailto:julian.kinder@sao.wa.gov




From: Wilson, Raylene (SAQ)

To: Welling, Matthew (SAQ)

Cc: Rose, Al (SAQ)

Subject: Discovery Request for Litigation
Date: Friday, October 25, 2024 12:03:50 PM
Attachments: image001.png

Hey Matt,

We have a discovery request from the Attorney General’s Office for the Nixon Vs. State of
WA case.

There are 31 requests and most my team can handle in producing. There are 7 that |
need your assistance with.

Please see below and let me know if you would like to connect regarding any of them.

Here is a folder you can place any responsive records in. It would be great to get this

back to Matt K in the next couple weeks.

REQUEST FOR PRODUCTION NO. 11: All documents related to the procurement and
implementation of Microsoft 365 and its automated destruction features to include the
procurement contracts; e-mail, chat, text communications; materials or information
from

Microsoft specific to automated destruction of Teams Chat and other digital
communications

of state employees; and training materials.

REQUEST FOR PRODUCTION NO. 12: All communications with Microsoft about Office
365 capabilities with regard to retention and destruction of public records.

REQUEST FOR PRODUCTION NO. 13: Alldocuments, including communications,
specific
to the merits of finding alternatives to Microsoft 365.

REQUEST FOR PRODUCTION NO. 17: Produce all documents containing instructions on
the use of Teams Chat by state employees.

REQUEST FOR PRODUCTION NO. 18: Alldocuments that explain what Enterprise
Shared



mailto:wilsonr@sao.wa.gov

mailto:matthew.welling@sao.wa.gov

mailto:rosea@sao.wa.gov

file:////ssv.wa.lcl/sao/LEGAL_AFFAIRS/LEGAL_ADMIN/ActiveHolds/Nixon_V._WAState/Discovery%20Request/From%20Matt









Tenant means.

REQUEST FOR PRODUCTION NO. 19: Documents explaining how state employees use
channels and what any automated destruction protocols used for channels content has
been

implemented.

REQUEST FOR PRODUCTION NO. 31: Produce all documents, including
communications,

showing the cost of Microsoft Teams Chat and any analysis of the benefits to the State of
Microsoft Teams Chat. Provide the records in native format with all metadata. Include all
chats, e-mail, texts, or messaging in any form.

Thanks,

Raylene Wilson
Legislative and Records Manager

Office of the Washington State Auditor

(564) 999-0810 | www.sao.wa.gov
Legislative | Legal | Records
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From: Wilson, Raylene (SAQ)

To: Roper, Janel (SAO); Rose, Al (SAQ)
Subject: FW: Case CS0125231 comments added
Date: Thursday, July 11, 2024 9:10:39 AM
Attachments: image

image001.png

We are on track.

Thanks,

Raylene Wilson
Legislative and Records Manager

Office of the Washington State Auditor

(564) 999-0810 | www.sao.wa.gov
Legislative | Legal | Records

From: WaTech IT Services <watech@servicenowservices.com>
Sent: Thursday, July 11, 2024 8:38 AM

To: Wilson, Raylene (SAO) <wilsonr@sao.wa.gov>

Subject: Case CS0125231 comments added

WaTech

Washington Technology Solutions

Case #: CS0125231

Short Description: SAO Teams Chat Retention Change Request - 30
Days

Priority: 4 - Low

Click here to view the case: LINK

Comments:

2024-07-11 08:38:01 PDT - Jason Beers /Additional comments
Just sending the weekly update. No change in status, all is progressing
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as expected. We are still on track to remove SAO from the 7-day policy
on 7/24.

2024-07-05 07:05:26 PDT - Jason Beers Additional comments
Just sending the weekly update. No change in status, all is progressing
as expected.

2024-07-01 14:01:10 PDT - Jason Beers Additional comments
Just a quick update; everything seems to be progressing as
described/expected.

Thank you,
WaTech Support Center
360-586-1000 or 1-855-928-3241

Unsubscribe | Notification Preferences

WaTech.wa.gov

Ref:MSG1436552_Ot3TRDzQIJ9T75szxFOh
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From: Wilson, Raylene (SAQ)

To: Roper, Janel (SAO); Rose, Al (SAQ)
Subject: FW: Case CS0125231 comments added
Date: Monday, July 1, 2024 2:11:48 PM
Attachments: image

image001.png

FYI! Everything is going well with the Teams Chat retention move from 7 days to 30 days!

Thanks,

Raylene Wilson
Legislative and Records Manager

Office of the Washington State Auditor

(564) 999-0810 | www.sao.wa.gov
Legislative | Legal | Records

From: WaTech IT Services <watech@servicenowservices.com>
Sent: Monday, July 1, 2024 2:02 PM

To: Wilson, Raylene (SAO) <wilsonr@sao.wa.gov>

Subject: Case CS0125231 comments added

WaTech

Washington Technology Solutions

Case #: CS0125231

Short Description: SAO Teams Chat Retention Change Request - 30
Days

Priority: 4 - Low

Click here to view the case: LINK

Comments:

2024-07-01 14:01:10 PDT - Jason Beers /\dditional comments
Just a quick update; everything seems to be progressing as
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described/expected.

2024-06-24 12:29:05 PDT - Jason Beers Additional comments
Added SAO to the scope for the 30-Day policy. See email for details.

Thank you,
WaTech Support Center
360-586-1000 or 1-855-928-3241

Unsubscribe | Notification Preferences

WaTech.wa.gov

Ref:MSG1420456_CSjDHENnxfmiSmgJ6KWEf
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From: Wilson, Raylene (SAQ)

To: Rose, Al (SAO); Roper, Janel (SAQ)
Subject: FW: Case CS0125231 comments added
Date: Wednesday, July 24, 2024 12:54:23 PM
Attachments: image

image001.png

I am going to let Jason know that he can close the ticket unless either of you disagree.

Thanks,

Raylene Wilson
Legislative and Records Manager

Office of the Washington State Auditor

(564) 999-0810 | www.sao.wa.gov
Legislative | Legal | Records

From: WaTech IT Services <watech@servicenowservices.com>
Sent: Wednesday, July 24, 2024 11:04 AM

To: Wilson, Raylene (SAO) <wilsonr@sao.wa.gov>

Subject: Case CS0125231 comments added

WaTech

Washington Technology Solutions

Case #: CS0125231

Short Description: SAO Teams Chat Retention Change Request - 30
Days

Priority: 4 - Low

Click here to view the case: LINK

Comments:

2024-07-24 11:03:58 PDT - Jason Beers Additional comments
SAO has been removed from the 7-Day policy. As discussed, this can
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take up to 30 days to be distributed to all mailboxes but should only take
a week or so. Now that all the necessary actions are complete, is it ok to
close the ticket or would you like to keep it open for 30 more days?

2024-07-11 08:38:01 PDT - Jason Beers Additional comments

Just sending the weekly update. No change in status, all is progressing
as expected. We are still on track to remove SAO from the 7-day policy
on 7/24.

2024-07-05 07:05:26 PDT - Jason Beers Additional comments
Just sending the weekly update. No change in status, all is progressing
as expected.

Thank you,
WaTech Support Center
360-586-1000 or 1-855-928-3241

Unsubscribe | Notification Preferences

WaTech.wa.gov

Ref:MSG1460316_KsCBmerqyh7IDsp8Y9Ar
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From: SAOQ Public Records

To: Rose, Al (SAQ); Wilson, Raylene (SAQ)
Subject: FW: Public Records Request

Date: Friday, December 13, 2024 1:34:20 PM
Al/Raylene,

FYI ----New request | am going to enter in the system that came in via email.

Mary

From: Jamie Nixon <ivedunnit@gmail.com>

Sent: Friday, December 13, 2024 9:34 AM

To: SAO Public Records <publicrecords@sao.wa.gov>
Subject: Public Records Request

External Email

Good morning,

I am requesting all communications and records to, from, or by AL Rose regarding the
public records retention of any and all instant messaging/chat platforms used by state
employees. The date range for this request should be from July 2023 to present. This
should include any such records regarding the issue of retention of instant
messaging/chat platforms as they pertain to Rose's work on the State Records
Committee. It should also include any and all communications with members of
WaTech and WARIM as those apply to the issue of the retention of any and all instant
messaging/chat platforms used by state employees.

This search should include, but not be limited to, emails, text messages, memos, voice
messages, phone call logs, video call logs, messages on any internet enabled device,
meeting notices and associated meeting notes, meeting recordings, phone app
communications or file sharing (including but not limited to Teams, Slack, Zoom, Signal,
What's App or any other encrypted instant messaging application), social media
communications (including any posts, shared files or photos/pics, and direct messages)
whether on a publicly paid device or a personal one if used to discuss the matters listed
above.

Please deliver all instant messages/chats in thread format. | do not need duplicates.
Complete email threads only please.
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Best,

Jamie Nixon

P.S. | was going to make this request on your portal system that you have set up through
your website. However, in order to submit that request, you mandate information thatis
not required to make a request like address and phone number. | think you should
consider making those boxes in the request form optional.






From: Wilson, Raylene (SAQ)

To: Kernutt, Matthew R (ATG)

Cc: Rose, Al (SAQ)

Subject: FW: Public Records Request

Date: Friday, December 13, 2024 1:44:34 PM
Attachments: image001.png

Matt,

Just a heads up that we received 2 recent public records requests involving Teams Chat
Messages.

One below, which we have a litigation hold in place for that same individual.

The other was for the City of Redmond from a Linda Y.

Let me know if you need any additional information.

Raylene Wilson
Legislative and Records Manager
Office of the Washington State Auditor

(564) 999-0810 | www.sao.wa.gov
Legislative | Legal | Records

From: SAO Public Records <publicrecords@sao.wa.gov>

Sent: Friday, December 13, 2024 1:34 PM

To: Rose, Al (SAO) <rosea@sao.wa.gov>; Wilson, Raylene (SAO) <wilsonr@sao.wa.gov>
Subject: FW: Public Records Request

Al/Raylene,

FYI ----New request | am going to enter in the system that came in via email.

Mary

From: Jamie Nixon <ivedunnit@gmail.com>

Sent: Friday, December 13, 2024 9:34 AM

To: SAO Public Records <publicrecords@sao.wa.gov>
Subject: Public Records Request

—
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External Email

Good morning,

I am requesting all communications and records to, from, or by AL Rose regarding the
public records retention of any and all instant messaging/chat platforms used by state
employees. The date range for this request should be from July 2023 to present. This
should include any such records regarding the issue of retention of instant
messaging/chat platforms as they pertain to Rose's work on the State Records
Committee. It should also include any and all communications with members of
WaTech and WARIM as those apply to the issue of the retention of any and all instant
messaging/chat platforms used by state employees.

This search should include, but not be limited to, emails, text messages, memos, voice
messages, phone call logs, video call logs, messages on any internet enabled device,
meeting notices and associated meeting notes, meeting recordings, phone app
communications or file sharing (including but not limited to Teams, Slack, Zoom, Signal,
What's App or any other encrypted instant messaging application), social media
communications (including any posts, shared files or photos/pics, and direct messages)
whether on a publicly paid device or a personal one if used to discuss the matters listed
above.

Please deliver all instant messages/chats in thread format. | do not need duplicates.
Complete email threads only please.

Best,

Jamie Nixon

P.S. I was going to make this request on your portal system that you have set up through
your website. However, in order to submit that request, you mandate information that is

not required to make a request like address and phone number. | think you should
consider making those boxes in the request form optional.






From: Erank, Scott (SAQ)

To: SAO DL Team Executive

Cc: Bodin, Peggy (SAQ); Stowe, Justin (SAO)

Subject: FYI: Why are Washington state agencies destroying Microsoft Teams chat messages?
Date: Friday, October 13, 2023 11:12:47 AM

Attachments: image001.png

Saw this article from the Olympian in my news feed today. It digs into some of the issues we've
discussed regarding Teams chats.

https://www.theolympian.com/news/politics-government/article280170064.html

Scott Frank

Director of Performance and IT Audit, Office of the Washington State Auditor
(564) 999-0809 | Pronouns: he/him/his

Help us continue moving the #GoodGovernment needle. Apply at

sao.wa.gov/jobs.




mailto:franks@sao.wa.gov

mailto:SAODLTeamExecutive@sao.wa.gov

mailto:bodinp@sao.wa.gov

mailto:justin.stowe@sao.wa.gov

https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.theolympian.com%2Fnews%2Fpolitics-government%2Farticle280170064.html&data=05%7C01%7Crosea%40sao.wa.gov%7C549c1028e8b34e1277e208dbcc17ffa4%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C638328175670370433%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=EEe4%2BW0wD%2FjmnBnGrptO782jAgnu5vwstE5BjZuyS7w%3D&reserved=0

https://gcc02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.sao.wa.gov%2F&data=05%7C01%7Crosea%40sao.wa.gov%7C549c1028e8b34e1277e208dbcc17ffa4%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C638328175670370433%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=xLpufpALfk7x4vKMWBNowd6FjlbAUdT9FDzLjjaQOrM%3D&reserved=0

https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsao.wa.gov%2Fjobs%2F&data=05%7C01%7Crosea%40sao.wa.gov%7C549c1028e8b34e1277e208dbcc17ffa4%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C638328175670370433%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=KmaNSRCceglNyIw4QsyJkdXx4Ut03NzgTIFM4Hs4nXw%3D&reserved=0










From: Rose, Al (SAQ)

To: Wilson, Raylene (SAQ)

Subject: Fw: New guidance for SAO staff

Date: Monday, November 20, 2023 10:19:14 AM
Attachments: image002.png
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thumbs up. keep this email

<!--[if lvml]-- Al Rose
Director of Legal Affairs, Office of the Washington State Auditor
(564) 999-0805 | (360) 688-6857 (cell) | www.sao.wa.gov

<!--[endif]-->

From: Kernutt, Matthew R (ATG) <Matthew.Kernutt@atg.wa.gov>
Sent: Monday, November 20, 2023 10:16 AM

To: Wilson, Raylene (SAO) <wilsonr@sao.wa.gov>

Cc: Rose, Al (SAQ) <rosea@sao.wa.gov>

Subject: RE: New guidance for SAO staff

External Email

Raylene:
This looks great. | don’t have any suggested edits.
Matt

Matthew Kernutt

Senior Counsel

Section Chief — Advice and Compliance Section
Government Compliance and Enforcement Division
Washington Office of the Attorney General
360-586-0740

Matthew.Kernutt@atg.wa.gov

From: Wilson, Raylene (SAO) <wilsonr@sao.wa.gov>

Sent: Wednesday, November 15, 2023 1:19 PM

To: Kernutt, Matthew R (ATG) <Matthew.Kernutt@atg.wa.gov>
Cc: Rose, Al (SAO) <rosea@sao.wa.gov>

Subject: New guidance for SAO staff
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[EXTERNAL]

Hey Matt,

We have created some new guidance for SAO staff around Teams Chats.

Al and | thought it might be good to have your review on the two documents prior to us publishing.
Let me know what you think or if you have any suggested edits.

If you would like a meeting, just let me know

Thanks,

Raylene Wilson

Legislative and Records Manager
Office of the Washington State Auditor
(564) 999-0810 | www.sao.wa.gov
Legislative | Legal | Records
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From: McCarthy, Pat (SAQ)

To: SAO DL All Staff
Cc: Blair, Teri (SAO
Subject: How SAO manages public records when it comes to Microsoft Teams Chats—
Date: Wednesday, December 13, 2023 4:11:30 PM
Attachments: image001.png
imaae002.png
Team SAOQO,

At SAO we pride ourselves in always being professional and respectful in our communication,
regardless of medium. In addition, our Office value of transparency reminds us how important
it is to manage our records in accordance with state laws around public disclosure and
document retention. The addition of Teams Chat to our suite of Microsoft business tools has
helped us as we work in our hybrid environment, but it also is a new communication medium
that requires ongoing attention to manage well.

To that end, today we're starting a series of tips and reminders about public disclosure,
document retention, and how they relate to Teams Chat. A new post on SAO Central goes into
detail and includes links to some reference guides we’ve put together. This guidance is
intended to help, but just like a lot of our duties, use of Teams Chat requires professional
judgment based on law and policy.

Consider this the start of a regular #WeAreSAO conversation around public records and Teams
Chat.

First, here’s a rule of thumb I've always used when it comes to public records: The public
needs to be able to learn why government does what it does, no matter what form that
information takes. If that explanatory information exists only in a Teams Chat that disappears
after seven days, we aren’t meeting our public duty. Teams Chat helps us work efficiently —
but taking care with how you use it will help you avoid burden when managing records.

Second, our policy states that Teams Chat is only for transitory communication, but that is a
distinction only related to record retention. It is not a distinction that matters for public
disclosure. In other words, here’s a second rule of thumb: Transitory communications are
disclosable in response to a public records request.

With those rules of thumb in mind, head over to SAO Central for more. And as always, thank
you for your dedication to serving Washingtonians.

&t

Pat McCarthy
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Washington State Auditor, Office of the Washington State Auditor
(360) 688-6509 cell | Pronouns: She, Her, Hers

We're on social! Follow us on Facebook, Twitter and LinkedIn.
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From: Beers, Jason (WaTech)

To: WaTech dI DAUG
Subject: INC0025156 - Update
Date: Tuesday, November 7, 2023 2:47:39 PM

As you will recall, on August 30™ an incident occurred where a 7-day retention policy was
inadvertently distributed to Exchange and OneDrive. When this happened, to allow time to
remediate the issue, a 10yr retention policy with no delete action (retain for 10 years then do
nothing) was placed on all Exchange and OneDrive locations. Remediation is now complete for all
accounts known to have been affected so WaTech will be disabling the 10yr policy on Thursday
11/16. If you have any questions about any of this, please contact Jason Beers
(jason.beers@watech.wa.gov) or submit a ticket to the WaTech Service Desk

(support@watech.wa.gov).

Enterprise Shared Tenant - INCO025156 | WaTech Alerts

Jason Beers

Washington Technology Solutions (WaTech)
360.407.8868

jason.beers@watech.wa.gov
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From: Bodin, Pe SAQ

To: SAO DL IT Audit Data; SAO DL IT Audit Cyber Spec; SAO DL IT Audit Systems; SAO DL IT Audit Cyber Audit;
Erank, Scott (SAQ); Franklin, Joseph (SAQ)

Cc: SAQ DL TEAM Performance Audit; SAO DL Team Executive; SAO DL TEAM Communications; SAO DL Admin
Managers; SAO DL Assistant Directors; Mann, Daniel (SAQ); Munn, Aaron (SAQ); Stowe, Justin (SAQ)

Subject: IT Audit Weekly Communication for December 18 , 2023

Date: Monday, December 18, 2023 7:01:07 AM

Attachments: image003.png
image001.png

Happy Monday!

Command (Required Reading or Action Required) - lots of things to share this week

Update timesheets Daily

At the manager’s meeting the requirement to update timesheets daily was
reinforced. Timely updates makes a difference to the Fiscal team and it helps us
flesh out time code issues more quickly. A calendar appointment to yourself or a
recurring task are ways I've seen team members successfully implement this.

Use of Al Assistants in Meetings

We've noticed a few instances recently where an attendee (not SAO staff) brought
an Al assistant to the meeting (the specific app was read.ai, but there are others).
Among other things, these types of assistants create notes of the meeting, first by
creating a transcript and then by summarizing that transcript. There may come a
time when these apps are deemed OK to use. But for now, consistent with our
moratorium on using Al, we would prefer that these apps not be used by anyone in
our meetings, including the non-SAO attendees. So, if you come across one of these
apps, here’s what we’d like you to do:

e Ifyou’'re running the meeting:

o If you see an unknown attendee, determine if it's an Al tool. If
they have brought an Al attendee, tell them we don't currently
allow these tools so please turn it off.

o If they refuse, politely tell them we'll need to adjourn and
consult with management.

e Ifyou're attending someone else’s meeting:

o Use your best judgment on whether to 1) ask them to turn it
off, 2) decline the meeting, or 3) go forward with attending the
meeting.

Finally, please alert your manager or principal if you encounter these situations.
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Linked In (also on the Hub)
All SAO employees are getting a LinkedIn subscription for 2024 to support upcoming
required training. Each of you should have received an email to activate your
account. Please make sure to do the activation. If you didn’t receive the email or
are having trouble initiating the subscription, please contact
SAQTraining@sao.wa.gov for assistance. Please note, if you've been using a library
version of LinkedIn, you will still need to have a work version. They are different.

Teams Chats
Quick reminder of Pat’s communication to staff (abbreviated — please make sure you
read the full email):

The public needs to be able to learn why government does what it does, no
matter what form that information takes. If that explanatory information exists only
in a Teams Chat that disappears after seven days, we aren’t meeting our public duty.
Teams Chat helps us work efficiently — but taking care with how you use it will help
you avoid burden when managing records.

Teams Chat is only for transitory communication. Transitory communications are
disclosable in response to a public records request.

SAOShare
Each state and local government has at least one and in many cases, two or three
SAOShare sites. When you are asking for information from your audit client,
particularly confidential data, please make sure to specify which SAOShare site they
should post the data to. This will help avoid frustrations around accessing the data
you requested. AND, it will minimize unnecessary sharing of confidential
information. Thank you!

Information Highway (optional reading)

Tips, Tricks and Training

NSAA-IT
e The NSAA-IT training committee is working to identify training topics for the
conference next September. If you have a presentation you’d like to give OR a
presentation you’d like to see included in the conference, please send the TOPIC to
me by 12/31/23. | will submit the topics to the training committee. NSAA-IT is being

held in Pennsylvania September 24 — 27" Thank youl!

Reading — I liked this ISACA article -

Lifelong Learning: An Essential Attitude for Career and Life Success (ISACA
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Journal Volume 6 — 2023 )

e “Forbes Enterprise Tech contributor, Bernard Marr cited a statistic from Dell indicated

that by 2030 85% of us who are in work will be doing jobs that don’t exist yet”.

“An attitude of lifelong learning is one that extends beyond being prepared for
employer demands. It permeates every aspect of living — from work to leisure
activities to personal enrichment.”

“There are two distinct types of learners (with distinct motivations)... those who have
a natural love for learning and intellectual fulfillment and those who have a highly
specific goal in mind of getting a better job or higher wages”

“Rather than chasing after- or being chased by — the next indispensable skill, lifelong
learners recognize they have the capacity to draw on their collection of character
traits and habits that are adaptable to various situations...”

“Lifelong learners are prepared to adjust and be ready for the workplace challenges
they face”

Systems Audit News (Thanks, Karenl)

Payroll Master File Risks —12/16/2023

[Since we are talking about payroll risks now is a great plug to remind everyone to
ensure your information is correct in the HR Home (wa.gov) app so your tax forms
make it to the right location.]

Unauthorized changes to the payroll master file present key risks during the payroll
cycle. Management needs to ensure that access to the payroll master file is restricted
to appropriate personnel. Too many rights to the wrong individuals increases the risk
of fraudulent activities.

Auditors should ensure the logical access setup is appropriately controlled. What risks
could be increased if agencies do not have adequate least privilege controls over
payroll master files?

Adding in false new hires (i.e., ghost employees).

Changing contact/deposit information for separated employees rather than remove
them

Increase appointed salary/job classification

Eliminate or reduce required employee contributions/increase employers
contributions

Unit of pay. Users may create weekly payroll for some users and semi-monthly for
others. The calculation of pay and reductions and the IRS limits calculate differently
based on how many pay cycles you receive a year.

Changing/adding inaccurate bank account information to existing employees. Because
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a system can also produce manual checks when needed, if certain employees prefer
manual checks this opens up the opportunity for the payroll division to create both a
manual check and a direct deposit elsewhere.

What are some controls agencies should consider?

Edit checks or reconciliation between HR Active hiring list to Payroll’s Profile list.

Edit checks or reconciliation between network users and payroll list. It’s assumed that
all employees get access to the network for one reason or another. And if the agency
has just one major program used, there could be a reconciliation between licensed
users and payroll.

Having workflows in the systems that prevents a person from making edits to their own
profile.

Having granular rights locked down to the action item. i.e., the person initiating a new
hire cannot perform any additional information requiring another personnel to interact
with the paperwork/information needed to complete the process.

Locking down read-only and edit rights to selected fields such as Social Security
Numbers.

Edit checks or reconcile between employee contributions withheld to accounts
payables.

Edit checks or reconciliation between the payroll submodule and the general ledger.
Robust audit trails that track changes down to the field levels.

Locking down direct deposit interfacing/text files to responsible personnel.

Having a dedicated communication between agency and bank when transferring bank
account numbers.

News Around the State, the Nation, and the World

e Need a state Al roadmap? NASCIO has a guide for that | StateScoop
e Cyberattack on Irish Utility Cuts Off Water Supply for Two Days - SecurityWeek

The Technology Service Board approved 6 new OCIO policies for Washington State
Agencies

e [T Security Audit and Accountability Policy

e [T Disaster Recovery Planning Policy

Key Links

IT Security and Privacy Awareness Training Policy
Physical and Environmental Protection Policy

Security Assessment and Authorization
Remote Access Standard

e Stakeholder meeting links including agendas, notes and status updates are here
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e Complete notes from ITLT meetings can be found here.
e |TLT weekly communications can be found here.

Social Networking

Shout Outs

Congratulations to Jamie, Steven, Jessica, Lulu, Jeff and Joe- they completed the second State
Cyber audit of the biennium! The exit conference took place with the volunteering state agency on
Friday December the 8. Two Deputy Directors in addition to several other senior executives attended
the exit and expressed gratitude for the work the team completed. It's always great to see an exit
conference on cybersecurity (late Friday) so well attended.

Peg Bodin, CISA
Assistant Director of IT Audit, Office of the Washington State Auditor

(564) 999-0965 | www.sao.wa.gov
SAO has some new phone numbers. | can now be reached at (564) 999-
0965.
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From: Bodin, Pe SAQ

To: SAO DL IT Audit Data; SAO DL IT Audit Cyber Spec; SAO DL IT Audit Systems; SAO DL IT Audit Cyber Audit;
Erank, Scott (SAQ); Franklin, Joseph (SAQ)

Cc: SAQ DL TEAM Performance Audit; SAO DL Team Executive; SAO DL TEAM Communications; SAO DL Admin
Managers; SAO DL Assistant Directors; Mann, Daniel (SAQ); Munn, Aaron (SAQ); Stowe, Justin (SAQ)

Subject: IT Audit Weekly Communication for July 15, 2024

Date: Monday, July 15, 2024 7:22:39 AM
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Happy Monday!

Identifying how governments can better protect public resources

Sonya submitted another tagline idea: My unofficial tagline is “Where Service with a
Smile starts!” | feel like IT Audit is constantly working on improving relationships with
entities, vendors and trying to help these governments grow with technology. We really
try to explain our recommendations and are willing to stop and hear our government
concerns first before moving forward. Thanks, Sonya!

Any more suggestions for our team’s tagline?

Command (Required Reading or Action Required)

Please make sure you read Pat’s posting on Microsoft Teams Chat. Here’s an abbreviated
bulleted version

o We will be retaining chats for 30 days.

e Reminder that chats must be kept professional and respectful as indicated in our SAO
Respectful Work Environment policy.

o Each of us is responsible for managing our records in accordance with state laws
around public disclosure and document retention.

e Teams Chat is only for transitory communication.

e Here’s a document to help you identify transitory communications and what to do if
you receive a non-transitory communication in chat: o
RetentionSchedule TeamsChat Crosswalk.pdf)

e Transitory communications need not be retained. It is disclosable in response to a
public records request.

Information Highway (optional reading)

Tips, Tricks and Training

e M365 Weekly Tips playlist — Using the white board
e Loop — A Work-in-progress: This week, [ was attempting to use the Loop application in my
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Good morning IT Audit teams chat with limited success after multiple attempts. I have had
better luck creating a Loop element in a OneNote that everyone has access to but even then, |
still needed to share it with them. The Loop default appears to save the Loop component to
your OneDrive so that’s the security it uses as a default. Eventually, the Loop application (not
just the components) will be available and I believe it will get easier. But for now, we have
successfully ‘used’ Loop in an ITLT meeting.

News Around the State, the Nation, and the World

GAO has an exposure draft on their green book (standards for internal control in the federal
government): gao-24-106889.pdf. Principle 8.01 add information security as a required
risk for management to consider — just like fraud. Principle 11 speaks to design of general
controls over Information technology including systems development, vulnerabilities &
patching, changes, segregation of duties and contingency planning. Since this is an exposure
draft, revisions are likely. The planned effective date is October 2025.

Key Links
e Stakeholder meeting links including agendas, notes and status updates are here
e Complete notes from ITLT meetings can be found here.

e ITLT weekly communications can be found here.

Social Networking

Shout Outs

Congratulations to Kevin, Adam, Phillip, and Sunia for completing another exit conference with
a local government for a cybersecurity audit on Monday this week. The entity asked a few very
good questions and then asked to be signed up for another audit! This brings our team total to
10 with a goal of 18 for the biennium!

| hope you have a fantastic week!

Peg Bodin, CISA

Assistant Director of IT Audit, Office of the Washington State Auditor
(564) 999-0965 | www.sao.wa.gov Pronouns: She, Her, Hers

Help us continue moving the #GoodGovernment needle. Apply at

sao.wa.gov/jobs.
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Happy Monday!

Command (Required Reading or Action Required)

Travel Notes

e As a general rule of thumb, traveling to and from training and audits should occur on the
morning of the first day and return on the last date. Clearly there are reasonable exceptions.
For example, traveling the day before an out-of-state conference that starts at 8AM the next
day is expected. If your travel includes completing a travel authorization, please make note of
any travel plans that include travel outside of the training date on the form. If your travel
doesn’t include filling out a travel form, simply email your manager indicating your travel day
requests. Those requests will come to Peg and then Scott for final approval.

e SAO travel policy 5.2.3 “Carpooling is required when more than one employee is traveling
from and to the same location and/or event. Employees who elect not to carpool when space
is available in a vehicle will not be reimbursed for privately owned vehicle mileage” If you
have a reason for not carpooling where this guidance applies, please send your request to
your manager. These requests will then come to Peg, then Scott for final approval.

Teams Chat

e At the managers meeting, Raylene encouraged us to review page 124 — 133 in the General
Records Retention Schedules for State Agencies to better understand what is considered
temporary and transitory. If a communication comes to you in a chat that isn’t temporary and
transitory, ‘Share to Outlook’ and continue the conversation. If you’re not sure, please work
with your supervisor or Raylene Wilson.

e Clean it up! If you share a file in a Microsoft Teams chat. The teams application saves a COPY
of the file in your 1Drive in the folder ‘Microsoft Teams Chat Files’. These are copies and
therefore not required to be kept for records retention purposes. Please regularly clean out

this folder. For the future, if you share a link instead of inserting the document into the chat,
it will not make a copy. (from the All Managers meeting this week).

Information Highway (optional reading)

Tips, Tricks and Training

e NSAA-IT. Join Peg, Doc, Quinn & Adam at NSAA-IT in Harrisburg PA. Sept 24 — 27. $650. 25
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CPE. Here is the Agenda.

e M365 Weekly Tips playlist — Notes to Yourself + Scheduling Messages in Teams
o In this one, Marisa shares a great tip for delaying Teams chat messages

Cybersecurity Audit News (Thanks, Erin!)

Superior Court of California, County of Los Angeles Ransomware attack: The largest trial
court in the country was closed Monday after a ransomware attack shut down its computer

system late last week. The court disabled its computer network upon discovery of the
cybersecurity attack early Friday, and the system remained down through the weekend.
Courts remained open for business Friday, but all 36 courthouse locations in the county
were closed Monday. Officials said Monday night that all 36 courthouses would reopen on
Tuesday.

1T OF CALIFORNIA MEDIA CENTER RELATED TO
COUNTY OF LOS ANGELES RANSOMWARE ATTACK

LATEST UPDATE

Tt i B wihE] (RO 1 GE0 ek CinsTS RESOM e BBk up drd futiieg 1 I wilks of the dlekiraare BSSK oh Piddy. July T8 @
PTTHVENE BATE (uhade CORLEIN VENaONS, OTIST OO AN LW SriceTement i gt e COWTE Aefadr Rl Sack onine

A% 2 rerull of (e brefens work of court LT and securily sxpers. B Courl will recpen all 36 Courtmounes on July 23, Court wiers should mxpect
Selays and possatial impacts Sue bo Bmits in functionality,

ARERIGAN RfGTubos negarding Coud cherafiora and Faaiibdly OF varaced will be Widined Bnler thid evesng

e largest trial court in the US closes after ransomware attack, California officials say

AP News
e Superior Court of Los Angeles County (lacourt.or

News Around the State, the Nation, and the World

Cybersecurity

e  Security firm experiencing nightmare after learning remote employee is North Korean
hacker | Fox Business

e US Sanctions Hackers Who Targeted Water Utilities Treasury Sanctions Leader and

Primary Member of the Cyber Army of Russia Reborn | U.S. Department of the
Treasury
e  Cvberattacks may follow CrowdStrike outage, warns MS-ISAC | StateScoop

Fraud
e BREC audit uncovered $67K in employee fraud - MSN (pcard)

e State auditor cites Nebraska DOT for overuse of vehicles, fuel, overtime -
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MSN The Nebraska State Auditor filed a report Tuesday that alleges the
Nebraska Department of Transportation for lax monitoring of state vehicle
usage, fuel consumption, and overtime expenses. (fuel usage is also an area
the Systems and Data teams will be taking on)

Al
e Representatives Hill and Lynch Release Bipartisan Al Working Group Staff
Report

Key Links
e Stakeholder meeting links including agendas, notes and status updates are here

e Complete notes from ITLT meetings can be found here.
e |TLT weekly communications can be found here.

Social Networking

Shout Outs

Congratulations to Kevin Bertelsen! Kevin has been promoted to an IT Auditor 3+ on the
Cybersecurity Audit Team.

Congratulations to Jerett Latimer, he has earned the Global Information Assurance Certification
(GIAC) Security Essentials certification! The GIAC Security Essentials (GSEC) certification validates a
practitioner's knowledge of information security beyond simple terminology and concepts.

Congratulations to Steven, Porshe, Phillip, Sunia and Joe! The team completed the 6" state agency
this biennium with the exit conference last week on Tuesday.

Hope you have a great week!

Peg Bodin, CISA

Assistant Director of IT Audit, Office of the Washington State Auditor
(564) 999-0965 | www.sao.wa.gov Pronouns: She, Her, Hers

Help us continue moving the #GoodGovernment needle. Apply at
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sao.wa.gov/jobs.
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From: Bodin, Pe SAQ

To: SAO DL IT Audit Data; SAO DL IT Audit Cyber Spec; SAO DL IT Audit Systems; SAO DL IT Audit Cyber Audit;
Erank, Scott (SAQ); Franklin, Joseph (SAQ)

Cc: SAQ DL TEAM Performance Audit; SAO DL Team Executive; SAO DL TEAM Communications; SAO DL Admin
Managers; SAO DL Assistant Directors; Mann, Daniel (SAQ); Munn, Aaron (SAQ); Stowe, Justin (SAQ)

Subject: IT Audit Weekly Communication for June 17, 2024

Date: Monday, June 17, 2024 7:01:50 AM

Attachments: image001.png

Happy Monday!

Command (Required Reading or Action Required)

® Teams Chat

Please remember that the Teams chats may only be used for transitory communications.
Written requests for manager approvals should go through email. Teams Chats may be
requested as part of a public records request so please keep them polite and
nonconfidential.

Information Highway (optional reading)

From SAO Central, recent policy updates (some of which we discussed at our staff meeting)

e Fxcess Vacation Leave Extensions

e Acceptable Use of SAQ Information Resources
e DSA/ Task Order/ NDA

e Community Compensation Plans

e Use of Generative Artificial Intelligence (Gen Al)
e (Client Data Life Cycle

e Corporate Travel Card

Tips, Tricks and Training
® Crucial Conversations is an approach for handling challenging conversations. Hereisa 6

minute video summary for crucial conversations: V533 | 16:9 | Audible Uploads, Amazon

Income Hook 3 (voutube.com

Cybersecurity Audit News (Thanks, Erin)

Microsoft and Google Offering Help to Rural Hospitals (Thanks Joe!) In a statement
Monday, the White House said cyberattacks continue to rise across healthcare, incidents

particularly disruptive to the rural hospitals that serve more than 60 million Americans.

Most rural hospitals are critical-access hospitals, meaning they are located more than 35
miles from another hospital, "which makes diversions of patients and staffing-intensive
manual workarounds in response to attacks more difficult". "Recognizing the critical role
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these hospitals play in the communities they serve, the White House worked with and
received commitments from leading U.S. technology providers to provide free and low-cost
resources for all 1,800-2,100 rural hospitals across the nation."

Microsoft agreed to provide up to 75% discounts on security products to in independent
critical-access hospitals and rural emergency hospitals. The company also will offer new
licenses of its Microsoft 365 E5 Security solution at no cost for one year to rural hospitals
already using eligible Microsoft security products. Microsoft is extending security updates
for Window 10 to participating hospitals for one year at no cost.

As for Google, the company said it is offering endpoint security advice to rural hospitals and
nonprofit organizations at no cost and a pool of funding to support software migration.”

Microsoft, Google Offering Cyber Help to Rural Hospitals (govinfosecurity.com

An Indiana cop has resigned after it an audit revealed that he frequently used Clearview

Al facial recognition technology to track down social media users not linked to any
crimes. To help identify suspects, police can scan what Clearview Al describes on its website

as "the world's largest facial recognition network." The database pools more than 40 billion
images collected from news media, mugshot websites, public social media, and other open
sources.

But these scans must always be linked to an investigation, and Evansville police chief Philip
Smith said that instead, the disgraced cop repeatedly disguised his personal searches by
deceptively "utilizing an actual case number associated with an actual incident" to evade
detection.

According to a press release from the Evansville Police Department, this was a clear "misuse"
of Clearview Al's controversial face scan tech, which some US cities have banned over
concerns that it gives law enforcement unlimited power to track people in their daily lives.
The department discovered the officer's unauthorized use after performing an audit. that
audit showed "an anomaly of very high usage of the software by an officer whose work
output was not indicative of the number of inquiry searches that they had." The officer who
resigned was mainly searching social media images, which was a red flag.

Cop busted for unauthorized use of Clearview Al facial recognition resigns | Ars Technica

News Around the State, the Nation, and the World

e How Email Scammers Hit Arlington, Mass., Covered Their Tracks (govtech.com)

(compromised email account)

Key Links
e Stakeholder meeting links including agendas, notes and status updates are here
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Complete notes from ITLT meetings can be found here.
o |TLT weekly communications can be found here.

Social Networking

Shout Outs

¢ Congratulations to Porsche, Jessica, Jerett, Eric and Joe! Another state agency closed out on
Monday making that 4 for the biennium. It was great to hear such positive comments about
the team from the agency, especially with the agency head in attendance! Great work!

e Thank You Joe! For giving our team a great presentation on the elements of a finding!
Excellent examples from prior performance audits and cybersecurity audits including how to
document our elements of a finding in our summary results to meet Yellow Book (the golden
standard!)

e Thank you Scott Deviney and Richelle Reed! Your presentation on IT Documentation was
excellent!!! | particularly appreciated the example adjusted to reflect our team’s audit work.
Well done!

Peg Bodin, CISA

Assistant Director of IT Audit, Office of the Washington State Auditor
(564) 999-0965 | www.sao.wa.gov Pronouns: She, Her, Hers

Help us continue moving the #GoodGovernment needle. Apply at

sao.wa.gov/jobs.
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From: Rose, Al (SAQ)

To: Wilson, Raylene (SAQ)
Date: Monday, June 10, 2024 4:34:31 PM

spoke to Keri today about records retention. Stressed that you are the expert
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From: Cooper, Kathleen (SAQ)

To: Adair, Robin (SAQ); Frank, Scott (SAQ); Welling, Matthew (SAQ); Rose, Al (SAQ); Rogers, Benjamin (SAQ);
Munn, Aaron (SAQ); Talbert, Rick (SAO); Reed, Nic (SAQ); Stowe, Justin (SAQ); Pennick, Deborah (SAQ);
Pritchard, Brandi (SAQ); DeViney, Scott (SAQO); Armijo, Sadie (SAQ); Collins, Kelly (SAQ); Wilson, Raylene (SAQ);
Roper, Janel (SAQ)

Date: Thursday, April 18, 2024 8:29:07 AM

We had a good discussion at the meeting yesterday and one of the action items is for Scott D
to clarify some things, which he has. Now Raylene and Al will be doing some research on
retention requirements.
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From: Cooper, Kathleen (SAQ)

To: Adair, Robin (SAQ); Frank, Scott (SAQ); Welling, Matthew (SAQ); Rose, Al (SAQ); Rogers, Benjamin (SAQ);
Munn, Aaron (SAQ); Talbert, Rick (SAO); Reed, Nic (SAQ); Stowe, Justin (SAQ); Pennick, Deborah (SAQ);
Pritchard, Brandi (SAQ); DeViney, Scott (SAQO); Armijo, Sadie (SAQ); Collins, Kelly (SAQ); Wilson, Raylene (SAQ);
Roper, Janel (SAQ)

Date: Thursday, April 18, 2024 8:18:30 AM

Ah, thank you! Thanks for the details. I think this will help inform the action items for
Raylene and Al re retention.
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From: Cooper, Kathleen (SAQ)

To: Adair, Robin (SAQ); Frank, Scott (SAQ); Welling, Matthew (SAQ); Rose, Al (SAQ); Rogers, Benjamin (SAQ);
Munn, Aaron (SAQ); Talbert, Rick (SAO); Reed, Nic (SAQ); Stowe, Justin (SAQ); Pennick, Deborah (SAQ);
Pritchard, Brandi (SAQ); DeViney, Scott (SAQO); Armijo, Sadie (SAQ); Collins, Kelly (SAQ); Wilson, Raylene (SAQ);
Roper, Janel (SAQ)

Date: Wednesday, April 17, 2024 10:19:49 AM

That compromise works for me -- if we determine a retention requirement does NOT apply,
my assessment of the risk is lowered.
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From: Wilson, Raylene (SAQ)

To: Rose, Al (SAO)
Date: Wednesday, April 17, 2024 10:18:09 AM

I want to talk about this. There is a retention schedule on guidance
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From: Cooper, Kathleen (SAQ)

To: Browning, Roxann (SAQ); McCarthy, Pat (SAO); Munn, Aaron (SAQ); Nelson, Scott (SAQ); Rooney, Keri (SAQ);
Rose, Al (SAQ); Talbert, Rick (SAQ); Wilson, Raylene (SAQ); Wilson, Adam (SAQ); Patten, Charleen (SAQ);
Roper, Janel (SAO); Welling, Matthew (SAQO); Hamilton, Alexander (SAQ); Lindholm, Tara (SAQ); Laska, Erin
(SAQ); Wilson, Karen (SAQ); Fleming, Tania (SAQ); Good, Shauna (SAQ); Smith, Melissa (SAQ); Erank, Scott
(SAQ); Thresher, Cheryl (SAQ); Woelfle, Scott (SAQ); Gillis, Jeana (SAQ); Franklin, Joseph (SAQ); Bernard,
Thomas (SAQ); Collins, Kelly (SAQ); Watkins, Tina (SAQO); Garza, Deena (SAQ); Pennick, Deborah (SAQ);
Simmons, Joseph (SAQ); Baylor, Kristina (SAQ); Bills, Scott (SAQ); Sullivan, Stephanie (SAQ); Bodin, Peggy
(SAQ); Tellers, Stacie (SAQ); Choy, Wendy (SAQ); Brownell, Jim (SAQ); White, Bradley (SAQ); Armijo, Sadie
(SAQ); Waltman, Ginny (SAQ); Osborne, Lindsay (SAQ); Santistevan, Jake (SAQO); Strand, Ann (SAQ); Greeley,
Shellie (SAQ); Blair, Teri (SAQ); Pritchard, Brandi (SAQ); Groshong, Saundra (SAQ); Walter, Heidi (SAQ); Tenny,
Sam (SAQ); Strzalka, Amy (SAQ); Busch, Cavan (SAQ); Shaw, Alisha (SAQ); DeViney, Scott (SAQ); Huynh,
Michael (SAQ); Stowe, Justin (SAO); Carrell, Lisa (SAQ); Rudolph, Wanda (SAQ); Adams, Haji (SAQ); Nguyen,
Kim (SAQ); Stevens, Jenn (SAQ); Maynard, Julie (SAQ); Anderson, Erin (SAQ); Marquardt, Shaun (SAQ); Kostick,
Niles (SAQ); Thompson, Angeligue (SAQ); Zadeh, Kayvon (SAQ); Eleming, Benjamin (SAQ); Crouch, Olivia
(SAQ); Seibert, Melinda (SAQ); Hankins, Matthew (SAQ); Carter, Mike (SAQ)

Date: Wednesday, June 12, 2024 10:28:55 AM

I think when we make a formal decision about changing the retention period, we will post
something and remind people of the guidance we have.
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From: publicrecords@sao.wa.gov

To: Rose, Al (SAO
Subject: New Public Records Task Assignment
Date: Thursday, December 14, 2023 7:01:57 AM

A new public records task has been assighed to you

Click on the link below to view additional information about this task.

Request Link: http://saoapp/PublicRecords/Home/EditTask?tid=3034
Al/Raylene,

New PRR 6101 re: Teams Chats, let me know how to process this one.

Task Description: The interesting thing is the requester lives in the Virgin Islands.

Thanks,

Mary
Status: Assigned
Date Due: 12/19/2023

Date Completed:

Please download and fill out this form. Save your completed form to

\\ssv.wa.lcl\sao\PUBLIC RECORDS\PRR_DROP\PRR Checklist\.
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From: Wilson, Raylene (SAQ)

To: Kernutt, Matthew R (ATG)

Cc: Rose, Al (SAQ)

Subject: New guidance for SAQO staff

Date: Wednesday, November 15, 2023 1:19:53 PM

Attachments: RetentionSchedule TeamsChat Crosswalk.pdf
Teams Chat Guidance.pdf
image001.png

Hey Matt,

We have created some new guidance for SAO staff around Teams Chats.

Al and | thought it might be good to have your review on the two documents prior to us publishing.
Let me know what you think or if you have any suggested edits.

If you would like a meeting, just let me know

Thanks,

Raylene Wilson

Legislative and Records Manager
Office of the Washington State Auditor
(564) 999-0810 | www.sao.wa.gov
Legislative | Legal | Records
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Retention Schedule/ Teams Chat Crosswalk

This document was created to provide an understanding of how retention schedules apply to Teams Chats at SAO. The first four description of records are from
the SAO Records Retention Schedule, the rest are from the State Government Records Retention Schedule. This is not an exhaustive list of all applicable

retention schedules. For more information, please reach out to Raylene Wilson, Legislative and Records Manager.

RETENTION AND What does this look like in Teams Ok for Teams
DESCRIPTION OF RECORDS DISPOSITION Chat? Chat?
ACTION
Audit Cost Appeals Files Retain for 6 Client reaches out on Chat and No
Provides a record of appeals of audit costs filed with the State Auditor by local years afterend | wants to appeal audit costs.
government by RCW 43.09.281. of calendar year | Action: Share Chat to outlook
then and continue conversation in

Audits and Investigations — Public Reports (Including Letter Reports) Retain for 6 All Reports are published on SAO | N/A
Provides the official record of the audit or investigation. Includes financial, single, years after website. Situation does not
accountability, assessment, attestation, whistleblower, fraud and performance audit report apply.
reports. completed
Excludes any referenced attachments containing information considered confidential then
under RCW 42.56.420 and therefore limited in distribution under generally accepted Transfer to
government auditing standards. Washington

State Archives

for permanent

retention.
Audits and Investigations — Audit Documentation Retain for 5 Audit evidence is shared using Maybe
The record of procedures performed, evidence obtained and conclusions reached that years after Chat. (as long as
supports the published report. Includes testing strategies and methodologies, criteria completionof | Action: Share Chat to outlook to | evidence &
used, work performed, information considered confidential under RCW 42.56.420, audit | audit or continue the conversation. conclusions
issues identified, and conclusions noted in the final assembled audit file. Investigation Capture any audit evidence in are moved to
Excludes records covered by Audits and Investigations — Transitory/Temporary then TeamMate for preservation. TeamMate)

Documentation (DAN 11-12-62896).

Destroy.





https://www.sos.wa.gov/_assets/archives/RecordsManagement/State-Auditors-Office-Records-Retention-Schedule-v.1.1-(December-2015).pdf


https://www.sos.wa.gov/_assets/archives/RecordsManagement/state-government-general-records-retention-schedule-v.6.2-(august-2021).pdf


mailto:wilsonr@sao.wa.gov





RETENTION AND

What does this look like in Teams

Ok for Teams

DESCRIPTION OF RECORDS DISPOSITION Chat? Chat?
ACTION

Audits and Investigations — Transitory/Temporary Documentation Retain until no All client correspondence using Yes
Documentation obtained or created during the course of audits and investigations that | longer needed | Chat throughout the course of
is short-term in nature, such as routine correspondence, working copies of databases, for agency the audit.
working copies of records provided by auditees, coaching notes, superseded drafts, and | business Action: No action is needed,
other documentation not included in the final assembled audit file that supports the then unless the correspondence is
published report. Destroy. needed to support t.he
Excludes records covered by: workpapers or published report.

e Audits and Investigations — Audit Documentation (DAN 75-07013168);

e Records with Minimal Retention Value section in the State Government General

Records Retention Schedule.

Provision of Advice, Assistance, or Information Retain for 2 Client reaches out on Chat No

Records relating to requests received and provision of advice, technical assistance, and
information (including agency-initiated communications) concerning the agency, its core
business, programs, and services, where not covered by a more specific records series.

Includes, but is not limited to:

e Internal and external correspondence/communications (regardless of format)
relating to the request/agency-initiated advice, assistance, or information.

Excludes records covered by:

e Public Disclosure/Records Requests (DAN GS 05001);
e State Publications (DAN GS 15008);

Requests for Basic/Routine Agency Information (DAN GS 50002).

years after
communication
received or
provided,
whichever is
later

then
Destroy.

requesting advice or technical
assistance regarding a function of
their agency’s operations.

Action: Share Chat to outlook
and continue providing service to
the client using outlook.








RETENTION AND What does this look like in Teams Ok for Teams
DESCRIPTION OF RECORDS DISPOSITION Chat? Chat?
ACTION
Client/Customer Feedback and Complaints Retain for 3 Client reaches out on Chat to No
Records relating to the capturing and receiving of feedback/information/data (including years after express their dissatisfaction/
complaints) from the agency’s clients/customers concerning policies, procedures, feedback satisfaction with guidance you
business practices, customer service, etc., where not covered by a more specific records received/resolut | provided.
series. ion of complaint | Action: Share Chat to outlook
Includes, but is not limited to: then and continue conversation in
outlook.
e Thank-you messages, kudos, etc.; Destroy.
e Client/customer satisfaction surveys (including the design and distribution of such
surveys);
e Internal and external correspondence/communications relating to complaints,
their investigation, and resolution.
Excludes records covered by Whistleblower Investigations (DAN GS 04004).
Note: Retention based on 3-year statute of limitations for personal injury (RCW 4.16.080).
Legal Advice and Issues Retain for 6 Client’s attorney reaches out on No
Records relating to legal advice and opinions received by the agency concerning the years after issue | Chat and provides materials
agency’s actions, statutes, rules, policies and procedures, etc. resolved pertaining to a specific issue.
and Action: Share Chat to outlook

Also includes records relating to legal issues of concern to the agency where not covered
by a more specific records series.

Includes, but is not limited to:

e Advice and opinions (formal/informal) requested and/or received from the Office
of the Attorney General;
e Copies of legal documents and other materials pertaining to specific issues;
e Related correspondence/communications.
Excludes:

e Records covered by Litigation Case Files — Significant (DAN GS 18009) and
Litigation Case Files — Routine (DAN GS 18004);

Records of the Office of the Attorney General.

until advice no
longer needed
for agency
business

then

Destroy.

and continue conversation in
outlook.

Coworker reaches out to Legal
Director asking for legal advice/
opinions on an audit issue.

Action: Share Chat to outlook
and continue conversation in
outlook.








RETENTION AND What does this look like in Teams Ok for Teams
DESCRIPTION OF RECORDS DISPOSITION Chat? Chat?
ACTION
Authorization — Systems/Telecommunications Access Retain for 6 A coworker reaches using Chat to | No
Records documenting the authorization of employees (including contractors and years afterend | request access to a system/ file
volunteers) to use agency systems/applications and telecommunication services. of fiscal yearin | storage location/ etc...
Includes, but is not limited to: which user Action: Share Chat to outlook
. account/access | and continue conversation in
e User account creation/change requests; was terminated | outlook.
e Network access authorization requests; then
Related correspondence/communications.
Destroy.
Helpdesk Requests Retain until A coworker reaches out to you Yes
Records relating to requests for advice and assistance in using the agency’s information finalization of on Chat to troubleshoot an issue
technology and telecommunications equipment, systems, and applications. request they have ran into.
then Action: No action needed.
Destroy. Continue to use Chat to resolve
the issue.
Use of Agency Facilities/Equipment/Vehicles Retain for 3 A coworker reaches out to you to | No
Records relating to allowing use of agency assets (such as meeting rooms, other facilities, | years after asset | request approval to reserve the
equipment, vehicles/vessels, etc.) by agency staff (including contractors and volunteers), | returned/use agency vehicle for an upcoming
other agencies, students/clients, and the general public. completed work-related trip.
Includes, but is not limited to: then Action: Share Chat to outlook
¢ Allocation of parking spaces/permits; Destroy. and continue conversation using

e Bookings/reservations/requests for use;

e Check-in/-out logs;

e Rental/use schedules;

e Vebhicle logs/usage data;

e Related correspondence/communications.
Excludes records covered by:

e Contracts and Agreements (DAN GS 01050);
e Financial Transactions — General (DAN GS 01001);

Records Documented as Part of More Formalized Records (DAN GS 50012).

outlook.








RETENTION AND What does this look like in Teams Ok for Teams
DESCRIPTION OF RECORDS DISPOSITION Chat? Chat?
ACTION

Signature Authority/Delegation Records Retain for 6 Your manager sends a Chat to No
Records documenting the designating of agency personnel with the authority to sign for | years afterend | authorize you to approve leave
purchases, leave authorizations, or other actions. of fiscal yearin | slips.

which signature | Action: Share Chat to outlook

authority was and confirm approval using

superseded/res | outlook.

cinded

then

Destroy.

Contracts and Agreements Retain for 6 When a coworker sends you a No

Instruments signed by the agency and one or more parties that set out terms and

conditions to which the signing parties agree or submit.

Also includes records relating to negotiations, amendments, and contract monitoring.

Includes, but is not limited to:

e Interagency, intraagency, and inter-governmental agreements;
e Lease, escrow, and rental agreements;

¢ Lending agreements (facility, equipment, vehicle);

e Liability waivers (hold harmless, insurance, etc.);

e Loan agreements (long-term debt, etc.);

e Master depository contract (banking);

e Personal service, client service, purchasing agreements;

e Purchase and sales agreements (non-capital asset purchases only);
e Vendor bonds;

e Warranties;

e Related correspondence/communications.

Excludes:

e Bond project loan agreements covered by Tax-Exempt Bonds (DAN GS 01069);
Public records transfer agreements with Washington State Archives covered by Transfer

of Legal Custody (DAN GS 11001).

years after

termination or

expiration of

instrument
then

Destroy.

Chat to discuss negotiations of a
contract you are working on.

Action: Share Chat to outlook

and continue negotiations
discussions using outlook.








RETENTION AND What does this look like in Teams Ok for Teams
DESCRIPTION OF RECORDS DISPOSITION Chat? Chat?
ACTION
Brainstorming and Collaborating Retain until no You are in a Teams meeting and Yes
Records generated as part of the brainstorming/collaboration process. longer needed use Chat to quickly document
Includes, but is not limited to: fbor fagency thoughts from a brainstorm.
. . . . usiness Action: No action needed.
e Notes written on whiteboards, flipcharts, large/oversize paper sheets, etc.; .
. then Continue to use Chat to
e Post-it notes. .
. N Destroy. brainstorm.

Excludes records covered by Drafting and Editing (DAN GS 50008).
Informational Notifications/Communications Retain until no | A coworker sends you a Chat to Yes

Records communicating basic/routine short-term information (regardless of format or
media used) that:

e Do not document agency decisions/actions;
e Are not used as the basis of agency decisions/actions; and
e Are not covered by a more specific records series.

Includes, but is not limited to:

e Basic messages such as “Come and see me when you're free,” “Call me back at
(360) 555-5555,” etc.;

¢ Internal communications notifying of staff absences or lateness (such as “Bob is
out today,” “Mary is running late,” etc.), provided the appropriate attendance
and leave records are retained in accordance with Attendance and Leave Records
(DAN GS 03030);

e Internal communications notifying of staff social events/gatherings (such as
potlucks, birthdays, fun runs, cookies in the break room, etc.) or of
weather/traffic conditions (such as “Avoid I-5, it’s a parking lot,” “Take care — it
has started snowing,” etc.);

e Email delivery/read receipts, out-of-office notices, etc.

Excludes records covered by:
e Attendance and Leave Records (DAN GS 03030);
Provision of Advice, Assistance, or Information (DAN GS 09022).

longer needed
for agency
business

then
Destroy.

please give them a call when you
are free.

Action: No action needed.
Continue to use Chat for these
types of correspondence.

A coworker sends you a chat
making a decision on where to go
to lunch today.

Action: No action needed.
Continue to use Chat to make
lunch decisions.








RETENTION AND What does this look like in Teams Ok for Teams
DESCRIPTION OF RECORDS DISPOSITION Chat? Chat?
ACTION
Attendance and Leave Records Retain for 6 You send your manager a Chat Maybe
Records relating to employee requests and approvals of attendance and leave. years afterend | requesting to take the rest of the | (aslong as
Includes, but is not limited to: of fiscal year afternoon off. the formal
. . then Action: No action needed. As leave
e Annual and sick leave, personal and contractual holidays; . . .
_ Destroy. long as you submit a leave slip in | request is
e Compensatory, exchange, or overtime earned; .
- ) . i the leave system for approval. submitted
e Requests/approvals/denials for any form of leave (including leave without pay); and
e Approvals ar‘1d de5|gnat|ons;. approved in
e Leave donation documentation; the leave
e Returned/unused leave administration; system)

e Time cards and time sheets, etc., documenting hours worked (including
overtime).

Excludes:
e Records required to document time and effort as part of grant requirements
covered by Grants Received by Agency (DAN GS 23004).

e Requests/approvals for use of Family and Medical Leave Act (FMLA) and shared
leave covered by Personnel — Health-Related Records (Routine) (DAN GS 03054).

Note: Time cards or time sheets that are required for retirement verification prior to the use of
HRMS are to be retained under Retirement Verification (DAN GS 03032).










Microsoft Teams Chat Guidance

How does SAO view Microsoft Teams Chats related to public disclosure?
All Teams Chats are public records and are subject to disclosure per the Public Records Act, RCW 42.56.

SAO staff must use Microsoft Teams Chat only for transitory communication.
All communication in Teams Chat is automatically deleted after 7 days.

e Any document shared is preserved in your OneDrive folder (Microsoft Teams Chat Files).

Microsoft Teams Chat Files

What is a Public Record?
Any writing containing information relating to the conduct of government or the performance of any
governmental or proprietary function.

How do | preserve records from Teams Chat?

If a SAO employee receives or inadvertently sends communication on Microsoft Teams Chat that needs to be
retained, they need to save a copy of the communication outside of Microsoft Teams Chat to ensure
preservation.

i ¢’ Reply
£ Pin
[,:] Save this message

?SQ Mark as unread

5 Share to Outlook

8% Translate

More actions >

Not sure what to preserve?
Refer to the Retention Schedule/ Teams Chat Crosswalk.

Tips and Tricks:
e All communication in Teams Chat is disclosable (unless there is an applicable redaction code).
e Use the “Share to Outlook” function and not snip or screenshot, as that does not preserve necessary
metadata required to preserve the record.
e If you are unsure if a correspondence is appropriate for Teams Chat, best practice is to not use Teams
Chat.
e Be professional.

More information:
Please see resources below. If you have additional questions, please reach out to Raylene Wilson, Legislative
and Records Manager.

e Retention Schedule/ Teams Chat Crosswalk

e SAO Records Management policy

e SAO Respectful Work Environment policy
e SAO Records Retention Schedule / State Agency General Retention Schedule
e RCW 42.56 Public Records Act





https://stateofwa.sharepoint.com/:b:/r/sites/SAO-Government-Affairs/Public%20Records%20Documents/Records%20Resources/TeamsChat/RetentionSchedule_TeamsChat_Crosswalk.pdf?csf=1&web=1&e=yCab1a


mailto:wilsonr@sao.wa.gov


https://stateofwa.sharepoint.com/:b:/r/sites/SAO-Government-Affairs/Public%20Records%20Documents/Records%20Resources/TeamsChat/RetentionSchedule_TeamsChat_Crosswalk.pdf?csf=1&web=1&e=yCab1a


https://stateofwa.sharepoint.com/sites/SAO-Central/Administrative%20Policies%20and%20Procedures/Forms/AllItems.aspx?id=%2Fsites%2FSAO%2DCentral%2FAdministrative%20Policies%20and%20Procedures%2FPublished%2FRecords%2DManagement%2Epdf&parent=%2Fsites%2FSAO%2DCentral%2FAdministrative%20Policies%20and%20Procedures%2FPublished


https://stateofwa.sharepoint.com/sites/SAO-Central/Administrative%20Policies%20and%20Procedures/Forms/AllItems.aspx?id=%2Fsites%2FSAO%2DCentral%2FAdministrative%20Policies%20and%20Procedures%2FPublished%2FRespectful%20Work%20Environment%2Epdf&parent=%2Fsites%2FSAO%2DCentral%2FAdministrative%20Policies%20and%20Procedures%2FPublished


https://www.sos.wa.gov/_assets/archives/RecordsManagement/State-Auditors-Office-Records-Retention-Schedule-v.1.1-(December-2015).pdf


https://www.sos.wa.gov/_assets/archives/RecordsManagement/state-government-general-records-retention-schedule-v.6.2-(august-2021).pdf


https://app.leg.wa.gov/RCW/default.aspx?cite=42.56














From: Wilson, Raylene (SAQ)

To: Rose, Al (SAO)
Cc: Leider, Mary (SAO
Subject: RE: 7 Day Retention Issue
Date: Tuesday, October 17, 2023 9:05:57 AM
Attachments: image002.png
image003.png
image004.png

Al, Mary and | are on the phone now. Can | pull you in?
Thanks,

Raylene Wilson
Legislative and Records Manager
Office of the Washington State Auditor

(564) 999-0810 | www.sao.wa.gov
Legislative | Legal | Records

From: Rose, Al (SAO) <rosea@sao.wa.gov>

Sent: Tuesday, October 17, 2023 9:04 AM

To: Leider, Mary (SAQ) <leiderm@sao.wa.gov>; Wilson, Raylene (SAO) <wilsonr@sao.wa.gov>
Subject: Re: 7 Day Retention Issue

Mary, cani get a briefing on the phone call please? iwould like Raylene to join us

Al Rose

Director of Legal Affairs, Office of the Washington State Auditor
(564) 999-0805 | (360) 688-6857 (cell) | www.sao.wa.gov

From: Leider, Mary (SAO) <leiderm@sao.wa.gov>

Sent: Tuesday, October 17, 2023 8:52 AM

To: Beers, Jason (WaTech) <jason.beers@watech.wa.gov>
Subject: 7 Day Retention Issue

Hi Jason,

Thank you for the phone call today. | understand that we (SAO) had three (Quadratech) inactive
mailboxes that were effected with this issue. | also understand that since our agency does not have
retention on calendar items, this issue was no risk to our agency at all. Thanks for the heads up.

Thanks,



mailto:wilsonr@sao.wa.gov

mailto:rosea@sao.wa.gov

mailto:leiderm@sao.wa.gov

https://gcc02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.sao.wa.gov%2F&data=05%7C01%7Crosea%40sao.wa.gov%7C39ac1c33db5844961c9f08dbcf2af17b%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C638331555569735878%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=kVbwlJkQGMO2pHfUgmLypG%2FmJojC5CftsKuAcNgq558%3D&reserved=0

https://gcc02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.sao.wa.gov%2F&data=05%7C01%7Crosea%40sao.wa.gov%7C39ac1c33db5844961c9f08dbcf2af17b%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C638331555569735878%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=kVbwlJkQGMO2pHfUgmLypG%2FmJojC5CftsKuAcNgq558%3D&reserved=0

https://gcc02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.sao.wa.gov%2F&data=05%7C01%7Crosea%40sao.wa.gov%7C39ac1c33db5844961c9f08dbcf2af17b%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C638331555569735878%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=kVbwlJkQGMO2pHfUgmLypG%2FmJojC5CftsKuAcNgq558%3D&reserved=0

https://gcc02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.sao.wa.gov%2F&data=05%7C01%7Crosea%40sao.wa.gov%7C39ac1c33db5844961c9f08dbcf2af17b%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C638331555569735878%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=kVbwlJkQGMO2pHfUgmLypG%2FmJojC5CftsKuAcNgq558%3D&reserved=0

mailto:leiderm@sao.wa.gov

mailto:jason.beers@watech.wa.gov





















Mary Leider, CPRO

Public Records Officer, Office of the Washington State Auditor
(564) 999-0919 | www.sao.wa.gov




https://gcc02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.sao.wa.gov%2F&data=05%7C01%7Crosea%40sao.wa.gov%7C39ac1c33db5844961c9f08dbcf2af17b%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C638331555569892136%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=1z4m7Fp5gcE49yT1WPlmqyewVzASGsCwO6lwR5onhH8%3D&reserved=0

https://gcc02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.sao.wa.gov%2F&data=05%7C01%7Crosea%40sao.wa.gov%7C39ac1c33db5844961c9f08dbcf2af17b%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C638331555569892136%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=1z4m7Fp5gcE49yT1WPlmqyewVzASGsCwO6lwR5onhH8%3D&reserved=0




From: Wilson, Raylene (SAQ)

To: Rose, Al (SAO)
Cc: Leider, Mary (SAO
Subject: RE: 7 Day Retention Issue
Date: Tuesday, October 17, 2023 9:23:49 AM
Attachments: image001.png
image002.png
image003.png
Hey Al,

Mary and | had a good conversation. | am good.
Feel free to give her a call at your convenience.

Thanks,

Raylene Wilson

Legislative and Records Manager
Office of the Washington State Auditor
(564) 999-0810 | www.sao.wa.gov
Legislative | Legal | Records

From: Rose, Al (SAQ) <rosea@sao.wa.gov>

Sent: Tuesday, October 17, 2023 9:07 AM

To: Wilson, Raylene (SAO) <wilsonr@sao.wa.gov>
Cc: Leider, Mary (SAO) <leiderm@sao.wa.gov>
Subject: Re: 7 Day Retention Issue

i am in the tech investment meeting. i will jump off after the action items

Al Rose

Director of Legal Affairs, Office of the Washington State Auditor
(564) 999-0805 | (360) 688-6857 (cell) | www.sao.wa.gov

From: Wilson, Raylene (SAQ) <wilsonr@sao.wa.gov>
Sent: Tuesday, October 17, 2023 9:05 AM

To: Rose, Al (SAQ) <rosea@sao.wa.gov>

Cc: Leider, Mary (SAO) <|leiderm@sao.wa.gov>
Subject: RE: 7 Day Retention Issue




mailto:wilsonr@sao.wa.gov

mailto:rosea@sao.wa.gov

mailto:leiderm@sao.wa.gov

https://gcc02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.sao.wa.gov%2F&data=05%7C01%7Crosea%40sao.wa.gov%7C53035bda8c004c10f24508dbcf2d6f5e%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C638331566282938266%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=MPIxmIpsLdPgbG4bX%2F7jNk3NnydRhUvByQdqnHxhtu4%3D&reserved=0

https://gcc02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.sao.wa.gov%2F&data=05%7C01%7Crosea%40sao.wa.gov%7C53035bda8c004c10f24508dbcf2d6f5e%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C638331566282938266%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=MPIxmIpsLdPgbG4bX%2F7jNk3NnydRhUvByQdqnHxhtu4%3D&reserved=0

https://gcc02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.sao.wa.gov%2F&data=05%7C01%7Crosea%40sao.wa.gov%7C53035bda8c004c10f24508dbcf2d6f5e%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C638331566282938266%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=MPIxmIpsLdPgbG4bX%2F7jNk3NnydRhUvByQdqnHxhtu4%3D&reserved=0

https://gcc02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.sao.wa.gov%2F&data=05%7C01%7Crosea%40sao.wa.gov%7C53035bda8c004c10f24508dbcf2d6f5e%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C638331566282938266%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=MPIxmIpsLdPgbG4bX%2F7jNk3NnydRhUvByQdqnHxhtu4%3D&reserved=0
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mailto:leiderm@sao.wa.gov





















Al, Mary and | are on the phone now. Can | pull you in?
Thanks,

Raylene Wilson

Legislative and Records Manager
Office of the Washington State Auditor
(564) 999-0810 | www.sao.wa.gov
Legislative | Legal | Records

From: Rose, Al (SAO) <rosea@sao.wa.gov>

Sent: Tuesday, October 17, 2023 9:04 AM

To: Leider, Mary (SAQ) <leiderm@sao.wa.gov>; Wilson, Raylene (SAQ) <wilsonr@sao.wa.gov>
Subject: Re: 7 Day Retention Issue

Mary, cani get a briefing on the phone call please? iwould like Raylene to join us

Al Rose

Director of Legal Affairs, Office of the Washington State Auditor
(564) 999-0805 | (360) 688-6857 (cell) | www.sao.wa.gov

From: Leider, Mary (SAO) <leiderm@sao.wa.gov>

Sent: Tuesday, October 17, 2023 8:52 AM

To: Beers, Jason (WaTech) <jason.beers@watech.wa.gov>
Subject: 7 Day Retention Issue

Hi Jason,

Thank you for the phone call today. | understand that we (SAO) had three (Quadratech) inactive
mailboxes that were effected with this issue. | also understand that since our agency does not have
retention on calendar items, this issue was no risk to our agency at all. Thanks for the heads up.

Thanks,

Mary Leider, CPRO

Public Records Officer, Office of the Washington State Auditor
(564) 999-0919 | www.sao.wa.gov
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From: Roper, Janel (SAO)

To: Wilson, Raylene (SAO); Rose, Al (SAQ)
Subject: RE: Case CS0125231 comments added
Date: Thursday, July 25, 2024 10:57:06 AM
Attachments: image001.png

image002.png

Looks great —thank you for all of your work on this Raylene.

And to both of your for your communication with the managers today - very helpful!

From: Wilson, Raylene (SAO) <wilsonr@sao.wa.gov>

Sent: Wednesday, July 24, 2024 12:54 PM

To: Rose, Al (SAO) <rosea@sao.wa.gov>; Roper, Janel (SAQ) <janel.roper@sao.wa.gov>
Subject: FW: Case CS0125231 comments added

| am going to let Jason know that he can close the ticket unless either of you disagree.

Thanks,

Raylene Wilson
Legislative and Records Manager
Office of the Washington State Auditor

(564) 999-0810 | www.sao.wa.gov
Legislative | Legal | Records

From: WaTech IT Services <watech@servicenowservices.com>
Sent: Wednesday, July 24, 2024 11:04 AM

To: Wilson, Raylene (SAO) <wilsonr@sao.wa.gov>

Subject: Case CS0125231 comments added

WaTech

Washington Technology Solutions

Case #: CS0125231

Short Description: SAO Teams Chat Retention Change Request - 30
Days
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Priority: 4 - Low

Click here to view the case: LINK

Comments:

2024-07-24 11:03:58 PDT - Jason Beers Additional comments

SAO has been removed from the 7-Day policy. As discussed, this can
take up to 30 days to be distributed to all mailboxes but should only take
a week or so. Now that all the necessary actions are complete, is it ok to
close the ticket or would you like to keep it open for 30 more days?

2024-07-11 08:38:01 PDT - Jason Beers Additional comments

Just sending the weekly update. No change in status, all is progressing
as expected. We are still on track to remove SAO from the 7-day policy
on 7/24.

2024-07-05 07:05:26 PDT - Jason Beers Additional comments
Just sending the weekly update. No change in status, all is progressing
as expected.

Thank you,
WaTech Support Center
360-586-1000 or 1-855-928-3241

Unsubscribe | Notification Preferences

WaTech.wa.gov

Ref:MSG1460316_KsCBmerqyh7IDsp8Y9Ar
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From: Cooper, Kathleen (SAO)

To: Wilson, Raylene (SAO); Wilson, Adam (SAOQ); Roper, Janel (SAQ); Rose, Al (SAQ); Welling, Matthew (SAQ);
Munn, Aaron (SAQ)

Subject: RE: Microsoft Teams Chat Guidance

Date: Friday, November 3, 2023 1:27:53 PM

Attachments: image001.png

image002.png

Hi again all — after talking with Janel this morning, | drafted a new version of this document. It’s in
this file, but at the top. So the original and markup are still there.

Janel and | discussed what this document is trying to do. We think we are trying to manage both
legal and reputational risk; address staff confusion about “transitory;” help employees know what to
do; and emphasize professionalism and judgement.

Finally, we agreed this document can’t be the be-all, end-all on this topic. It’s not a policy; it’s meant
to raise the profile of the issue, and supplement the other more detailed laws, rules and policies that
employees are expected to abide by. (We also think there are other ideas we should consider on an
ongoing basis to reinforce this for staff.)

One change in approach is highlighted in the document — rather than including lists of dos and
don’ts in this particular message, we could use the actual retention schedule and then give some
concrete examples of what we're talking about and how such things should be kept outside of Chat.

Let me know what you think?

From: Wilson, Raylene (SAO) <wilsonr@sao.wa.gov>

Sent: Thursday, November 2, 2023 11:44 AM

To: Cooper, Kathleen (SAQ) <cooperk@sao.wa.gov>; Wilson, Adam (SAQ) <wilsona@sao.wa.gov>;
Roper, Janel (SAO) <janel.roper@sao.wa.gov>; Rose, Al (SAO) <rosea@sao.wa.gov>; Welling,
Matthew (SAO) <matthew.welling@sao.wa.gov>; Munn, Aaron (SAO) <munna@sao.wa.gov>
Subject: RE: Microsoft Teams Chat Guidance

Round 2
Microsoft Teams Chat Guidance.docx (sharepoint.com)

Thanks,

Raylene Wilson

Legislative and Records Manager
Office of the Washington State Auditor
(564) 999-0810 | www.sao.wa.gov
Legislative | Legal | Records
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From: Wilson, Raylene (SAO)

Sent: Friday, October 27, 2023 3:14 PM

To: McCarthy, Pat (SAQ) <mccarthyp@sao.wa.gov>; Rooney, Keri (SAO) <rooneyk@sao.wa.gov>;
Roper, Janel (SAO) <janel.roper@sao.wa.gov>; Rose, Al (SAQ) <rosea@sao.wa.gov>

Cc: Welling, Matthew (SAQO) <matthew.welling@sao.wa.gov>; Munn, Aaron (SAO)
<munna@sao.wa.gov>

Subject: Microsoft Teams Chat Guidance

Happy Friday!

As promised, here is our first draft of the @3 Microsoft Teams Chat Guidance for staff.
Please let me know what you think and if you would like any changes made.
Reach out with any questions/ concerns.

Thanks,

Raylene Wilson

Legislative and Records Manager
Office of the Washington State Auditor
(564) 999-0810 | www.sao.wa.gov
Legislative | Legal | Records
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From: Cooper, Kathleen (SAO)

To: Rose, Al (SAO)

Subject: RE: Microsoft Teams Chat Guidance
Date: Monday, November 6, 2023 9:37:44 AM
Attachments: image003.png

image004.png
image005.png

Great! So glad it hits the mark for you. | appreciate how hard everyone is working on this. SAO is so
great about stuff like this.

From: Rose, Al (SAQ) <rosea@sao.wa.gov>

Sent: Friday, November 3, 2023 2:53 PM

To: Cooper, Kathleen (SAO) <cooperk@sao.wa.gov>
Subject: Re: Microsoft Teams Chat Guidance

great job. love the information! love the messaging!

thank you so much

Al Rose
Director of Legal Affairs, Office of the Washington State Auditor
(564) 999-0805 | (360) 688-6857 (cell) | www.sao.wa.gov

From: Cooper, Kathleen (SAQ) <cooperk@sao.wa.gov>

Sent: Friday, November 3, 2023 1:27 PM

To: Wilson, Raylene (SAQ) <wilsonr@sao.wa.gov>; Wilson, Adam (SAO) <wilsona@sao.wa.gov>;
Roper, Janel (SAO) <janel.roper@sao.wa.gov>; Rose, Al (SAO) <rosea@sao.wa.gov>; Welling,
Matthew (SAQ) <matthew.welling@sao.wa.gov>; Munn, Aaron (SAQ) <munna@sao.wa.gov>
Subject: RE: Microsoft Teams Chat Guidance

Hi again all — after talking with Janel this morning, | drafted a new version of this document. It’s in
this file, but at the top. So the original and markup are still there.

Janel and | discussed what this document is trying to do. We think we are trying to manage both
legal and reputational risk; address staff confusion about “transitory;” help employees know what to
do; and emphasize professionalism and judgement.

Finally, we agreed this document can’t be the be-all, end-all on this topic. It’s not a policy; it's meant
to raise the profile of the issue, and supplement the other more detailed laws, rules and policies that
employees are expected to abide by. (We also think there are other ideas we should consider on an
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ongoing basis to reinforce this for staff.)

One change in approach is highlighted in the document — rather than including lists of dos and
don’ts in this particular message, we could use the actual retention schedule and then give some
concrete examples of what we’re talking about and how such things should be kept outside of Chat.

Let me know what you think?

From: Wilson, Raylene (SAO) <wilsonr@sao.wa.gov>

Sent: Thursday, November 2, 2023 11:44 AM

To: Cooper, Kathleen (SAO) <cooperk@sao.wa.gov>; Wilson, Adam (SAO) <wilsona@sao.wa.gov>;
Roper, Janel (SAO) <janel.roper@sao.wa.gov>; Rose, Al (SAO) <rosea@sao.wa.gov>; Welling,
Matthew (SAO) <matthew.welling@sao.wa.gov>; Munn, Aaron (SAQ) <munna@sao.wa.gov>
Subject: RE: Microsoft Teams Chat Guidance

Round 2
Microsoft Teams Chat Guidance.docx (sharepoint.com)

Thanks,

Raylene Wilson

Legislative and Records Manager
Office of the Washington State Auditor
(564) 999-0810 | www.sao.wa.gov
Legislative | Legal | Records

From: Wilson, Raylene (SAO)

Sent: Friday, October 27, 2023 3:14 PM

To: McCarthy, Pat (SAQ) <mccarthyp@sao.wa.gov>; Rooney, Keri (SAO) <roonevk@sao.wa.gov>;
Roper, Janel (SAO) <janel.roper@sao.wa.gov>; Rose, Al (SAQ) <rosea@sao.wa.gov>

Cc: Welling, Matthew (SAQ) <matthew.welling@sao.wa.gov>; Munn, Aaron (SAO)
<munna@sao.wa.gov>

Subject: Microsoft Teams Chat Guidance

Happy Friday!

As promised, here is our first draft of the @] Microsoft Teams Chat Guidance for staff.
Please let me know what you think and if you would like any changes made.

Reach out with any questions/ concerns.

Thanks,
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Raylene Wilson
Legislative and Records Manager
Office of the Washington State Auditor

(564) 999-0810 | www.sao.wa.gov
Legislative | Legal | Records
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From: Kernutt, Matthew R (ATG)

To: Wilson, Raylene (SAQ)
Cc: Rose, Al (SAQ)
Subject: RE: New guidance for SAO staff
Date: Monday, November 20, 2023 10:16:33 AM
Attachments: image002.png
External Email
Raylene:
Matt

Matthew Kernutt

Senior Counsel

Section Chief — Advice and Compliance Section
Government Compliance and Enforcement Division
Washington Office of the Attorney General
360-586-0740

Matthew.Kernutt@atg.wa.gov

From: Wilson, Raylene (SAO) <wilsonr@sao.wa.gov>

Sent: Wednesday, November 15, 2023 1:19 PM

To: Kernutt, Matthew R (ATG) <Matthew.Kernutt@atg.wa.gov>
Cc: Rose, Al (SAO) <rosea@sao.wa.gov>

Subject: New guidance for SAO staff

[EXTERNAL]

Hey Matt,

We have created some new guidance for SAO staff around Teams Chats.

Al and | thought it might be good to have your review on the two documents prior to us publishing.
Let me know what you think or if you have any suggested edits.

If you would like a meeting, just let me know

Thanks,

Raylene Wilson

Legislative and Records Manager
Office of the Washington State Auditor
(564) 999-0810 | www.sao.wa.gov
Legislative | Legal | Records
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From: Wilson, Raylene (SAQ)

To: Kernutt, Matthew R (ATG)
Cc: Rose, Al (SAQ)
Subject: RE: New guidance for SAO staff
Date: Monday, November 20, 2023 11:43:45 AM
Attachments: image001.png
image002.png

Awesome! Thanks so much
Thanks,

Raylene Wilson

Legislative and Records Manager
Office of the Washington State Auditor
(564) 999-0810 | www.sao.wa.gov
Legislative | Legal | Records

From: Kernutt, Matthew R (ATG) <Matthew.Kernutt@atg.wa.gov>
Sent: Monday, November 20, 2023 10:16 AM

To: Wilson, Raylene (SAO) <wilsonr@sao.wa.gov>

Cc: Rose, Al (SAQ) <rosea@sao.wa.gov>

Subject: RE: New guidance for SAO staff

External Email

Raylene:

Matt

Matthew Kernutt

Senior Counsel

Section Chief — Advice and Compliance Section
Government Compliance and Enforcement Division
Washington Office of the Attorney General
360-586-0740

Matthew.Kernutt@atg.wa.gov

From: Wilson, Raylene (SAO) <wilsonr@sao.wa.gov>

Sent: Wednesday, November 15, 2023 1:19 PM

To: Kernutt, Matthew R (ATG) <Matthew.Kernutt@atg.wa.gov>
Cc: Rose, Al (SAO) <rosea@sao.wa.gov>

Subject: New guidance for SAO staff
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[EXTERNAL]

Hey Matt,

We have created some new guidance for SAO staff around Teams Chats.

Al and | thought it might be good to have your review on the two documents prior to us publishing.
Let me know what you think or if you have any suggested edits.

If you would like a meeting, just let me know

Thanks,

Raylene Wilson

Legislative and Records Manager
Office of the Washington State Auditor
(564) 999-0810 | www.sao.wa.gov
Legislative | Legal | Records
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From: Cooper, Kathleen (SAQ)

To: Wilson, Raylene (SAO); Armijo, Sadie (SAQ); Blair, Teri (SAQ); Collins, Kelly (SAQ); Frank, Scott (SAQO);
McCarthy, Pat (SAQ); Nelson, Scott (SAQ); Rooney, Keri (SAQ); Roper, Janel (SAO); Rose, Al (SAQ); Talbert, Rick
(SAQ); Woelfle, Scott (SAQ)

Subject: RE: Teams Chat Materials for Cabinet 11/14
Date: Monday, November 13, 2023 8:59:08 AM
Attachments: image003.png

image004.png
image005.png

To support these good documents, we also drafted some proposed messaging: A message to all staff
from Pat and an SAO Central post. Draft copy is here:

@ Microsoft Teams Chat Guidance.docx

(Sorry the file name is little misleading, but we’ve been iterating (haha) these documents.

From: Wilson, Raylene (SAO) <wilsonr@sao.wa.gov>

Sent: Monday, November 13, 2023 8:47 AM

To: Armijo, Sadie (SAO) <armijos@sao.wa.gov>; Blair, Teri (SAO) <blairt@sao.wa.gov>; Collins, Kelly
(SAO) <collinsk@sao.wa.gov>; Cooper, Kathleen (SAO) <cooperk@sao.wa.gov>; Frank, Scott (SAO)
<franks@sao.wa.gov>; McCarthy, Pat (SAO) <mccarthyp@sao.wa.gov>; Nelson, Scott (SAO)
<nelsons@sao.wa.gov>; Rooney, Keri (SAO) <rooneyk@sao.wa.gov>; Roper, Janel (SAO)
<janel.roper@sao.wa.gov>; Rose, Al (SAO) <rosea@sao.wa.gov>; Talbert, Rick (SAQ)
<rick.talbert@sao.wa.gov>; Woelfle, Scott (SAO) <woelfles@sao.wa.gov>

Subject: Teams Chat Materials for Cabinet 11/14

Good morning Cabinet!

In preparation for tomorrow, here are the newly revised 2 Teams Chat Guidance and the

Retention Schedule/ Teams Chat Crosswalk.

Looking forward to your feedback and the discussion tomorrow.

Raylene Wilson

Legislative and Records Manager
Office of the Washington State Auditor
(564) 999-0810 | www.sao.wa.gov
Legislative | Legal | Records
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From: Rose, Al (SAQ)

To: Wilson, Raylene (SAQ)

Subject: RE: WA agencies deleting messages after new policy introduced | The Olympian
Date: Monday, October 16, 2023 7:16:00 AM

Attachments: image001.png

| am going to call you today about this.

From: Wilson, Raylene (SAO) <wilsonr@sao.wa.gov>

Sent: Friday, October 13, 2023 8:50 AM

To: Rose, Al (SAO) <rosea@sao.wa.gov>; Nelson, Scott (SAO) <nelsons@sao.wa.gov>; Rooney, Keri
(SAQ) <rooneyk@sao.wa.gov>

Cc: Welling, Matthew (SAQO) <matthew.welling@sao.wa.gov>; Roper, Janel (SAQ)
<janel.roper@sao.wa.gov>

Subject: RE: WA agencies deleting messages after new policy introduced | The Olympian

Good morning!

Please see the link below, provided by Matt, of a news article published today regarding WA state
Teams Chats by Shauna Sowersby. Attached for your convenience.

Towards the bottom of the article it suggests legislative action.

Raylene Wilson

Legislative and Records Manager
Office of the Washington State Auditor
(564) 999-0810 | www.sao.wa.gov
Legislative | Legal | Records

From: Welling, Matthew (SAQO) <matthew.welling@sao.wa.gov>

Sent: Friday, October 13, 2023 7:34 AM

To: Wilson, Raylene (SAQ) <wilsonr@sao.wa.gov>; Roper, Janel (SAO) <janel.roper@sao.wa.gov>
Subject: FW: WA agencies deleting messages after new policy introduced | The Olympian

From: Matt Welling <mwell12 @gmail.com>

Sent: Friday, October 13, 2023 6:10 AM

To: Welling, Matthew (SAO) <matthew.welling@sao.wa.gov>

Subject: WA agencies deleting messages after new policy introduced | The Olympian

—————— 1
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I External Email I

https://www.theolympian.com/news/politics-government/article280170064.html
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From: Wilson, Raylene (SAQ)

To: Rose, Al (SAQ); Nelson, Scott (SAQ); Rooney, Keri (SAQ)

Cc: Welling, Matthew (SAQ); Roper, Janel (SAO)

Subject: RE: WA agencies deleting messages after new policy introduced | The Olympian

Date: Friday, October 13, 2023 8:50:41 AM

Attachments: WA agencies deleting messages after new policy introduced The Olympian.pdf
imaae001.png

Good morning!

Please see the link below, provided by Matt, of a news article published today regarding WA state
Teams Chats by Shauna Sowersby. Attached for your convenience.

Towards the bottom of the article it suggests legislative action.
Thanks,

Raylene Wilson

Legislative and Records Manager
Office of the Washington State Auditor
(564) 999-0810 | www.sao.wa.gov
Legislative | Legal | Records

From: Welling, Matthew (SAO) <matthew.welling@sao.wa.gov>

Sent: Friday, October 13, 2023 7:34 AM

To: Wilson, Raylene (SAQ) <wilsonr@sao.wa.gov>; Roper, Janel (SAQ) <janel.roper@sao.wa.gov>
Subject: FW: WA agencies deleting messages after new policy introduced | The Olympian

From: Matt Welling <mwell12 @gmail.com>

Sent: Friday, October 13, 2023 6:10 AM

To: Welling, Matthew (SAO) <matthew.welling@sao.wa.gov>

Subject: WA agencies deleting messages after new policy introduced | The Olympian

External Email

https://www.theolympian.com/news/politics-government/article280170064.html
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Why are Washington state agencies destroying
Microsoft Teams chat messages?

BY SHAUNA SOWERSBY
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no worries!

Screenshot of records obtained by McClatchy and Jamie Nixon, an open government advocate, show what appear to be work-related messages
from staff at the Washington State Gambling Commission.

Only have a minute? Listen instead 1.0x
@ Powered by Trinity Audio
00:00 13:11

Communication technology is advancing fast — so fast, some say, that current
Washington public records and retention laws may not be able to keep up with all
the ways lawmakers and others involved with crafting policy can now communicate
out of the public’s view.

Whether it’s the use of encrypted messaging applications such as Signal, iMessage, or
WhatsApp, or even the use of popular communications platforms such as Microsoft
Teams, the fact is that those in charge of making policy have a host of new platforms
where they can discuss important work. And in some cases, agencies have adopted
their own policies for how and if those messages need to be kept.

Some public records advocates in the state see that as a cause for concern.

NEW METHODS OF COMMUNICATION

Toby Nixon, a Kirkland City Council member and president emeritus of the
Washington Coalition for Open Government (WashCOG), told McClatchy in an email
that Kirkland uses Teams, but he said that he would never use the platform for any
communication that may need to be retained under public records law.







He said that while the platform can be used for transitory messages that are relevant
during meetings, such as managing the meeting itself, Microsoft Teams “absolutely
should not be used for directing work, policy decisions, etc., unless there is a
capability to copy out those message exchanges into email or some other type of
archive.”

“But the key point is that it’s not just Teams, but every other means of
communication people use that isn’t automatically archived: text messages,
Facebook messages, Twitter direct messages, LinkedIn messages, Slack, Discord,
WhatsApp, there are dozens or hundreds of ways government employees can
communicate with each other that either aren’t archived at all or are archived only
if the employees take specific manual steps,” Nixon continued.

NEW POLICIES FOR KEEPING RECORDS

On Aug. 25, McClatchy received a notification from the Washington State Gambling
Commission regarding the use of Microsoft Teams messages by “all state executive
branch agencies, specifically ones that report to the Governor.”

James DeHart, a records management officer for the agency, told McClatchy that
those agencies are part of what’s called the “Shared Tenant” agreement under
Washington Technology Solutions, or WaTech, an agency known as “the consolidated
technology services agency” for state agencies, according to the website.

Under WaTech policy, the state Office of the Chief Information Officer has the Teams
messages retention policy set at just seven days from the date of the last message
sent, and then those messages are permanently deleted, DeHart said.







The guidance was first implemented in the summer of 2021, according to Cynthia
Rickman, the records management specialist at WaTech.

“During the pandemic, Washington state government needed a statewide solution
that allowed employees to conduct state business remotely,” she explained. “The
state acquired an enterprise license for M365 which included use of Teams video
and chat. Moving to one video/chat application for all state agencies at the time
required adopting one record retention policy for everyone.”

Rickman said the seven-day retention policy was set after the Washington Records
and Information Managers (WARIM) Forum was asked to review the issue and make
a recommendation.

“WARIM recommended the state adopt a 7-day retention policy for Teams chats
because the chats are advised for transitory communications only, which are
typically of short-term, temporary informational use,” Rickman said. “The WARIM
recommendations were reviewed by the Cloud Enablement Advisory Committee,
which has representatives from more than 30 agencies.”







Rickman added that there are other types of chats called “posts” that are within
Teams workgroups for things like projects, committees, and organization units.
Retention is then applied based on the content of the records contained.

Carissa Bourdon, the WARIM Chair at the time at the time of the changes, told
McClatchy that prior to May 2021, each agency made its own decisions about how
long to keep chats and did so based on their retention needs.

WaTech notified WARIM members in May 2021 that “the system had developed an
issue, that multiple chat retentions were not sustainable and that we could no longer
have our individual chat retentions.” WaTech then notified members that the only
option was to have one retention period that applied across the board.

“The WARIM community was clear that a single retention for chats was not
reasonable, nor appropriate, and demanded that another solution be found,”
Bourdon said.







In the end, the 7-day retention policy was voted in by several state agencies,
although other retention schedule recommendations had been made for various
time periods. The policy was meant to be temporary as Microsoft figured out a
solution but that fix took much longer than expected, she said.

“The tools have finally been released and WaTech is working collaboratively with
WARIM while they test and begin the implementation of the new retention tools,”
Bourdon added.

Mike Faulk, the deputy communications director for the Governor’s office,
confirmed in an email to McClatchy that their office is a part of the Shared Tenant
agreement.

In order to abide by the state’s retention policy on records, the governor’s staff go
through a verbal orientation from the office’s legal team and public records officers,
Faulk said. Occasionally emails are sent out as reminders as well. Faulk noted that
all agencies have their own method for educating employees on which Microsoft
Teams messages need to be preserved.







“Our office strongly encourages employees not (to) send anything other than a
transitory communication via the Teams chat and they have an obligation to
preserve it if required by the Public Records Act and our office’s retention schedule,”
Faulk wrote in an email. “Staff are encouraged to work with our records staff if they
have questions.”

THE REALITY OF HOW STATE WORKERS COMMUNICATE

While WaTech advises agencies not to use Teams Chats for work-related discussion,
records requests obtained by McClatchy and Jamie Nixon, an open government
advocate (not related to Toby Nixon), showed an exchange at the Gambling
Commission that might suggest some agencies are indeed using the platform to
discuss work.

“ok, here is what he said. amended language for 230-15-506 subsection 10 (line6)
following game, and on the printed item given to the patron. If you need to listen to
the recording it’s in the March meeting folder under recordings and its tab 6, Tab 7,
tab 8 and tab 9. It starts at 45.21 on the recording,” wrote one employee. “I tried to
email it to you but it was too big.”

The employee then notes that another person in the agency “wants us/me to do a
staff initiated rule making on problem gambling... we are to bring back some
language in the WAC that got lost with rules simplification. I think I'm to do that in







April...You can wait until we meet tomorrow to confirm or you can throw it on your
agenda.”

McClatchy attempted to request one week of Teams chat records the Washington
Department of Ecology, but was quoted a fee of more than $500. Other requests with
other state agencies are still pending. A request from the Washington State Office of
the Insurance Commissioner yielded no work-related material.

In addition to Toby Nixon and Jamie Nixon, other public records advocates have
their doubts about the seven-day retention policy, and the ability of agencies to
ensure that their employees are abiding by the rules.

“The 7-day retention policy is ludicrous,” said Joan Mell, an attorney and board
member for the WashCOG. “It’s problematic because there’s no nexus with the
reality of the way people are working in these agencies. The IT folks are just saying,
‘We don’t want to manage this data, so we’re just going to cut it off at seven days.
And that makes it real clean and easy for us. So let’s just have a real clean defining
line’ and out the window goes all the proof of what’s actually gone on substantively,
which may be necessary and essential to litigation. It violates preservation standards
relative to if there’s a legal liability claim and there’s a preservation hold.”

WHO IS PROVIDING GUIDANCE?

Guidance provided by WARIM and “WaTech employees” from a 2021 document even
noted that “auto-delete carries the risk of public records being created and deleted
before they’ve met legal retention requirements.”







A disclaimer at the bottom of the document added that the document itself is not
intended to provide legal advice. It also directs agencies to consult with the Assistant
Attorney General “to develop defensible policy and business practices.”

“Work with the AGO to create a policy for your agency to protect the agency in the
event an employee uses Teams chat against written guidance,” the guidance added.

Brionna Aho, communications director for the AGO, declined to comment on which
agencies, if any, have consulted the AAG about the policy, citing attorney-client
privilege.

The guidance further advises agencies to build training programs and to be
consistent. Some examples, it says, include: “Do not use Teams chat for:
Documenting meetings, decisions, projects, contracts, payments, and personnel
actions, documenting administrative and business actions, processes, or
transactions, and informing someone of a violation or condition of their
employment.”

The Office of the Secretary of State has also provided its own guidance in a
document regarding chat and instant messaging retention policies.

It notes that there is not one retention period for all chats and IMs but that “the
retention period for public records depends on the function and content of the







record, not its format or method of transmission.”

The SOS guidance also noted that not all chats and IMs are transitory.

“It is important to distinguish between public records created and/or received in a
potentially transitory type of format (such as chat logs from an online meeting,
which may not automatically be saved) from those public records which have only
transitory retention value (based on their function/content),” it said.

DOUBTS ABOUT THE PROCESS

Mell is not convinced that is what is actually occurring.

“It’s completely putting government operations in the dark, and allowing it all to
disappear. If they’re correct, that people were only using messenger to say, ‘Hi, it’s
time for lunch,’ seven days is probably OK,” Mell said. “But they’re not policing it.
And that’s not the reality. People don’t work that way anymore. In this COVID-
friendly environment, or however you want to characterize COVID work standards
or post-COVID work standards, people are communicating — especially governmental
conflict-averse people — in chats.

“But they don’t have to be in the same room with people. That’s where all the
substantive decision-making is going on. So now there’s going to be no track record,
there’s going to be no history.”

WARIM forum notes from 2021, prior to the implementation of the Shared Tenant
agreement, showed how members questioned the legitimacy of the Shared Tenant
agreement.

“How can we get Microsoft to allow users to delete the Teams Chat? My fear lies in
no retention, and no ability for anyone to delete the chat history,” the notes read.

“If the PRA is intended to guide our decisions, and the intent of the PRA is to ‘shine a
light’ on government business, the idea of implementing auto-delete policies on data
seems counter to the intent of the PRA.

“This is what makes me nervous about auto-delete policies on communication tools
in our environment. It’s true, but you know there are units like (Information
Security) who want to use Teams for all of their work-beyond transitory or less than
transitory,” the notes continued.

Toby Nixon added that he thinks the issue of new communications retention policies
is one that should be taken up by the Legislature.

He said he believes that if the Legislature fails to act, then courts need to enforce the
retention requirements and that retention requirements “are crimes, not civil
matters, so they can only be enforced by a prosecutor.”







“Courts therefore never get the chance to enforce the retention laws because
prosecutors are extremely reluctant to hold agencies under their jurisdiction

accountable for retention,” Nixon said. “These crimes are almost never prosecuted

except in conjunction with some other crime that is being covered up by the
destruction, such as misuse of public funds or other corruption.

“Simply ensuring records are available for the public to access through the PRA is

not motivation enough for most prosecutors to actually file charges.”

SHAUNA SOWERSBY
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Shauna Sowersby was a freelancer for several local and national publications before joining McClatchy’s
northwest newspapers covering the Legislature.
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From: Wilson, Raylene (SAQ)

To: Rose, Al (SAO)

Subject: RE: WA agencies deleting messages after new policy introduced | The Olympian
Date: Monday, October 16, 2023 9:06:41 AM

Attachments: image001.png

| have a 10am. Do you want to chat now or later this afternoon?
Thanks,

Raylene Wilson
Legislative and Records Manager
Office of the Washington State Auditor

(564) 999-0810 | www.sao.wa.gov
Legislative | Legal | Records

From: Rose, Al (SAO) <rosea@sao.wa.gov>

Sent: Monday, October 16, 2023 7:17 AM

To: Wilson, Raylene (SAQO) <wilsonr@sao.wa.gov>

Subject: RE: WA agencies deleting messages after new policy introduced | The Olympian

| am going to call you today about this.

From: Wilson, Raylene (SAO) <wilsonr@sao.wa.gov>

Sent: Friday, October 13, 2023 8:50 AM

To: Rose, Al (SAO) <rosea@sao.wa.gov>; Nelson, Scott (SAO) <nelsons@sao.wa.gov>; Rooney, Keri
(SAQ) <roonevk@sao.wa.gov>

Cc: Welling, Matthew (SAO) <matthew.welling@sao.wa.gov>; Roper, Janel (SAQ)
<janel.roper@sao.wa.gov>

Subject: RE: WA agencies deleting messages after new policy introduced | The Olympian

Good morning!

Please see the link below, provided by Matt, of a news article published today regarding WA state
Teams Chats by Shauna Sowersby. Attached for your convenience.

Towards the bottom of the article it suggests legislative action.
Thanks,

Raylene Wilson

Legislative and Records Manager
Office of the Washington State Auditor
(564) 999-0810 | www.sao.wa.gov
Legislative | Legal | Records
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From: Welling, Matthew (SAQO) <matthew.welling@sao.wa.gov>

Sent: Friday, October 13, 2023 7:34 AM

To: Wilson, Raylene (SAO) <wilsonr@sao.wa.gov>; Roper, Janel (SAO) <janel.roper@sao.wa.gov>
Subject: FW: WA agencies deleting messages after new policy introduced | The Olympian

From: Matt Welling <mwell12 @gmail.com>

Sent: Friday, October 13, 2023 6:10 AM

To: Welling, Matthew (SAO) <matthew.welling@sao.wa.gov>

Subject: WA agencies deleting messages after new policy introduced | The Olympian

External Email

https://www.theolympian.com/news/politics-government/article280170064.html
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From: Stowe, Justin (SAO)

To: Frank, Scott (SAQ); SAO DL Team Executive

Cc: Bodin, Peggy (SAO)

Subject: RE: Why are Washington state agencies destroying Microsoft Teams chat messages?
Date: Tuesday, October 17, 2023 7:13:43 AM

Attachments: image001.png

Interesting, thanks for sharing.

From: Frank, Scott (SAQ) <franks@sao.wa.gov>

Sent: Friday, October 13,2023 11:13 AM

To: SAO DL Team Executive <SAODLTeamExecutive@sao.wa.gov>

Cc: Bodin, Peggy (SAQ) <bodinp@sao.wa.gov>; Stowe, Justin (SAO) <justin.stowe@sao.wa.gov>
Subject: FYI: Why are Washington state agencies destroying Microsoft Teams chat messages?

Saw this article from the Olympian in my news feed today. It digs into some of the issues we’ve
discussed regarding Teams chats.

https://www.theolympian.com/news/politics-government/article280170064.html

Scott Frank

Director of Performance and IT Audit, Office of the Washington State Auditor
(564) 999-0809 | Pronouns: he/him/his

Help us continue moving the #GoodGovernment needle. Apply at

sao.wa.gov/jobs.
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From: Rose, Al (SAQ)

To: Wilson, Raylene (SAQ)

Subject: Re: 7 Day Retention Issue

Date: Tuesday, October 17, 2023 9:27:34 AM
Attachments: image001.png

image002.png
image003.png
Outlook-cid image0.png

i will call you instead. i dont like messages of import being communicated in that way.

<!--[if lvml]-- Al Rose

Director of Legal Affairs, Office of the Washington State Auditor
(564) 999-0805 | (360) 688-6857 (cell) | www.sao.wa.gov

From: Wilson, Raylene (SAQ) <wilsonr@sao.wa.gov>
Sent: Tuesday, October 17, 2023 9:23 AM

To: Rose, Al (SAQ) <rosea@sao.wa.gov>

Cc: Leider, Mary (SAO) <leiderm@sao.wa.gov>
Subject: RE: 7 Day Retention Issue

Hey Al,

Mary and | had a good conversation. | am good.
Feel free to give her a call at your convenience.

Thanks,

Raylene Wilson

Legislative and Records Manager
Office of the Washington State Auditor
(564) 999-0810 | www.sao.wa.gov
Legislative | Legal | Records

From: Rose, Al (SAO) <rosea@sao.wa.gov>

Sent: Tuesday, October 17, 2023 9:07 AM

To: Wilson, Raylene (SAO) <wilsonr@sao.wa.gov>
Cc: Leider, Mary (SAO) <leiderm@sao.wa.gov>
Subject: Re: 7 Day Retention Issue
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iaminthe tech investment meeting. i will jump off after the action items

Al Rose

Director of Legal Affairs, Office of the Washington State Auditor
(564) 999-0805 | (360) 688-6857 (cell) | www.sao.wa.gov

From: Wilson, Raylene (SAO) <wilsonr@sao.wa.gov>
Sent: Tuesday, October 17, 2023 9:05 AM

To: Rose, Al (SAQ) <rosea@sao.wa.gov>

Cc: Leider, Mary (SAO) <|leiderm@sao.wa.gov>
Subject: RE: 7 Day Retention Issue

Al, Mary and | are on the phone now. Can | pull you in?

Raylene Wilson

Legislative and Records Manager
Office of the Washington State Auditor
(564) 999-0810 | www.sao.wa.gov
Legislative | Legal | Records

From: Rose, Al (SAO) <rosea@sao.wa.gov>

Sent: Tuesday, October 17, 2023 9:04 AM

To: Leider, Mary (SAQ) <leiderm@sao.wa.gov>; Wilson, Raylene (SAO) <wilsonr@sao.wa.gov>
Subject: Re: 7 Day Retention Issue

Mary, cani get a briefing on the phone call please? iwould like Raylene to join us

Al Rose

Director of Legal Affairs, Office of the Washington State Auditor
(564) 999-0805 | (360) 688-6857 (cell) | www.sao.wa.gov

From: Leider, Mary (SAO) <leiderm@sao.wa.gov>
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Sent: Tuesday, October 17, 2023 8:52 AM
To: Beers, Jason (WaTech) <jason.beers@watech.wa.gov>
Subject: 7 Day Retention Issue

HiJason,

Thank you for the phone call today. | understand that we (SAO) had three (Quadratech) inactive
mailboxes that were effected with this issue. | also understand that since our agency does not have
retention on calendar items, this issue was no risk to our agency at all. Thanks for the heads up.

Thanks,

Mary Leider, CPRO

Public Records Officer, Office of the Washington State Auditor
(564) 999-0919 | www.sao.wa.gov
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From: Rose, Al (SAQ)
To: Wilson, Raylene (SAQ)
Cc: Leider, Mary (SAQ)
Subject: Re: 7 Day Retention Issue
Date: Tuesday, October 17, 2023 9:07:12 AM
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iaminthe tech investment meeting. i will jump off after the action items

<!--[if lvml]-- Al Rose
ol Director of Legal Affairs, Office of the Washington State Auditor
(564) 999-0805 | (360) 688-6857 (cell) | www.sao.wa.gov

<!——[en:1iﬂ——>

From: Wilson, Raylene (SAO) <wilsonr@sao.wa.gov>
Sent: Tuesday, October 17, 2023 9:05 AM

To: Rose, Al (SAO) <rosea@sao.wa.gov>

Cc: Leider, Mary (SAO) <leiderm@sao.wa.gov>
Subject: RE: 7 Day Retention Issue

Al, Mary and | are on the phone now. Can | pull you in?
Thanks,

Raylene Wilson

Legislative and Records Manager
Office of the Washington State Auditor
(564) 999-0810 | www.sao.wa.gov
Legislative | Legal | Records

From: Rose, Al (SAQ) <rosea@sao.wa.gov>

Sent: Tuesday, October 17, 2023 9:04 AM

To: Leider, Mary (SAQ) <leiderm@sao.wa.gov>; Wilson, Raylene (SAQ) <wilsonr@sao.wa.gov>
Subject: Re: 7 Day Retention Issue

Mary, cani get a briefing on the phone call please? iwould like Raylene to join us
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Al Rose

Director of Legal Affairs, Office of the Washington State Auditor
(564) 999-0805 | (360) 688-6857 (cell) | www.sao.wa.gov

From: Leider, Mary (SAO) <leiderm@sao.wa.gov>

Sent: Tuesday, October 17, 2023 8:52 AM

To: Beers, Jason (WaTech) <jason.beers@watech.wa.gov>
Subject: 7 Day Retention Issue

HiJason,
Thank you for the phone call today. | understand that we (SAO) had three (Quadratech) inactive

mailboxes that were effected with this issue. | also understand that since our agency does not have
retention on calendar items, this issue was no risk to our agency at all. Thanks for the heads up.

Thanks,

Mary Leider, CPRO
Public Records Officer, Office of the Washington State Auditor
(564) 999-0919 | www.sao.wa.gov
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From: Rose, Al (SAQ)

To: Leider, Mary (SAQ); Wilson, Raylene (SAQ)
Subject: Re: 7 Day Retention Issue

Date: Tuesday, October 17, 2023 9:04:30 AM
Attachments: image001.png
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Mary, cani get a briefing on the phone call please? iwould like Raylene to join us

<!--[if lvml]-- Al Rose
ol Director of Legal Affairs, Office of the Washington State Auditor
(564) 999-0805 | (360) 688-6857 (cell) | www.sao.wa.gov

<1--[endif]->

From: Leider, Mary (SAO) <leiderm@sao.wa.gov>

Sent: Tuesday, October 17, 2023 8:52 AM

To: Beers, Jason (WaTech) <jason.beers@watech.wa.gov>
Subject: 7 Day Retention Issue

Hi Jason,
Thank you for the phone call today. | understand that we (SAO) had three (Quadratech) inactive

mailboxes that were effected with this issue. | also understand that since our agency does not have
retention on calendar items, this issue was no risk to our agency at all. Thanks for the heads up.

Thanks,

Mary Leider, CPRO
Public Records Officer, Office of the Washington State Auditor
(564) 999-0919 | www.sa0.wa.gov
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From: Rose, Al (SAO)

To: Leider, Mary (SAQO)

Subject: Re: 7 Day Retention Issue

Date: Tuesday, October 17, 2023 9:02:12 AM
Attachments: image001.png
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can you give me a briefing on the phone call.

<!--[if lvml]-- Al Rose

Director of Legal Affairs, Office of the Washington State Auditor
(564) 999-0805 | (360) 688-6857 (cell) | www.sao.wa.gov

<1--[endif]->

From: Leider, Mary (SAO) <leiderm@sao.wa.gov>

Sent: Tuesday, October 17, 2023 8:52 AM

To: Beers, Jason (WaTech) <jason.beers@watech.wa.gov>
Subject: 7 Day Retention Issue

Hi Jason,

Thank you for the phone call today. | understand that we (SAO) had three (Quadratech) inactive
mailboxes that were effected with this issue. | also understand that since our agency does not have
retention on calendar items, this issue was no risk to our agency at all. Thanks for the heads up.

Thanks,

Mary Leider, CPRO
Public Records Officer, Office of the Washington State Auditor

(564) 999-0919 | www.sa0.wa.gov
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From: Rose, Al (SAQ)

To: Wilson, Raylene (SAQ)

Subject: Re: 7 Day Retention Issue

Date: Tuesday, October 17, 2023 9:47:33 AM
Attachments: image001.png
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do you have time to speak

<!--[if lvml]-- Al Rose
OROF Director of Legal Affairs, Office of the Washington State Auditor
(564) 999-0805 | (360) 688-6857 (cell) | www.sao.wa.gov

<!——[enzlif]——>

From: Rose, Al (SAO) <rosea@sao.wa.gov>

Sent: Tuesday, October 17, 2023 9:27 AM

To: Wilson, Raylene (SAO) <wilsonr@sao.wa.gov>
Subject: Re: 7 Day Retention Issue

i will call you instead. i dont like messages of import being communicated in that way.

Al Rose

Director of Legal Affairs, Office of the Washington State Auditor
(564) 999-0805 | (360) 688-6857 (cell) | www.sao.wa.gov

From: Wilson, Raylene (SAO) <wilsonr@sao.wa.gov>
Sent: Tuesday, October 17, 2023 9:23 AM

To: Rose, Al (SAO) <rosea@sao.wa.gov>

Cc: Leider, Mary (SAO) <leiderm@sao.wa.gov>
Subject: RE: 7 Day Retention Issue

Hey Al,
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Mary and | had a good conversation. | am good.
Feel free to give her a call at your convenience.

Thanks,

Raylene Wilson

Legislative and Records Manager
Office of the Washington State Auditor
(564) 999-0810 | www.sao.wa.gov
Legislative | Legal | Records

From: Rose, Al (SAO) <rosea@sao.wa.gov>

Sent: Tuesday, October 17, 2023 9:07 AM

To: Wilson, Raylene (SAO) <wilsonr@sao.wa.gov>
Cc: Leider, Mary (SAO) <leiderm@sao.wa.gov>
Subject: Re: 7 Day Retention Issue

i am in the tech investment meeting. i will jump off after the action items

Al Rose

Director of Legal Affairs, Office of the Washington State Auditor
(564) 999-0805 | (360) 688-6857 (cell) | www.sao.wa.gov

From: Wilson, Raylene (SAO) <wilsonr@sao.wa.gov>
Sent: Tuesday, October 17, 2023 9:05 AM

To: Rose, Al (SAQ) <rosea@sao.wa.gov>

Cc: Leider, Mary (SAO) <|leiderm@sao.wa.gov>
Subject: RE: 7 Day Retention Issue

Al, Mary and | are on the phone now. Can | pull you in?

Raylene Wilson

Legislative and Records Manager
Office of the Washington State Auditor
(564) 999-0810 | www.sao.wa.gov
Legislative | Legal | Records
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From: Rose, Al (SAO) <rosea@sao.wa.gov>

Sent: Tuesday, October 17, 2023 9:04 AM

To: Leider, Mary (SAQ) <leiderm@sao.wa.gov>; Wilson, Raylene (SAQ) <wilsonr@sao.wa.gov>
Subject: Re: 7 Day Retention Issue

Mary, cani get a briefing on the phone call please? iwould like Raylene to join us

Al Rose

Director of Legal Affairs, Office of the Washington State Auditor
(564) 999-0805 | (360) 688-6857 (cell) | www.sao.wa.gov

From: Leider, Mary (SAO) <leiderm@sao.wa.gov>

Sent: Tuesday, October 17, 2023 8:52 AM

To: Beers, Jason (WaTech) <jason.beers@watech.wa.gov>
Subject: 7 Day Retention Issue

HiJason,

Thank you for the phone call today. | understand that we (SAO) had three (Quadratech) inactive
mailboxes that were effected with this issue. | also understand that since our agency does not have
retention on calendar items, this issue was no risk to our agency at all. Thanks for the heads up.

Thanks,

Mary Leider, CPRO
Public Records Officer, Office of the Washington State Auditor
(564) 999-0919 | www.sao.wa.gov
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From: Rose, Al (SAQ)

To: Wilson, Raylene (SAQO); Roper, Janel (SAQ)
Subject: Re: Case CS0125231 comments added
Date: Wednesday, July 24, 2024 2:48:54 PM
Attachments: image
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iam good

Al Rose
Director of Legal Affairs, Office of the Washington State Auditor
(564) 999-0805 | (360) 688-6857 (cell) | www.sao.wa.gov

From: Wilson, Raylene (SAO) <wilsonr@sao.wa.gov>

Sent: Wednesday, July 24, 2024 12:54 PM

To: Rose, Al (SAO) <rosea@sao.wa.gov>; Roper, Janel (SAQ) <janel.roper@sao.wa.gov>
Subject: FW: Case CS0125231 comments added

I am going to let Jason know that he can close the ticket unless either of you disagree.

Thanks,

Raylene Wilson
Legislative and Records Manager

Office of the Washington State Auditor

(564) 999-0810 | www.sao.wa.gov
Legislative | Legal | Records

From: WaTech IT Services <watech@servicenowservices.com>
Sent: Wednesday, July 24, 2024 11:04 AM

To: Wilson, Raylene (SAQ) <wilsonr@sao.wa.gov>

Subject: Case CS0125231 comments added

WaTech

Washington Technology Solutions
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Case #: CS0125231

Short Description: SAO Teams Chat Retention Change Request - 30
Days

Priority: 4 - Low

Click here to view the case: LINK

Comments:

2024-07-24 11:03:58 PDT - Jason Beers Additional comments

SAO has been removed from the 7-Day policy. As discussed, this can
take up to 30 days to be distributed to all mailboxes but should only take
a week or so. Now that all the necessary actions are complete, is it ok to
close the ticket or would you like to keep it open for 30 more days?

2024-07-11 08:38:01 PDT - Jason Beers Additional comments

Just sending the weekly update. No change in status, all is progressing
as expected. We are still on track to remove SAO from the 7-day policy
on 7/24.

2024-07-05 07:05:26 PDT - Jason Beers Additional comments
Just sending the weekly update. No change in status, all is progressing
as expected.

Thank you,
WaTech Support Center
360-586-1000 or 1-855-928-3241

Unsubscribe | Notification Preferences

WaTech.wa.gov

Ref:MSG1460316_KsCBmerqyh7IDsp8Y9Ar
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From: Rose, Al (SAQ)

To: Wilson, Raylene (SAQO); Roper, Janel (SAQ)
Subject: Re: Case CS0125231 comments added
Date: Monday, July 1, 2024 2:19:02 PM
Attachments: image
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thanks for the update

Al Rose
Director of Legal Affairs, Office of the Washington State Auditor
(564) 999-0805 | (360) 688-6857 (cell) | www.sao.wa.gov

From: Wilson, Raylene (SAO) <wilsonr@sao.wa.gov>

Sent: Monday, July 1, 2024 2:11 PM

To: Roper, Janel (SAO) <janel.roper@sao.wa.gov>; Rose, Al (SAQ) <rosea@sao.wa.gov>
Subject: FW: Case CS0125231 comments added

FYI! Everything is going well with the Teams Chat retention move from 7 days to 30 days!

Thanks,

Raylene Wilson
Legislative and Records Manager
Office of the Washington State Auditor

(564) 999-0810 | www.sao.wa.gov
Legislative | Legal | Records

From: WaTech IT Services <watech@servicenowservices.com>
Sent: Monday, July 1, 2024 2:02 PM

To: Wilson, Raylene (SAO) <wilsonr@sao.wa.gov>

Subject: Case CS0125231 comments added

WaTech

Washington Technology Solutions
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Case #: CS0125231

Short Description: SAO Teams Chat Retention Change Request - 30
Days

Priority: 4 - Low

Click here to view the case: LINK

Comments:

2024-07-01 14:01:10 PDT - Jason Beers Additional comments
Just a quick update; everything seems to be progressing as
described/expected.

2024-06-24 12:29:05 PDT - Jason Beers Additional comments
Added SAO to the scope for the 30-Day policy. See email for details.

Thank you,
WaTech Support Center
360-586-1000 or 1-855-928-3241

Unsubscribe | Notification Preferences

WaTech.wa.gov

Ref:MSG1420456_CSjDHEnxfmiSmgJ6KWEf
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From: Rose, Al (SAQ)

To: Roper, Janel (SAO); Wilson, Raylene (SAQ)
Subject: Re: Case CS0125231 comments added
Date: Thursday, July 25, 2024 11:04:37 AM
Attachments: image001.png

image002.png
Outlook-cid image0.png

thank you Janel. something we have to continually do to remind our employees

Al Rose
Director of Legal Affairs, Office of the Washington State Auditor
(564) 999-0805 | (360) 688-6857 (cell) | www.sao.wa.gov

From: Roper, Janel (SAO) <janel.roper@sao.wa.gov>

Sent: Thursday, July 25, 2024 10:57 AM

To: Wilson, Raylene (SAQ) <wilsonr@sao.wa.gov>; Rose, Al (SAQ) <rosea@sao.wa.gov>
Subject: RE: Case CS0125231 comments added

Looks great —thank you for all of your work on this Raylene.

And to both of your for your communication with the managers today - very helpful!

From: Wilson, Raylene (SAO) <wilsonr@sao.wa.gov>

Sent: Wednesday, July 24, 2024 12:54 PM

To: Rose, Al (SAO) <rosea@sao.wa.gov>; Roper, Janel (SAQ) <janel.roper@sao.wa.gov>
Subject: FW: Case CS0125231 comments added

I am going to let Jason know that he can close the ticket unless either of you disagree.

Raylene Wilson
Legislative and Records Manager
Office of the Washington State Auditor

(564) 999-0810 | www.sao.wa.gov
Legislative | Legal | Records

From: WaTech IT Services <watech@servicenowservices.com>
Sent: Wednesday, July 24, 2024 11:04 AM
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To: Wilson, Raylene (SAO) <wilsonr@sao.wa.gov>
Subject: Case CS0125231 comments added

WaTech

Washington Technology Solutions

Case #: CS0125231

Short Description: SAO Teams Chat Retention Change Request - 30
Days

Priority: 4 - Low

Click here to view the case: LINK

Comments:

2024-07-24 11:03:58 PDT - Jason Beers Additional comments

SAO has been removed from the 7-Day policy. As discussed, this can
take up to 30 days to be distributed to all mailboxes but should only take
a week or so. Now that all the necessary actions are complete, is it ok to
close the ticket or would you like to keep it open for 30 more days?

2024-07-11 08:38:01 PDT - Jason Beers Additional comments

Just sending the weekly update. No change in status, all is progressing
as expected. We are still on track to remove SAO from the 7-day policy
on 7/24.

2024-07-05 07:05:26 PDT - Jason Beers Additional comments
Just sending the weekly update. No change in status, all is progressing
as expected.

Thank you,
WaTech Support Center
360-586-1000 or 1-855-928-3241

Unsubscribe | Notification Preferences
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From: Rose, Al (SAQ)

To: Cooper, Kathleen (SAQ)

Subject: Re: Microsoft Teams Chat Guidance
Date: Friday, November 3, 2023 2:52:41 PM
Attachments: image001.png
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great job. love the information! love the messaging!

thank you so much

<!--[if lvml]-- Al Rose
QR OF Director of Legal Affairs, Office of the Washington State Auditor
(564) 999-0805 | (360) 688-6857 (cell) | www.sao.wa.gov

<!--[en:1if]-->

From: Cooper, Kathleen (SAQ) <cooperk@sao.wa.gov>

Sent: Friday, November 3, 2023 1:27 PM

To: Wilson, Raylene (SAO) <wilsonr@sao.wa.gov>; Wilson, Adam (SAQ) <wilsona@sao.wa.gov>;
Roper, Janel (SAO) <janel.roper@sao.wa.gov>; Rose, Al (SAO) <rosea@sao.wa.gov>; Welling,
Matthew (SAO) <matthew.welling@sao.wa.gov>; Munn, Aaron (SAO) <munna@sao.wa.gov>
Subject: RE: Microsoft Teams Chat Guidance

Hi again all — after talking with Janel this morning, | drafted a new version of this document. It's in
this file, but at the top. So the original and markup are still there.

Janel and | discussed what this document is trying to do. We think we are trying to manage both
legal and reputational risk; address staff confusion about “transitory;” help employees know what to
do; and emphasize professionalism and judgement.

Finally, we agreed this document can’t be the be-all, end-all on this topic. It’s not a policy; it’s meant
to raise the profile of the issue, and supplement the other more detailed laws, rules and policies that
employees are expected to abide by. (We also think there are other ideas we should consider on an
ongoing basis to reinforce this for staff.)

One change in approach is highlighted in the document — rather than including lists of dos and
don’ts in this particular message, we could use the actual retention schedule and then give some

concrete examples of what we’re talking about and how such things should be kept outside of Chat.

Let me know what you think?
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From: Wilson, Raylene (SAO) <wilsonr@sao.wa.gov>

Sent: Thursday, November 2, 2023 11:44 AM

To: Cooper, Kathleen (SAQ) <cooperk@sao.wa.gov>; Wilson, Adam (SAQ) <wilsona@sao.wa.gov>;
Roper, Janel (SAQ) <janel.roper@sao.wa.gov>; Rose, Al (SAQO) <rosea@sao.wa.gov>; Welling,
Matthew (SAQ) <matthew.welling@sao.wa.gov>; Munn, Aaron (SAO) <munna@sao.wa.gov>
Subject: RE: Microsoft Teams Chat Guidance

Round 2
Microsoft Teams Chat Guidance.docx (sharepoint.com)

Thanks,

Raylene Wilson

Legislative and Records Manager
Office of the Washington State Auditor
(564) 999-0810 | www.sao.wa.gov
Legislative | Legal | Records

From: Wilson, Raylene (SAO)

Sent: Friday, October 27, 2023 3:14 PM

To: McCarthy, Pat (SAQ) <mccarthyp@sao.wa.gov>; Rooney, Keri (SAO) <rooneyk@sao.wa.gov>;
Roper, Janel (SAOQ) <janel.roper@sao.wa.gov>; Rose, Al (SAQ) <rosea@sao.wa.gov>

Cc: Welling, Matthew (SAQO) <matthew.welling@sao.wa.gov>; Munn, Aaron (SAO)
<munna@sao.wa.gov>

Subject: Microsoft Teams Chat Guidance

Happy Friday!

As promised, here is our first draft of the @3 Microsoft Teams Chat Guidance for staff.
Please let me know what you think and if you would like any changes made.
Reach out with any questions/ concerns.

Thanks,

Raylene Wilson

Legislative and Records Manager
Office of the Washington State Auditor
(564) 999-0810 | www.sao.wa.gov
Legislative | Legal | Records
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From: Rose, Al (SAO)

To: Cooper, Kathleen (SAQ)

Subject: Re: Microsoft Teams Chat Guidance
Date: Monday, November 6, 2023 9:38:08 AM
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From: Cooper, Kathleen (SAQ) <cooperk@sao.wa.gov>
Sent: Monday, November 6, 2023 9:37 AM

To: Rose, Al (SAO) <rosea@sao.wa.gov>

Subject: RE: Microsoft Teams Chat Guidance

Great! So glad it hits the mark for you. | appreciate how hard everyone is working on this. SAO is so
great about stuff like this.

From: Rose, Al (SAO) <rosea@sao.wa.gov>

Sent: Friday, November 3, 2023 2:53 PM

To: Cooper, Kathleen (SAQ) <cooperk@sao.wa.gov>
Subject: Re: Microsoft Teams Chat Guidance

great job. love the information! love the messaging!

thank you so much

Al Rose

Director of Legal Affairs, Office of the Washington State Auditor
(564) 999-0805 | (360) 688-6857 (cell) | www.sao.wa.gov

From: Cooper, Kathleen (SAQ) <cooperk@sao.wa.gov>

Sent: Friday, November 3, 2023 1:27 PM

To: Wilson, Raylene (SAO) <wilsonr@sao.wa.gov>; Wilson, Adam (SAQ) <wilsona@sao.wa.gov>;
Roper, Janel (SAO) <janel.roper@sao.wa.gov>; Rose, Al (SAO) <rosea@sao.wa.gov>; Welling,
Matthew (SAQO) <matthew.welling@sao.wa.gov>; Munn, Aaron (SAQ) <munna@sao.wa.gov>
Subject: RE: Microsoft Teams Chat Guidance

Hi again all — after talking with Janel this morning, | drafted a new version of this document. It’s in
this file, but at the top. So the original and markup are still there.

Janel and | discussed what this document is trying to do. We think we are trying to manage both
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legal and reputational risk; address staff confusion about “transitory;” help employees know what to
do; and emphasize professionalism and judgement.

Finally, we agreed this document can’t be the be-all, end-all on this topic. It’s not a policy; it’s meant
to raise the profile of the issue, and supplement the other more detailed laws, rules and policies that
employees are expected to abide by. (We also think there are other ideas we should consider on an
ongoing basis to reinforce this for staff.)

One change in approach is highlighted in the document — rather than including lists of dos and
don’ts in this particular message, we could use the actual retention schedule and then give some
concrete examples of what we’re talking about and how such things should be kept outside of Chat.

Let me know what you think?

From: Wilson, Raylene (SAO) <wilsonr@sao.wa.gov>

Sent: Thursday, November 2, 2023 11:44 AM

To: Cooper, Kathleen (SAO) <cooperk@sao.wa.gov>; Wilson, Adam (SAO) <wilsona@sao.wa.gov>;
Roper, Janel (SAO) <janel.roper@sao.wa.gov>; Rose, Al (SAO) <rosea@sao.wa.gov>; Welling,
Matthew (SAO) <matthew.welling@sao.wa.gov>; Munn, Aaron (SAQ) <munna@sao.wa.gov>
Subject: RE: Microsoft Teams Chat Guidance

Round 2
Microsoft Teams Chat Guidance.docx (sharepoint.com)

Thanks,

Raylene Wilson

Legislative and Records Manager
Office of the Washington State Auditor
(564) 999-0810 | www.sao.wa.gov
Legislative | Legal | Records

From: Wilson, Raylene (SAO)

Sent: Friday, October 27, 2023 3:14 PM

To: McCarthy, Pat (SAQ) <mccarthyp@sao.wa.gov>; Rooney, Keri (SAO) <roonevk@sao.wa.gov>;
Roper, Janel (SAO) <janel.roper@sao.wa.gov>; Rose, Al (SAQ) <rosea@sao.wa.gov>

Cc: Welling, Matthew (SAQO) <matthew.welling@sao.wa.gov>; Munn, Aaron (SAO)
<munna@sao.wa.gov>

Subject: Microsoft Teams Chat Guidance

Happy Friday!
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As promised, here is our first draft of the _Microsoft Teams Chat Guidance for staff.
Please let me know what you think and if you would like any changes made.
Reach out with any questions/ concerns.

Thanks,

Raylene Wilson

Legislative and Records Manager
Office of the Washington State Auditor
(564) 999-0810 | www.sao.wa.gov
Legislative | Legal | Records
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From: Rose, Al (SAQ)

To: Wilson, Raylene (SAQ)

Subject: Re: WA agencies deleting messages after new policy introduced | The Olympian
Date: Monday, October 16, 2023 10:51:14 AM

Attachments: image001.png

Outlook-cid image0.png

sorry, just saw this. lets do this afternoon

thanks

<!--[if lvml]-- Al Rose
OR O Director of Legal Affairs, Office of the Washington State Auditor
(564) 999-0805 | (360) 688-6857 (cell) | www.sao.wa.gov

<!——[en:1iﬂ——>

From: Wilson, Raylene (SAO) <wilsonr@sao.wa.gov>

Sent: Monday, October 16, 2023 9:06 AM

To: Rose, Al (SAO) <rosea@sao.wa.gov>

Subject: RE: WA agencies deleting messages after new policy introduced | The Olympian

| have a 10am. Do you want to chat now or later this afternoon?
Thanks,

Raylene Wilson

Legislative and Records Manager
Office of the Washington State Auditor
(564) 999-0810 | www.sao.wa.gov
Legislative | Legal | Records

From: Rose, Al (SAO) <rosea@sao.wa.gov>

Sent: Monday, October 16, 2023 7:17 AM

To: Wilson, Raylene (SAO) <wilsonr@sao.wa.gov>

Subject: RE: WA agencies deleting messages after new policy introduced | The Olympian

| am going to call you today about this.
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From: Wilson, Raylene (SAO) <wilsonr@sao.wa.gov>
Sent: Friday, October 13, 2023 8:50 AM
To: Rose, Al (SAO) <rosea@sao.wa.gov>; Nelson, Scott (SAO) <nelsons@sao.wa.gov>; Rooney, Keri

(SAO) <rooneyk@sao.wa.gov>
Cc: Welling, Matthew (SAO) <matthew.welling@sao.wa.gov>; Roper, Janel (SAO)
<janel.roper@sao.wa.gov>

Subject: RE: WA agencies deleting messages after new policy introduced | The Olympian

Good morning!

Please see the link below, provided by Matt, of a news article published today regarding WA state
Teams Chats by Shauna Sowersby. Attached for your convenience.

Towards the bottom of the article it suggests legislative action.
Thanks,

Raylene Wilson

Legislative and Records Manager
Office of the Washington State Auditor
(564) 999-0810 | www.sao.wa.gov
Legislative | Legal | Records

From: Welling, Matthew (SAO) <matthew.welling@sao.wa.gov>

Sent: Friday, October 13, 2023 7:34 AM

To: Wilson, Raylene (SAQ) <wilsonr@sao.wa.gov>; Roper, Janel (SAO) <janel.roper@sao.wa.gov>
Subject: FW: WA agencies deleting messages after new policy introduced | The Olympian

From: Matt Welling <mwell12 @gmail.com>

Sent: Friday, October 13, 2023 6:10 AM

To: Welling, Matthew (SAO) <matthew.welling@sao.wa.gov>

Subject: WA agencies deleting messages after new policy introduced | The Olympian

External Email

https://www.theolympian.com/news/politics-government/article280170064.html
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From: Wilson, Raylene (SAQ)

To: Rose, Al (SAO); Roper, Janel (SAQ)
Subject: SAO News Post: Chat Retention

Date: Tuesday, September 5, 2023 2:33:04 PM
Attachments: image001.png

Here is what | drafted. Let me know if you want me to add/ delete/ edit anything.
| am waiting on a fixed link....the overview guide link is broken. Then | can post.

https://stateofwa.sharepoint.com/sites/SAO-Central/SitePages/Reminder--Teams-Chats-Are-

Transitory--Informational-Only!.aspx?
source=https%3A%2F%2Fstateofwa.sharepoint.com%2Fsites%2FSAO-Central

Thanks,

Raylene Wilson

Legislative and Records Manager
Office of the Washington State Auditor
(564) 999-0810 | www.sao.wa.gov
Legislative | Legal | Records
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From: Leider, Mary (SAQ)

To: vedunnit@gmail.com

Subject: SAO Response to PRR #6101 - Teams Chat 7 Day Retention
Date: Wednesday, December 27, 2023 2:05:57 PM
Attachments: image001.png

PRR6101 Completed.zip

Dear Mr. Nixon,

The Office of the Washington State Auditor has completed our response to your
public records sent in via our website, as follows:

I am looking for any communications and documents involving the
Auditor and RCW 40.14.060 in regards to the 7-Day retention policy of
Teams chats. I'm looking for any approval given by the Auditor to modify
the retention of Teams chat to a 7 day retention. This search should
include, but not be limited to, emails, text messages, memos, voice
messages, phone call logs, video call logs, messages on any internet,
meeting notices and associated meeting notes, phone app
communications or file sharing (including but not limited to TEAMS
Messages, Slack, Zoom, Signal, What's App or any other encrypted
messaging application), social media communications (including any
posts, shared files or photos/pics, and direct messages) whether on a
publicly paid device or a personal one if used to discuss the matters
listed above.

In response, we have attached all the responsive records found to fulfill your request
with us. Please let us know if you have any questions, concerns or issues regarding
this request. We will now consider this closed.

Sincerely,

Mary Leider, CPRO

Public Records Officer, Office of the Washington State Auditor
(564) 999-0919 | www.sao.wa.gov
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Chat Retention Decision Memo.pdf


To: Pat McCarthy, State Auditor
From: Raylene Wilson

Date: August 30, 2023
Subject:Retention of TEAMS chats

Summary
SAO has written policies related to retention of records. The purpose of this memo is to document the
decision made to continue with a 7 day retention period for TEAMS chats.

Retention Policy of Microsoft Teams Chat

A 7 day retention policy was applied to Microsoft Teams Chat tenant wide when state agencies first
implemented the software. This decision was made by the WARIM group. At the time, Microsoft only
allowed one retention policy to be applied to the entire tenant.

WaTech informed the eDiscovery group August 2023 that Microsoft is now allowing multiple retention
policies for Microsoft Teams Chat and each state agency may apply a different policy if they choose to
do so. As have many state agencies, SAO has made the decision to stay with the 7 day retention policy.

Retention Policy Decision Reasoning

Teams Chat is to be used for informational/ transitory communication items only. SAO has captured
these expectations in the SAO Records Management policy, SAO Central News postings and the Records
Management training. These expectations have not changed therefore SAO does not have a need to
adjust the retention policy for Teams Chat.

In addition, there would be negative repercussions to the PRR teams workload by adjusting the
retention policy to a longer length than 7 days. The amount of time needed would be extensive to run
the search, export the information and conduct a 1% review and 2™ review for content that is transitory.

Cc: Members, SAO Executive Team
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Team SAOQO,

At SAO we pride ourselves in always being professional and respectful in our communication,
regardless of medium. In addition, our Office value of transparency reminds us how important
it is to manage our records in accordance with state laws around public disclosure and
document retention. The addition of Teams Chat to our suite of Microsoft business tools has
helped us as we work in our hybrid environment, but it also is a new communication medium
that requires ongoing attention to manage well.

To that end, today we're starting a series of tips and reminders about public disclosure,
document retention, and how they relate to Teams Chat. A new post on SAO Central goes into
detail and includes links to some reference guides we’ve put together. This guidance is
intended to help, but just like a lot of our duties, use of Teams Chat requires professional
judgment based on law and policy.

Consider this the start of a regular #WeAreSAO conversation around public records and Teams
Chat.

First, here’s a rule of thumb I've always used when it comes to public records: The public
needs to be able to learn why government does what it does, no matter what form that
information takes. If that explanatory information exists only in a Teams Chat that disappears
after seven days, we aren’t meeting our public duty. Teams Chat helps us work efficiently —
but taking care with how you use it will help you avoid burden when managing records.

Second, our policy states that Teams Chat is only for transitory communication, but that is a
distinction only related to record retention. It is not a distinction that matters for public
disclosure. In other words, here’s a second rule of thumb: Transitory communications are
disclosable in response to a public records request.

With those rules of thumb in mind, head over to SAO Central for more. And as always, thank
you for your dedication to serving Washingtonians.

&t

Pat McCarthy
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[Proposed \Pat all-staff email

Subject line:

How SAO uses Microsoft Teams Chats
Body of email:

Team SAO,

At SAO we expect all communication, regardless of medium, to be professional. In addition, our Office
value of transparency reminds us how important it is to manage our records in accordance with state
laws around public disclosure and document retention. The recent addition of Microsoft Teams Chat as a
business tool has helped us as we work remotely, but it also is a new medium that requires ongoing
attention to manage well.

To that end, we’ve put together some high-level guidance to help you sort the use of Teams Chat,
document retention, and the 7-day retention window. A new post on SAO Central will go into some
detail, and share two new pieces of guidance that will lateritwill-reside in the Records portion of the
Government Affairs SharePoint Online site.

This guidance is intended to help, but just like a lot of our duties, use of Teams Chat requires
professional judgement based on grounding in law and policy. And we must be clear that just because
our policy states that Teams Chat is only for transitory communication, that is a distinction only related
to record retention. It is not a distinction that matters for public disclosure.

Transitory communications are disclosable in response to a public records request.

With that in mind, head over to SAO Central for more. And as always, thank you for your dedication to
serving Washingtonians.

Pat

Proposed SAO Central Post

Headline:
Information and guidance on use of Teams Chat

Body of post:

Commented [KC1]: Need further simplification; need
layered comms for 7 times / 7 ways; crosswalk is at the
bottom of the pyramid (this was a sound document but
maybe too much for some folks); what we're missing is that
simple clear messaging to start

ALSO NEED TO CONSIDER TIMING/TEMPO of messages

FIRST MESSAGES: Broaden away from chat -- not too broad
but connect Chat to values; Start with, we're gonna talk
about professional comms and the tools we use; Chat is the
newest tool but it's a great time to refresh ourselves on
what communication we need to keep and why; what we
will disclose and why; and how to make sure you stay on
track; tone is breezy

Idea: Adjust messaging further to make clear there's a
difference between retention and disclosure

Idea: How to MANAGE chat -- like you do email -- it's OK to
ignore it by turning off all the notifications / pings or set a
team culture of if it's urgent, TAG ME

Idea: "did you know?" surprising things on the retention
crosswalk

Idea: regular SAO Central posts with examples?

Idea: "Get out of chat" phrasing ideas

Idea: Periodic videos -- one recorded on email -- 5 minutes
on how to clean up your inbox; one recorded on the

retention crosswalk specific to chat; ONCE A QUARTER
VIDEOS with a prize!
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As Auditor McCarthy said in her email to all staff, SAO expects all communication, regardless of medium,
to be professional, as well as managed in accordance with state laws around public disclosure and
document retention. This brings us to Microsoft Teams Chat.

Below you’ll find some high-level guidance to help you sort the use of Teams Chat, document retention,
and the 7-day retention window. These documents are intended to help, but they are not an exhaustive
list of what is and isn’t appropriate for Teams Chat. Just like a lot of our duties, this requires professional
judgement based on grounding in law and policy.

Remember: Transitory communications are disclosable in response to a public records request.

While Teams Chat’s GIFs and emojis make it easier for a conversation to feel casual, no business
conversation ever is. We can’t deny public disclosure of things that are unprofessional or, frankly,
embarrassing. So, if you’re communicating about things that you’d rather your colleagues, peers,
supervisor, clients, or the public not see because it’s unprofessional or embarrassing, it’s best not to
communicate it at all.

A quick refresher: What is a public record?

State law (RCW 42.56, the Public Records Act) describes public records as “Any writing containing
information relating to the conduct of government or the performance of any governmental or
proprietary function.” In other words, public records are things that help the public understand why
government does what it does. Along with traditional documents, “any writing” includes emails,
voicemails, videos, text messages —and Teams Chats.

SAQ’s document retention schedule helps us determine what public records we must keep for how long,
and which ones we don’t need to keep for public understanding or posterity. This is where “transitory”
comes in. Transitory simply means we don’t have retention requirements to keep the record. But Teams
Chats are, by definition, a public record. If a records request comes in and we still have the record, we’re
required by law to provide it.

How do | make sure | don’t put something in Teams Chat that should be retained in another way?

Here’s one quick test. Ask yourself, is this chat:

e With a person or group of people who are external to SAO, and we will be discussing things that
may affect my work in some way?

e Leading to a decision that will affect my work in some way?

e Atopic that is likely to come up again and you may need to validate what you communicated?

If you answered yes to any of the above, you should not use Teams Chat as a communication channel for
those topics.

It’s also possible you answered “no” to the questions above, and you still shouldn’t use Teams Chat for
what you’re planning. So, we’ve created a one-page reference guide as well as a crosswalk to our
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retention schedule that will assist you in answering some questions you may have around Teams

Chat.marked ur-officia o
i - Again, these are not exhaustive.

What do | do if | think I've put something worth preserving into chat?

If you receive or inadvertently send communication in a Teams Chat that needs to be retained, make
sure to save a copy of the communication outside of Teams Chat to ensure preservation. Here’s how to
do it: On the Chat message in question, click the three dots. You will get this option menu, and you
simply click “share to Outlook.”

i ¢/ Reply
<2 Pin
[ save this message

B Mark as unread

&3 Share to Outlook

@3 Translate

More actions >

Other Frequently Asked Questions:

If I have to keep a Teams Chat, why can’t | just take a snip of it?

L]

o Asnip, or a screenshot or other “image” taking actions, does not preserve necessary
metadata of the record. By using the Share To Outlook feature, we retain more
information necessary to preserve the record.

e | have a Teams Chat that is a duplicate of something in the work papers for the audit that | am

working on. Do | need to keep the chat?

No. If it is a duplicate, copy or a draft of an item that will be preserved in TeamMate, you
do not need to retain the chat as well.

A client sent me a message on Teams Chat stating concerns about their audit. How should |

o

proceed?
Use the “Share To Outlook” function and send that chat to your email. Then, you can

continue the conversation with the client from Outlook.

o

More information
If you have additional questions, please reach out to Raylene Wilson, Legislative and Records Manager.

Please take a few [minutes\ to check out our new Teams Chat Guidance.pdf as well as the

RetentionSchedule TeamsChat Crosswalk.pdf.

The Washington Coalition for Open Government also has a series of short videos on public records, from
the perspective of people asking for them. It might be helpful to watch these to help you evaluate the
records you create and work with: https://www.washcog.org/video-resources

/

/
/
/

%

/
/
/
/
/
/
/

/ /{ Commented [KC3R2]: There is no harm in doing both. J

/| Commented [W(2]: | am not a huge fan of the videos. |

would prefer to point staff in the direction of materials we
have created.

| Commented [KC4R2]: I'm also investigating whether SOS

has anything helpful -- there is SO much on their website
that it's overwhelming.

Commented [W(5R2]: SOS has really helpful retention
videos, but as far as Teams Chat specific....not really. They
focus on "retain content that needs to be preserved
regardless of medium".
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V.

For the best experience, open this PDF portfolio in
Acrobat X or Adobe Reader X, or later.

Get Adobe Reader Now!






http://www.adobe.com/go/reader











From: Wilson, Raylene (SAQ)

To: Pritchard, Brandi (SAQ)

Subject: M365 Resources

Date: Wednesday, October 12, 2022 9:23:00 AM
Attachments: image001.png

Microsoft 365 Resources

Introduction to M365

« How to find stuff in M365 Windows 10 (video)

Using Teams and M365 to work remotely (video)
Accessing Office.com video

Adding Work Email to your Android phone IPhone FAQs

Using the desktop apps to collaborate (video)
M365 Home Use Employee Discount

How to share and collaborate

« Share and collaborate video
o Best practices for collaborating with M365

One Drive

o What is OneDrive video

Upload files and folders video

OneDrive Mobile ap Work from anywhere video
Share files and folders with M365 video
Enabling OneDirive in file Explorer

Upload and save file and folders to OneDrive
SAQ Acceptable Data Storage Locations

Teams

How to Install Teams Mobile app for Android or iphone
Connecting to a Teams meeting as a Guest

SAQ Backgrounds for Teams

/ Day Chat Retention
Teams Telephony Quick Guide
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SharePoint Online

e What is SharePoint Online video
e Create a Team or Communication site video
e Create and share files in a library video

Thanks,

Raylene Wilson
Legislative and Records Manager
Office of the Washington State Auditor

(564) 999-0810 | www.sao.wa.gov
Legislative | Legal | Records
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From: Skelton, Michael (SAO)

To: Minor, Heather (SAQ); Welling, Matthew (SAQO)
Date: Monday, July 19, 2021 12:55:59 PM

This overview explains the Enterprise Shared Tenant Teams 7-day Chat Retention Policy behavior
and suggested workarounds.

Should we remove "workarounds" and just say "This overview explains the Enterprise Shared
Tenant Teams 7-day Chat Retention Policy behavior."

Also, I like the "Hey Hey we're the Munnkees!" channel you selected
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From: Needham, Davis A. (DOC)

Cc: Marshburn, Julia (RCO); Jones, Cynthia L (DFI); Bourdon, Carissa M (DFW); Jackson, Megan (DOL); Lee, Tammy
S (LNI

Subject: WARIM September Forum - today"s meeting

Date: Thursday, September 22, 2022 8:08:18 AM

Attachments: image001.png

Retention Label issue - Deleted Items.msg
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The Washington Records and Information Managers (WARIMO Forum serves to unite fellow
Records Officers and strengthen records management throughout the state of Washington.
Our goals are to ensure continuity, cooperation, and consistency of records management
standards, as well as support and champion fellow records professionals.

Hello WARIM, Happy Thursday!

September Forum today

During today’s September forum meeting we will discuss the following:
o Retention Label issue — Deleted Items. Please see the attached message sent last

week to members to the Washington State Shared tenant for more information.

e Teams connected applications and features. Discussing the results of recent testing
being done on applications and Teams internal features to see if they are
discoverable, where the created records are stored, and if the records can be
managed. Please note that presented information is the result of independent testing
conducted by Washington State employees. Additional testing and verification is
encouraged by WARIM members and their organizations. The WARIM technical team
is planning to share this document with Microsoft and verify its contents.

o Community questions — Survey engagement.
¢ Additional topics or questions.

ff you are unable to join today’s meeting over Teams, you can join over the phone +1564-999-
2000,,128776083# conference ID: 128 776 083#

-
! Reminders

Meet the New State Archivist. Washington State Archives invites you to an Online Meet the
New State Archivist event at 1pm October 6, 2022

Join us online to meet Heather Hirotaka, our new Washington State Archivist. Hirotaka will
highlight how her experience as a longtime public servant has prepared her for her new
role; share her vision for connecting more people to the Archives and preserving
Washington’s amazing history; and answer questions from attendees. You can register for
the event at: Training Signup - Washington State Archives - WA Secretary of State.
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Retention Label issue - Deleted Items





						From





						Needham, Davis A. (DOC)





						To





						Sciba, Jennifer (ACB); Cleveland, Barb (OAH); Scoggin, Tiffany (OAH); Potwin, Pamela (AGR); Graham, Vicky (AGR); Gonzales, Amber (AGR); Dudman, Jamie (DAHP); Wolfe, Joseph (ARTS); Leider, Mary (SAO); Brown, Jeannie (DSB); Turnbow, Kathleen (CFC); Carlson, Denise (DCYF); DeHart, James (DCYF); Bailey, Stacia (DCYF); Patrick III, Gina (COM); Cook, Cindy A. (DOC); Vaughan, Denise L. (DOC); Needham, Davis A. (DOC); dzable@cjtc.wa.gov; Kasper, Jason M. (ECY); Page, Robert (ESD); Dunbar, Kevin (ESD); Lemcke, Aji R (ESD); Kok, Emily (ESD); Bodnar, Katherine (ESD); Goldes, Harold (DES); Thompson, Rachel (DES); Campbell, Melynda (DES); Coverdell, Nancy (ELUHO); Jones, Cynthia L (DFI); Montgomery, Debbie K (DFI); Patterson, Sarah E (DFI); Williamson, Isaac B (DFI); Wieland, Anita (OFM); Bigelow, Rosie (DFW); Masias, Anne Marie (DFW); Bourdon, Carissa M (DFW); McDermott, Kelly E (DFW); Husted, Katherine (GMB); Sullens, David J (DOH); Hayes, Jesse L (DOH); Taliaferro, Catherine  (HCA); Irey, Peter (HCA); Siguenza, Maria (CHA); Hernandez, Myra (CHA); Siguenza, Maria (CHA); Ralph, Debbie (HUM); Lindstrand, Laura (HUM); Gonzales, Deborah (HUM); McLaughlin, Jasmine (BIIA); Santos, Erin (BIIA); Murphy, Alyssa (SIB); Day, Tish (SIB); Lee, Tammy S (LNI); Bell, Matthew L (LNI); Ward, Jessica M (LNI); Burkhart, Jessica (LEOFF); Jackson, Megan (DOL); Landis, Karen (DOL); Abuan, Eugene (DOL); Norton, Melissa K (LCB); Price, Audrey (LOT); Weeks, Kristi (LOT); Petruska, Bernadette E (MIL); Whaley, Cynthia (MIL); Hallengren-Sawyer, Jenny (DNR); Thrasher, Brian (PARKS); Peterson, Nicole (Parks); VanEvery, Xyzlinda (PLIA); Gillespie, Shanan (BRPELS); Miller, Ashley (PDC); Atchison, Charity (PERC); Tucker, Diane (PERC); Ross, Denise (PSP); Sonnier, Charisse (PSP); Marshburn, Julia (RCO); Ricchio, Mike (DRS); Craig, Johnna (DRS); Guerin, Tracy (DRS); O'Brien, Kellie (DRS); Fox, Kelly (DOR); McCoy, Anika (DOR); Collette, Josh (WSSDA); McDaniel, Rachel (BTA); Nelson, Geri (WTSC); Mendez, Brenda (TRE); McDaniel, Jennifer (DVA); Foreman, Julie (BVFF); Hall, Crystal (WSAC); Southworth-Schultz, Brianna (WaTech); White, Millie (WaTech); Cuoio, Aaron (WaTech); Beers, Jason (WaTech); Wollen, Erica (WTB); Wollen, Erica (WTB); Smith, Ryan (UTC)





						Cc





						Marshburn, Julia (RCO); Jones, Cynthia L (DFI); Bourdon, Carissa M (DFW); Lee, Tammy S (LNI); Sackett, Scott; Abuan, Eugene (DOL)





						Recipients





						jennifer.sciba@acb.wa.gov; barb.cleveland@oah.wa.gov; tiffany.scoggin@oah.wa.gov; PPotwin@agr.wa.gov; VGraham@agr.wa.gov; AGonzales@agr.wa.gov; Jamie.Dudman@dahp.wa.gov; /o=ExchangeLabs/ou=Exchange Administrative Group (FYDIBOHF23SPDLT)/cn=Recipients/cn=35292bbdadd14201ba0db9a6dd79795b-Wolfe, Jose; leiderm@sao.wa.gov; Jeannie.Brown@dsb.wa.gov; kathleen.turnbow@cfc.wa.gov; denise.carlson@dcyf.wa.gov; /o=ExchangeLabs/ou=Exchange Administrative Group (FYDIBOHF23SPDLT)/cn=Recipients/cn=c9f09d357eb941d9a40d5bb566999c07-DeHart, Jam; stacia.bailey@dcyf.wa.gov; gina.patrickiii@commerce.wa.gov; cacook1@DOC1.WA.GOV; dlvaughan@DOC1.WA.GOV; daneedham@DOC1.WA.GOV; dzable@cjtc.wa.gov; jaka461@ECY.WA.GOV; robert.page@esd.wa.gov; kevin.dunbar@esd.wa.gov; adrianne.lemcke@esd.wa.gov; emily.kok@esd.wa.gov; katherine.bodnar@esd.wa.gov; harold.goldes@des.wa.gov; rachel.thompson@des.wa.gov; melynda.campbell@des.wa.gov; /o=ExchangeLabs/ou=Exchange Administrative Group (FYDIBOHF23SPDLT)/cn=Recipients/cn=3e71a0a838a6438ca4b7e85bcba0b098-Coverdell,; cynthia.jones@dfi.wa.gov; debbie.montgomery@dfi.wa.gov; Sarah.Patterson@dfi.wa.gov; isaac.williamson@dfi.wa.gov; Anita.Wieland@OFM.WA.GOV; Rosie.Bigelow@dfw.wa.gov; Anne.Masias@dfw.wa.gov; Carissa.Bourdon@dfw.wa.gov; Kelly.McDermott@dfw.wa.gov; katherine.husted@wsgc.wa.gov; david.sullens@doh.wa.gov; jesse.hayes@doh.wa.gov; catherine.taliaferro@hca.wa.gov; peter.irey@hca.wa.gov; Maria.Siguenza@cha.wa.gov; Myra.Hernandez@cha.wa.gov; Maria.Siguenza@cha.wa.gov; debbie.ralph@hum.wa.gov; llindstrand@hum.wa.gov; deborah.gonzales@hum.wa.gov; Jasmine.McLaughlin@biia.wa.gov; Erin.Santos@biia.wa.gov; alyssa.murphy@sib.wa.gov; Tish.Day@sib.wa.gov; leet235@LNI.WA.GOV; bmat235@LNI.WA.GOV; wajm235@LNI.WA.GOV; jessica.burkhart@leoff.wa.gov; MJackson@DOL.WA.GOV; KLandis@DOL.WA.GOV; EAbuan@DOL.WA.GOV; missy.norton@lcb.wa.gov; /o=ExchangeLabs/ou=Exchange Administrative Group (FYDIBOHF23SPDLT)/cn=Recipients/cn=da5387011bca41a2b3fd47ff9cd0ea8d-Price, Audr; KWeeks@walottery.com; bernadette.petruska@mil.wa.gov; Cynthia.Whaley@mil.wa.gov; Jenny.Hallengren-Sawyer@dnr.wa.gov; Brian.Thrasher@PARKS.WA.GOV; Nicole.Peterson@PARKS.WA.GOV; xyzlinda.vanevery@plia.wa.gov; Shanan.Gillespie@brpels.wa.gov; ashley.miller@pdc.wa.gov; Charity.Atchison@perc.wa.gov; Diane.Tucker@perc.wa.gov; denise.ross@psp.wa.gov; /o=ExchangeLabs/ou=Exchange Administrative Group (FYDIBOHF23SPDLT)/cn=Recipients/cn=db340b008fe44ba1855a47d6276b230b-Sonnier, Ch; julia.marshburn@rco.wa.gov; mike.ricchio@drs.wa.gov; johnna.craig@drs.wa.gov; tracy.guerin@drs.wa.gov; kellie.obrien@drs.wa.gov; KellyF@DOR.WA.GOV; AnikaM@DOR.WA.GOV; J.Collette@wssda.org; Rachel.McDaniel@bta.wa.gov; gnelson@wtsc.wa.gov; Brenda.Mendez@tre.wa.gov; JenniferMc@DVA.WA.GOV; Julief@BVFF.WA.GOV; CrystalH@wsac.wa.gov; brianna.southworth@watech.wa.gov; /o=ExchangeLabs/ou=Exchange Administrative Group (FYDIBOHF23SPDLT)/cn=Recipients/cn=13decc347efa4fb699cb734dceaebbb3-White, Mill; aaron.cuoio@watech.wa.gov; jason.beers@watech.wa.gov; erica.wollen@wtb.wa.gov; erica.wollen@wtb.wa.gov; ryan.smith@utc.wa.gov; julia.marshburn@rco.wa.gov; cynthia.jones@dfi.wa.gov; Carissa.Bourdon@dfw.wa.gov; leet235@LNI.WA.GOV; scott.sackett@sos.wa.gov; EAbuan@DOL.WA.GOV











New 365 Retention Label issue identified











In Exchange, do you use folders with Retention Labels that users drop their emails into (this inherits the retention automatically)?  If so, the following issue in 365 negatively impacts you and your organization.











 











Problem:











The Delete folder strips off inherited Folder Retention Labels when a user moves email out of a retention-labeled folder and into the Delete folder. This is triggered by users deleting items or manually moving email to the Deleted Items folder.











 











Why this is a problem:











The Folder Retention Label method is an easy approach to applying retention labels that mimics the Vault in many ways. This has made it easier for users to transition to the new system and not have to manually apply labels on each email. Because folder based retention is easier to apply it has been encouraged in staff training and is commonly used by staff in many organizations within the shared tenant.











 











In the old system with the Vault, the folder approach applied retention to the emails 'behind the scenes' and email retention remained in place after the email was 'vaulted' (even if the email was moved to the Deleted Items folder at a later time).











 











The new system (365) was introduced as having the same behavior, but we now know that the Delete ‘safety net’ does not exist in the new system. While emails in 365 can be labeled automatically by moving them into a folder, retention is NOT honored if a folder-labeled email is then deleted or moved to the Deleted Items folder. 











 











WaTech investigated this issue with Microsoft. It took about a month to get an answer from Microsoft and they indicated that this is how the system was built, but they are unsure that this is the appropriate behavior for retention labeled emails. They are looking at resolving this issue sometime in the future.











 











Next Steps - Records Community Asked to Weigh In











WaTech has asked if we would like to submit a Change Request to Microsoft to fix the issue. That would let us plan for the fix instead of being surprised by it.











 











We will discuss this topic at our next scheduled WARIM meeting on 9/22, so everyone can learn more about the issue, ask questions and decide if we should submit a Change Request to fast track the resolution of this behavior.











 











In the meantime, records staff and those responsible for user training at every organization should be aware of this issue and evaluate necessary updates to user communication, documentation and training.











 











 











What the issue looks like in real life 











 























 











 











 











 























 











You are receiving this message because you are a member of the WARIM email distribution list and your agency is listed as a current or future member of the Washington State Shared tenant. If you wish to be removed from future communications, please contact Julia Marshburn and Davis Needham.
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Similar Archives trainings and events can be found on the Secretary of State website: State
Archives Training and Events - Washington State Archives - WA Secretary of State

0 Community Questions

The following questions are received from WARIM members. These are great topics to
discuss as a group, but you can also share your thoughts directly the original requester.
Teams 7 day retention Rachel Thompson (DES

“Hello all,

DES has just (finally) rolled out Teams 1:1/1:N Chat, and we're in a bit of an “adjustment period.” So, I'm looking to
hear from you all (WARIM) about your agencies’ responses to the 7-day retention period in Teams Chat (for those
in the tenant) OR how you're handling Teams Chat if you're outside the tenant.

Those in the tenant:

® What have employees’ responses been to the 7 day chat retention?

e How did you/your agency help them transition/adjust to Teams Chat and it's retention period?

I'd also love to hear from agencies NOT in the tenant about how they are dealing with Teams Chat:
e Do you have retention set on 1:1/1:Many Teams Chat? (If so, what is it?)

e If yes, what has been the response to it?/How was the adjustment period?

Thanks for sharing any thoughts and/or experiences you have had! I'm happy to talk further with anyone as well, if
interested.”

Record Officer job classification
We have discussed this topic a couple times in the past but there is always interest in

gathering more information about what classifications are in use across the state and what
efforts can be made to standardize them across agencies of similar size and responsibility.

Off-boarding in M365 revisited
This topic was discussed at a previous forum event with some sample processes shared by

member agencies. How are agencies doing with their off-boarding process now, a couple
months into using their processes? Are there any new ideas that your organization has
implemented? Do you have any lessons learned that you could share with an agency that is
trying to establish their own off-boarding process?

e Job Opportunities

Check out these job opportunities:

e Compliance Analyst (UW)
e Records Coordinator (ECY)

Records Manager — Program Specialist 3 (SOS)
Public Disclosure and Records Specialist (ECY)
Forms and Records Analyst Supervisor (WSP — Seattle)






https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.sos.wa.gov%2Farchives%2Frecordsmanagement%2Ftrainingsignup.aspx&data=05%7C01%7Cleiderm%40sao.wa.gov%7C2c7685dec6f94233cc3008da9cac43c6%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C637994560971819969%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=OUKKpsNZUkpn0SiGnZpbijapsQDtNCc%2Feqf8Zy0QA6s%3D&reserved=0




https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.sos.wa.gov%2Farchives%2Frecordsmanagement%2Ftrainingsignup.aspx&data=05%7C01%7Cleiderm%40sao.wa.gov%7C2c7685dec6f94233cc3008da9cac43c6%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C637994560971819969%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=OUKKpsNZUkpn0SiGnZpbijapsQDtNCc%2Feqf8Zy0QA6s%3D&reserved=0
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https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fuwhires.admin.washington.edu%2FENG%2FCandidates%2Fdefault.cfm%3FszCategory%3Djobprofile%26szOrderID%3D211854&data=05%7C01%7Cleiderm%40sao.wa.gov%7C2c7685dec6f94233cc3008da9cac43c6%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C637994560971819969%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=qhtL9DU1%2Ft7xM%2FSmpE89Scdzbm8%2FjTAeotngrwLt%2FHQ%3D&reserved=0




https://www.governmentjobs.com/careers/washington/jobs/3565275/records-coordinator-forms-and-records-analyst-1




https://www.governmentjobs.com/careers/washington/jobs/3707188/records-manager?keywords=records&pagetype=jobOpportunitiesJobs




https://www.governmentjobs.com/careers/washington/jobs/3627905/public-disclosure-and-records-specialist-management-analyst-3?keywords=records&pagetype=jobOpportunitiesJobs




https://www.governmentjobs.com/careers/washington/jobs/3717816/forms-and-records-analyst-supervisor-seattle?keywords=records&pagetype=jobOpportunitiesJobs









Davis Needham

Records Officer

Information Governance
Administrative Operations Division
Department of Corrections
daneedham@DOC1.wa.gov

(360) 584-4546
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BEGIN:VCALENDAR

PRODID:-//Microsoft Corporation//Outlook 16.0 MIMEDIR//EN

VERSION:2.0

METHOD:REQUEST

X-MS-OLK-FORCEINSPECTOROPEN:TRUE

BEGIN:VTIMEZONE

TZID:Pacific Standard Time

BEGIN:STANDARD

DTSTART:16011104T020000

RRULE:FREQ=YEARLY;BYDAY=1SU;BYMONTH=11

TZOFFSETFROM:-0700

TZOFFSETTO:-0800

END:STANDARD

BEGIN:DAYLIGHT

DTSTART:16010311T020000

RRULE:FREQ=YEARLY;BYDAY=2SU;BYMONTH=3

TZOFFSETFROM:-0800

TZOFFSETTO:-0700

END:DAYLIGHT

END:VTIMEZONE

BEGIN:VEVENT

ATTENDEE;CN="Blair, Teri (SAO)";RSVP=TRUE:mailto:blairt@sao.wa.gov

ATTENDEE;CN="McCarthy, Pat (SAO)";RSVP=TRUE:mailto:mccarthyp@sao.wa.gov

ATTENDEE;CN="Rooney, Keri (SAO)";RSVP=TRUE:mailto:rooneyk@sao.wa.gov

ATTENDEE;CN="Roper, Janel (SAO)";RSVP=TRUE:mailto:janel.roper@sao.wa.gov

ATTENDEE;CN="Rose, Al (SAO)";RSVP=TRUE:mailto:rosea@sao.wa.gov

ATTENDEE;CN="Wilson, Raylene (SAO)";RSVP=TRUE:mailto:wilsonr@sao.wa.gov

CLASS:PUBLIC

CREATED:20231214T195715Z

DESCRIPTION:Requested by Raylene\n\n_______________________________________

	_________________________________________ \n\nMicrosoft Teams meeting \n\n

	Join on your computer\, mobile app or room device \n\nClick here to join t

	he meeting <https://gcc02.safelinks.protection.outlook.com/ap/t-59584e83/?

	url=https%3A%2F%2Fteams.microsoft.com%2Fl%2Fmeetup-join%2F19%253ameeting_Z

	GFhYzU1OTEtMWE2OS00ODFiLTlhZTUtOTljOGYxZjQwN2Yz%2540thread.v2%2F0%3Fcontex

	t%3D%257b%2522Tid%2522%253a%252211d0e217-264e-400a-8ba0-57dcc127d72d%2522%

	252c%2522Oid%2522%253a%25225150b9e4-d7fd-4ade-8470-a96bb4f67ae1%2522%257d&

	data=05%7C01%7Cwilsonr%40sao.wa.gov%7C9232f4e2252c4ae956ba08dba8e1acc1%7C1

	1d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C638289459447254018%7CUnknown%7CT

	WFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0

	%3D%7C3000%7C%7C%7C&sdata=JGBJj0K5AhRcff8KSgCcFnlpEeued9%2Fg9LMs6HtbWR4%3D

	&reserved=0>  \n\nMeeting ID: 263 930 701 747 \nPasscode: smY5nd \n\nDownl

	oad Teams <https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F

	%2Fwww.microsoft.com%2Fen-us%2Fmicrosoft-teams%2Fdownload-app&data=05%7C01

	%7Cwilsonr%40sao.wa.gov%7C9232f4e2252c4ae956ba08dba8e1acc1%7C11d0e217264e4

	00a8ba057dcc127d72d%7C0%7C0%7C638289459447254018%7CUnknown%7CTWFpbGZsb3d8e

	yJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7

	C%7C%7C&sdata=wkmQUzfAjaOI45zaF9GCJ6ilhtA0CoqhRtoCi21AR0I%3D&reserved=0>  

	| Join on the web <https://gcc02.safelinks.protection.outlook.com/?url=htt

	ps%3A%2F%2Fwww.microsoft.com%2Fmicrosoft-teams%2Fjoin-a-meeting&data=05%7C

	01%7Cwilsonr%40sao.wa.gov%7C9232f4e2252c4ae956ba08dba8e1acc1%7C11d0e217264

	e400a8ba057dcc127d72d%7C0%7C0%7C638289459447254018%7CUnknown%7CTWFpbGZsb3d

	8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000

	%7C%7C%7C&sdata=Utj2Z3dnZ51tstm87fK8orgSY%2BVOGMphjZluquJKSLY%3D&reserved=

	0> \n\nOr call in (audio only) \n\n+1 253-372-2181\,\,91263866# <tel:+1253

	3722181\,\,91263866#>    United States\, Tacoma \n\nPhone Conference ID: 9

	12 638 66# \n\nFind a local number <https://gcc02.safelinks.protection.out

	look.com/?url=https%3A%2F%2Fdialin.teams.microsoft.com%2F811a9140-4f87-4b3

	b-b4e5-c0df12d33f3f%3Fid%3D91263866&data=05%7C01%7Cwilsonr%40sao.wa.gov%7C

	9232f4e2252c4ae956ba08dba8e1acc1%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C

	0%7C638289459447254018%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjo

	iV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=Qk4MvEbh3tkX

	IelxEszEZXXIngbVQT2AhdzFBIkvBII%3D&reserved=0>  | Reset PIN <https://gcc02

	.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdialin.teams.microsof

	t.com%2Fusp%2Fpstnconferencing&data=05%7C01%7Cwilsonr%40sao.wa.gov%7C9232f

	4e2252c4ae956ba08dba8e1acc1%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C6

	38289459447254018%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2lu

	MzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=GQI4DaSlyKeHBzi5V

	%2BSS5kDzmYH94VNsXTGcdOVcPPk%3D&reserved=0>  \n\nLearn More <https://gcc02

	.safelinks.protection.outlook.com/?url=https%3A%2F%2Faka.ms%2FJoinTeamsMee

	ting&data=05%7C01%7Cwilsonr%40sao.wa.gov%7C9232f4e2252c4ae956ba08dba8e1acc

	1%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C638289459447722676%7CUnknow

	n%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVC

	I6Mn0%3D%7C3000%7C%7C%7C&sdata=DXVAqetR%2BE5QKWiIOOyVWNTi8tu4jrRVAJT7LSar7

	Jg%3D&reserved=0>  | Meeting options <https://gcc02.safelinks.protection.o

	utlook.com/?url=https%3A%2F%2Fteams.microsoft.com%2FmeetingOptions%2F%3For

	ganizerId%3D5150b9e4-d7fd-4ade-8470-a96bb4f67ae1%26tenantId%3D11d0e217-264

	e-400a-8ba0-57dcc127d72d%26threadId%3D19_meeting_ZGFhYzU1OTEtMWE2OS00ODFiL

	TlhZTUtOTljOGYxZjQwN2Yz%40thread.v2%26messageId%3D0%26language%3Den-US&dat

	a=05%7C01%7Cwilsonr%40sao.wa.gov%7C9232f4e2252c4ae956ba08dba8e1acc1%7C11d0

	e217264e400a8ba057dcc127d72d%7C0%7C0%7C638289459447722676%7CUnknown%7CTWFp

	bGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D

	%7C3000%7C%7C%7C&sdata=mT5bJNAEpxp%2Fyu41g9LjZmWfJYDO60EwiZDOJsT%2BbCQ%3D&

	reserved=0>  \n\n_________________________________________________________

	_______________________ \n\n \n\n

DTEND;TZID="Pacific Standard Time":20230830T153000

DTSTAMP:20230829T224541Z

DTSTART;TZID="Pacific Standard Time":20230830T150000

LAST-MODIFIED:20231214T195715Z

LOCATION:Microsoft Teams Meeting

ORGANIZER;CN="Blair, Teri (SAO)":mailto:blairt@sao.wa.gov

PRIORITY:5

SEQUENCE:0

SUMMARY:records check-in

TRANSP:OPAQUE

UID:040000008200E00074C5B7101A82E00800000000000868A48FDAD901000000000000000

	0100000008D3C0138002323478F37CFB32D3926A7

X-ALT-DESC;FMTTYPE=text/html:<html xmlns:v="urn:schemas-microsoft-com:vml" 

	xmlns:o="urn:schemas-microsoft-com:office:office" xmlns:w="urn:schemas-mic

	rosoft-com:office:word" xmlns:m="http://schemas.microsoft.com/office/2004/

	12/omml" xmlns="http://www.w3.org/TR/REC-html40"><head>\n<meta name="Gener

	ator" content="Microsoft Word 15 (filtered medium)"><style><!--\n/* Font D

	efinitions */\n@font-face\n	{font-family:"Cambria Math"\;\n	panose-1:2 4 5

	 3 5 4 6 3 2 4\;}\n@font-face\n	{font-family:Calibri\;\n	panose-1:2 15 5 2

	 2 2 4 3 2 4\;}\n@font-face\n	{font-family:"Segoe UI"\;\n	panose-1:2 11 5 

	2 4 2 4 2 2 3\;}\n@font-face\n	{font-family:"Segoe UI Semibold"\;\n	panose

	-1:2 11 7 2 4 2 4 2 2 3\;}\n/* Style Definitions */\np.MsoNormal\, li.MsoN

	ormal\, div.MsoNormal\n	{margin:0in\;\n	font-size:11.0pt\;\n	font-family:"

	Calibri"\,sans-serif\;\n	mso-ligatures:standardcontextual\;}\na:link\, spa

	n.MsoHyperlink\n	{mso-style-priority:99\;\n	color:#0563C1\;\n	text-decorat

	ion:underline\;}\nspan.EmailStyle18\n	{mso-style-type:personal-compose\;}\

	n.MsoChpDefault\n	{mso-style-type:export-only\;\n	font-size:10.0pt\;\n	mso

	-ligatures:none\;}\n@page WordSection1\n	{size:8.5in 11.0in\;\n	margin:1.0

	in 1.0in 1.0in 1.0in\;}\ndiv.WordSection1\n	{page:WordSection1\;}\n--></st

	yle><!--[if gte mso 9]><xml>\n<o:shapedefaults v:ext="edit" spidmax="1026"

	 />\n</xml><![endif]--><!--[if gte mso 9]><xml>\n<o:shapelayout v:ext="edi

	t">\n<o:idmap v:ext="edit" data="1" />\n</o:shapelayout></xml><![endif]-->

	</head><body lang="EN-US" link="#0563C1" vlink="#954F72" style="word-wrap:

	break-word"><div class="WordSection1"><p class="MsoNormal">Requested by Ra

	ylene<o:p></o:p></p><div><p class="MsoNormal"><span style="color:#5F5F5F">

	__________________________________________________________________________

	______</span> <span style="mso-ligatures:none"><o:p></o:p></span></p></div

	><div><div style="margin-top:.25in\;margin-bottom:15.0pt"><p class="MsoNor

	mal"><span style="font-size:18.0pt\;font-family:&quot\;Segoe UI&quot\;\,sa

	ns-serif\;color:#252424">Microsoft Teams meeting</span><span style="font-f

	amily:&quot\;Segoe UI&quot\;\,sans-serif\;color:#252424"> <o:p></o:p></spa

	n></p></div><div style="margin-bottom:15.0pt"><div><p class="MsoNormal"><b

	><span style="font-size:10.5pt\;font-family:&quot\;Segoe UI&quot\;\,sans-s

	erif\;color:#252424">Join on your computer\, mobile app or room device</sp

	an></b><b><span style="font-family:&quot\;Segoe UI&quot\;\,sans-serif\;col

	or:#252424"> <o:p></o:p></span></b></p></div><p class="MsoNormal"><span st

	yle="font-family:&quot\;Segoe UI&quot\;\,sans-serif\;color:#252424"><a hre

	f="https://gcc02.safelinks.protection.outlook.com/ap/t-59584e83/?url=https

	%3A%2F%2Fteams.microsoft.com%2Fl%2Fmeetup-join%2F19%253ameeting_ZGFhYzU1OT

	EtMWE2OS00ODFiLTlhZTUtOTljOGYxZjQwN2Yz%2540thread.v2%2F0%3Fcontext%3D%257b

	%2522Tid%2522%253a%252211d0e217-264e-400a-8ba0-57dcc127d72d%2522%252c%2522

	Oid%2522%253a%25225150b9e4-d7fd-4ade-8470-a96bb4f67ae1%2522%257d&amp\;data

	=05%7C01%7Cwilsonr%40sao.wa.gov%7C9232f4e2252c4ae956ba08dba8e1acc1%7C11d0e

	217264e400a8ba057dcc127d72d%7C0%7C0%7C638289459447254018%7CUnknown%7CTWFpb

	GZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%

	7C3000%7C%7C%7C&amp\;sdata=JGBJj0K5AhRcff8KSgCcFnlpEeued9%2Fg9LMs6HtbWR4%3

	D&amp\;reserved=0" originalsrc="https://teams.microsoft.com/l/meetup-join/

	19%3ameeting_ZGFhYzU1OTEtMWE2OS00ODFiLTlhZTUtOTljOGYxZjQwN2Yz%40thread.v2/

	0?context=%7b%22Tid%22%3a%2211d0e217-264e-400a-8ba0-57dcc127d72d%22%2c%22O

	id%22%3a%225150b9e4-d7fd-4ade-8470-a96bb4f67ae1%22%7d" shash="SdcuBqyDs36a

	cFh3YdKLiWzK2m7MASN9VjpS3kuhT/LVHYVZT1xXczyqe1xpeTmPzaY/zrmHODoDFYqsg1w2NT

	aw9qJg8AcNXcVooKCOCCIYhLCHE0AXjXDPWVwbTV6qdeLTSlnlBO+EypPWx/4PtbrPkM3w0iwX

	trVkXiNJXfc=" target="_blank"><span style="font-size:10.5pt\;font-family:&

	quot\;Segoe UI Semibold&quot\;\,sans-serif\;color:#6264A7">Click here to j

	oin the meeting</span></a> <o:p></o:p></span></p></div><div style="margin-

	top:15.0pt\;margin-bottom:15.0pt"><div style="margin-bottom:3.0pt"><p clas

	s="MsoNormal"><span style="font-size:10.5pt\;font-family:&quot\;Segoe UI&q

	uot\;\,sans-serif\;color:#252424">Meeting ID: </span><span style="font-siz

	e:12.0pt\;font-family:&quot\;Segoe UI&quot\;\,sans-serif\;color:#252424">2

	63 930 701 747</span><span style="font-size:10.5pt\;font-family:&quot\;Seg

	oe UI&quot\;\,sans-serif\;color:#252424"> </span><span style="font-family:

	&quot\;Segoe UI&quot\;\,sans-serif\;color:#252424"><br></span><span style=

	"font-size:10.5pt\;font-family:&quot\;Segoe UI&quot\;\,sans-serif\;color:#

	252424">Passcode: </span><span style="font-size:12.0pt\;font-family:&quot\

	;Segoe UI&quot\;\,sans-serif\;color:#252424">smY5nd </span><span style="fo

	nt-family:&quot\;Segoe UI&quot\;\,sans-serif\;color:#252424"><o:p></o:p></

	span></p><div><p class="MsoNormal"><span style="font-size:10.5pt\;font-fam

	ily:&quot\;Segoe UI&quot\;\,sans-serif\;color:#252424"><a href="https://gc

	c02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.microsoft.com%

	2Fen-us%2Fmicrosoft-teams%2Fdownload-app&amp\;data=05%7C01%7Cwilsonr%40sao

	.wa.gov%7C9232f4e2252c4ae956ba08dba8e1acc1%7C11d0e217264e400a8ba057dcc127d

	72d%7C0%7C0%7C638289459447254018%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwM

	DAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&amp\;sda

	ta=wkmQUzfAjaOI45zaF9GCJ6ilhtA0CoqhRtoCi21AR0I%3D&amp\;reserved=0" origina

	lsrc="https://www.microsoft.com/en-us/microsoft-teams/download-app" shash=

	"G2UxY9/B7eog5bo1+0f1ghKJvbzrK9tEGEXgzCvdCnxicAu25mbNCekaS0pteYiNfwOAHLwTP

	1D78mefxRepBDok5WR9/wKImvhA/b5B7kxX6jyWDw0Sw+dHTG+l5J2UPg1QrtJvNugoQkH4BNm

	uDYiYJjZ4pBnMIW9/kERaV2E=" target="_blank"><span style="color:#6264A7">Dow

	nload Teams</span></a> | <a href="https://gcc02.safelinks.protection.outlo

	ok.com/?url=https%3A%2F%2Fwww.microsoft.com%2Fmicrosoft-teams%2Fjoin-a-mee

	ting&amp\;data=05%7C01%7Cwilsonr%40sao.wa.gov%7C9232f4e2252c4ae956ba08dba8

	e1acc1%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C638289459447254018%7CU

	nknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiL

	CJXVCI6Mn0%3D%7C3000%7C%7C%7C&amp\;sdata=Utj2Z3dnZ51tstm87fK8orgSY%2BVOGMp

	hjZluquJKSLY%3D&amp\;reserved=0" originalsrc="https://www.microsoft.com/mi

	crosoft-teams/join-a-meeting" shash="FrUeII4JHNvi1qDVnYmrLOQTgfgdA147f8qRB

	21VzFk23EoDUVqu5InbSUttZTaJ0Qzb4TeBu1ZLzbGSYJWZUerk+E3AvvqSt4C4FdVwg6khQ3q

	2LoJOUcvs2oWBLulYukCBAWd6v0MQdgOMSqOs2/uGuJuSjePr3kiAXgiGlBM=" target="_bl

	ank"><span style="color:#6264A7">Join on the web</span></a><o:p></o:p></sp

	an></p></div></div></div><div style="margin-bottom:3.0pt"><div style="marg

	in-bottom:3.0pt"><p class="MsoNormal"><b><span style="font-size:10.5pt\;fo

	nt-family:&quot\;Segoe UI&quot\;\,sans-serif\;color:#252424">Or call in (a

	udio only)</span></b><span style="font-family:&quot\;Segoe UI&quot\;\,sans

	-serif\;color:#252424"> <o:p></o:p></span></p></div><div style="margin-bot

	tom:3.0pt"><p class="MsoNormal"><span style="font-family:&quot\;Segoe UI&q

	uot\;\,sans-serif\;color:#252424"><a href="tel:+12533722181\,\,91263866# "

	><span style="font-size:10.5pt\;color:#6264A7">+1 253-372-2181\,\,91263866

	#</span></a> </span><span style="font-size:10.5pt\;font-family:&quot\;Sego

	e UI&quot\;\,sans-serif\;color:#252424">&nbsp\; United States\, Tacoma </s

	pan><span style="font-family:&quot\;Segoe UI&quot\;\,sans-serif\;color:#25

	2424"><o:p></o:p></span></p></div></div><p class="MsoNormal"><span style="

	font-size:10.5pt\;font-family:&quot\;Segoe UI&quot\;\,sans-serif\;color:#2

	52424">Phone Conference ID: </span><span style="font-size:12.0pt\;font-fam

	ily:&quot\;Segoe UI&quot\;\,sans-serif\;color:#252424">912 638 66# </span>

	<span style="font-family:&quot\;Segoe UI&quot\;\,sans-serif\;color:#252424

	"><o:p></o:p></span></p><div style="margin-bottom:15.0pt"><p class="MsoNor

	mal"><span style="font-family:&quot\;Segoe UI&quot\;\,sans-serif\;color:#2

	52424"><a href="https://gcc02.safelinks.protection.outlook.com/?url=https%

	3A%2F%2Fdialin.teams.microsoft.com%2F811a9140-4f87-4b3b-b4e5-c0df12d33f3f%

	3Fid%3D91263866&amp\;data=05%7C01%7Cwilsonr%40sao.wa.gov%7C9232f4e2252c4ae

	956ba08dba8e1acc1%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C63828945944

	7254018%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTi

	I6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&amp\;sdata=Qk4MvEbh3tkXIelxEszEZX

	XIngbVQT2AhdzFBIkvBII%3D&amp\;reserved=0" originalsrc="https://dialin.team

	s.microsoft.com/811a9140-4f87-4b3b-b4e5-c0df12d33f3f?id=91263866" shash="u

	MnN5FOezOCy7Hy/nH0Bfg7LNxcPMJYXWlp/0n7kQYaVD8jBdBFTTEx2FvAw7l0dXWYAtUTHJHq

	Re/7dmwTUHnCe3HU/vgvlDsLkw/KXZHhRJPziwQ9Smyme7pvO4vlW1OXqJFnvPbyaTlETFgg6h

	lVd/XbmOCOe6r+BEj384K0=" target="_blank"><span style="font-size:10.5pt\;co

	lor:#6264A7">Find a local number</span></a> | <a href="https://gcc02.safel

	inks.protection.outlook.com/?url=https%3A%2F%2Fdialin.teams.microsoft.com%

	2Fusp%2Fpstnconferencing&amp\;data=05%7C01%7Cwilsonr%40sao.wa.gov%7C9232f4

	e2252c4ae956ba08dba8e1acc1%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C63

	8289459447254018%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luM

	zIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&amp\;sdata=GQI4DaSlyKeHB

	zi5V%2BSS5kDzmYH94VNsXTGcdOVcPPk%3D&amp\;reserved=0" originalsrc="https://

	dialin.teams.microsoft.com/usp/pstnconferencing" shash="dxI8URcpocEC+Mrpbc

	Gz9we0ltbEzDheXqd8xYVrbUpR6B0ZwliAKjBnTbrsDJP0DNTe5efMzBCb5YTTBaCSWhzP4liE

	LKhruQrtPRbyiSMSuy8CB8zrdid0Uo9V+WCdiYBk66R2QKea9Tbum2yJAM+/0h4skP93ak8B44

	S4vIo=" target="_blank"><span style="font-size:10.5pt\;color:#6264A7">Rese

	t PIN</span></a> <o:p></o:p></span></p></div><div style="margin-top:15.0pt

	\;margin-bottom:.25in"><p class="MsoNormal"><span style="font-family:&quot

	\;Segoe UI&quot\;\,sans-serif\;color:#252424"><a href="https://gcc02.safel

	inks.protection.outlook.com/?url=https%3A%2F%2Faka.ms%2FJoinTeamsMeeting&a

	mp\;data=05%7C01%7Cwilsonr%40sao.wa.gov%7C9232f4e2252c4ae956ba08dba8e1acc1

	%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C638289459447722676%7CUnknown

	%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI

	6Mn0%3D%7C3000%7C%7C%7C&amp\;sdata=DXVAqetR%2BE5QKWiIOOyVWNTi8tu4jrRVAJT7L

	Sar7Jg%3D&amp\;reserved=0" originalsrc="https://aka.ms/JoinTeamsMeeting" s

	hash="dDKP6HlsUJ1hssbjHQ1snwPx7+y9nPAAisoNk2hmHoaaNLW9TFEfsAvM2VZ6r/AAYIdg

	Tvr+FEtyToElA0X+ux5AqP6/kXQ+6KchowU18Egb/szR51il2sIBWSLpZL6J+hAje/L/JacNm1

	Y3LqNzomdAefdItu0KUF+yEsyKruo=" target="_blank"><span style="font-size:10.

	5pt\;color:#6264A7">Learn More</span></a> | <a href="https://gcc02.safelin

	ks.protection.outlook.com/?url=https%3A%2F%2Fteams.microsoft.com%2Fmeeting

	Options%2F%3ForganizerId%3D5150b9e4-d7fd-4ade-8470-a96bb4f67ae1%26tenantId

	%3D11d0e217-264e-400a-8ba0-57dcc127d72d%26threadId%3D19_meeting_ZGFhYzU1OT

	EtMWE2OS00ODFiLTlhZTUtOTljOGYxZjQwN2Yz%40thread.v2%26messageId%3D0%26langu

	age%3Den-US&amp\;data=05%7C01%7Cwilsonr%40sao.wa.gov%7C9232f4e2252c4ae956b

	a08dba8e1acc1%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C638289459447722

	676%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik

	1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&amp\;sdata=mT5bJNAEpxp%2Fyu41g9LjZmWf

	JYDO60EwiZDOJsT%2BbCQ%3D&amp\;reserved=0" originalsrc="https://teams.micro

	soft.com/meetingOptions/?organizerId=5150b9e4-d7fd-4ade-8470-a96bb4f67ae1&

	amp\;tenantId=11d0e217-264e-400a-8ba0-57dcc127d72d&amp\;threadId=19_meetin

	g_ZGFhYzU1OTEtMWE2OS00ODFiLTlhZTUtOTljOGYxZjQwN2Yz@thread.v2&amp\;messageI

	d=0&amp\;language=en-US" shash="vy4xqiv+02JuRxKN+GVhyf4FPwK8ekMjbIW3IZuyqK

	iumcMSO8mz0QPfaE30+rExp9/+oMsOqO4/mYXhDMMdjXi8L8hxYzRDlUN/Qm/aQypo5elMvuY0

	KDrtXJWuQVCWZ34jmmjjWLOrQUvHiSR1trxpGdjDqgJlW9l9uIEUj+Q=" target="_blank">

	<span style="font-size:10.5pt\;color:#6264A7">Meeting options</span></a> <

	o:p></o:p></span></p></div></div><div><p class="MsoNormal"><span style="co

	lor:#5F5F5F">_____________________________________________________________

	___________________</span> <o:p></o:p></p></div><p class="MsoNormal"><o:p>

	&nbsp\;</o:p></p></div></body></html>

X-MICROSOFT-CDO-BUSYSTATUS:BUSY

X-MICROSOFT-CDO-IMPORTANCE:1

X-MICROSOFT-CDO-INTENDEDSTATUS:BUSY

X-MICROSOFT-DISALLOW-COUNTER:FALSE

X-MS-OLK-APPTLASTSEQUENCE:0

END:VEVENT

END:VCALENDAR
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Information and guidance on use of
Teams Chat

Cooper, Kathleen (SAO)

Director of Communications

As Auditor McCarthy said in her email to all staff, SAO prides itself on all all
communication, regardless of medium, being professional and respectful — as
well as managed in accordance with state laws around public disclosure and
document retention.

Below you'll find some high-level guidance and links to new documents to
help you sort the use of Teams Chat, document retention, and the seven-day
chat retention window. This post, and the documents linked within, will reside
on the SAO Records Team's SharePoint Online site for future reference.

These documents are intended to help, but they are not an exhaustive list of
what is and isn't appropriate for Teams Chat. We must use judgment.

A quick refresher: What is a public record?

State law (RCW 42.56, the Public Records Act) describes public records as “Any
writing containing information relating to the conduct of government or the
performance of any governmental or proprietary function.” In other words,
public records are things that help the public understand why government
does what it does. Along with traditional documents, “any writing” includes
emails, voicemails, videos, text messages — and Teams Chats.

SAQ's document retention schedule helps us determine what public records
we must keep for how long, and which ones we don't need to keep for public
understanding or posterity. This is where the term “transitory” comes in.
“Transitory” simply means we don't have retention requirements to keep the
record. But Teams Chats are a public record. If a public records request comes
in and we still have relevant Teams Chats records, we're required by law to
provide them.
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How do | make sure | don’t put something in Teams Chat that should be
retained in another way?

Remember Pat’s rules of thumb:

1. Public records are anything that helps the public understand what
government does.
2. Even a transitory message could be disclosable if someone makes a
public disclosure request.
Here's another tool — a quick test. Ask yourself, is this chat:

« With a person or group of people who are external to SAO, and we will
be discussing things that may affect my work in some way?
« Leading to a decision that will affect my work in some way?
« A topic that is likely to come up again and you may need to validate
what you communicated?
If you answered yes to any of the above, you probably should not use Teams
Chat as a communication channel for those topics.

If you're interested in more information on this, here is a one-page reference
guide and a more in-depth crosswalk to our retention schedule that can assist
you in answering some questions you may have around Teams Chat. Again,
these are not exhaustive.

What do | do if | think I've put something worth preserving into chat?

If you receive or inadvertently send communication in a Teams Chat that
needs to be retained, make sure to save a copy of the communication outside
of Teams Chat. Here's how: On the Teams Chat message in question, click the
three dots. You will get this option menu, and you simply click “share to
Outlook.”
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This sends the text from the single chat box as an email. It will not save whole
conversations, so you'll have to send messages one by one. (This is another
reason to manage Teams Chat well.)

Other frequently asked questions:

o This is tiring. Why can't we just save the chats for longer than seven days,
and have the Records Team search chats like they do emails?

o Chats are meant to be used for transitory and/or informational
communication only. By keeping chats indefinitely, we would be
practicing poor records management as an agency by keeping
massive amounts of data that do not need to be preserved.

o If I must keep a Teams Chat, why can't | just take a snip of it?

o A snip, or a screenshot, or other “image-taking” actions, does not
preserve necessary metadata of the record. By using the “Share to
Outlook” feature, we retain more information necessary to
preserve the record.

« | have a Teams Chat that is a duplicate of something in the work papers
for the audit that | am working on. Do | need to keep the chat?

o No. If it is a duplicate, copy or a draft of an item that will be
preserved in TeamMate, you do not need to retain the chat.

o A client sent me a message on Teams Chat stating concerns about their
audit. How should | proceed?









o Send that chat to your email using the “Share to Outlook”
function. Then, you can continue the conversation with the client
from Outlook.

More information

If you have additional questions, please reach out to Raylene Wilson,
Legislative and Records Manager.

The Washington Coalition for Open Government also has a series of short
videos on public records, from the perspective of people asking for them. It
might be helpful to watch these during your free time to help you evaluate the
records you create and work with.

Stay tuned to SAO Central for more public records tips throughout 2024!
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From: Leider, Mary (SAQ)

To: ivedunnit@gmail.com

Subject: SAO Response to PRR #6101 - Teams Chats
Date: Tuesday, December 19, 2023 7:18:46 AM
Attachments: image001.png

Dear Mr. Nixon,

The Office of the Washington State Auditor has received your public records sent in
via our website, as follows:

I am looking for any communications and documents involving the
Auditor and RCW 40.14.060 in regards to the 7-Day retention policy of
Teams chats. I'm looking for any approval given by the Auditor to modify
the retention of Teams chat to a 7 day retention. This search should
include, but not be limited to, emails, text messages, memos, voice
messages, phone call logs, video call logs, messages on any internet,
meeting notices and associated meeting notes, phone app
communications or file sharing (including but not limited to TEAMS
Messages, Slack, Zoom, Signal, What's App or any other encrypted
messaging application), social media communications (including any
posts, shared files or photos/pics, and direct messages) whether on a
publicly paid device or a personal one if used to discuss the matters
listed above.

In response, we estimate we can provide you with any responsive records found no
later than January 4, 2024. If we are unable to meet that date, we will contact you
and let you know when to expect the work will be completed. Please let us know if
you have any questions, concerns or issues regarding this request.

Sincerely,

Mary Leider, CPRO

Public Records Officer, Office of the Washington State Auditor
(564) 999-0919 | www.sao.wa.gov
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From: Wilson, Raylene (SAO)

To: Armijo, Sadie (SAQ); Blair, Teri (SAQ); Collins, Kelly (SAQ); Cooper, Kathleen (SAQO); Frank, Scott (SAQ);
McCarthy, Pat (SAQ); Nelson, Scott (SAQ); Rooney, Keri (SAQ); Roper, Janel (SAO); Rose, Al (SAQ); Talbert, Rick
(SAQ); Woelfle, Scott (SAQ)

Subject: Teams Chat Materials for Cabinet 11/14
Date: Monday, November 13, 2023 8:47:00 AM
Attachments: image001.png

image002.png

Good morning Cabinet!

In preparation for tomorrow, here are the newly revised E2l Teams Chat Guidance and the

Retention Schedule/ Teams Chat Crosswalk.

Looking forward to your feedback and the discussion tomorrow.

Thanks,

Raylene Wilson

Legislative and Records Manager
Office of the Washington State Auditor
(564) 999-0810 | www.sao.wa.gov
Legislative | Legal | Records
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From: Wilson, Raylene (SAQ)

To: Roper, Janel (SAQ); Rose, Al (SAO)

Subject: Wilson, Raylene (SAO) shared "Chat Retention Decision Memo" with you
Date: Thursday, December 14, 2023 11:28:10 AM

Attachments: AttachedImage

AttachedImage
AttachedImage
AttachedImage
AttachedImage

&

Wilson, Raylene (SAO) shared a file
with you

Here's the document that Wilson, Raylene (SAO) shared with you.

D
Chat Retention Decision Memo

This link only works for the direct recipients of this message.

Open

BT Microsoft

Privacy Statement
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From:
To:

Wilson, Raylene (SAO)
Roper, Janel (SAQ); Rose, Al (SAQ)

Subject: Wilson, Raylene (SAO) shared "Updated7.18.2024.Chat Retention Decision Memo" with you

Date:

Thursday, July 18, 2024 2:19:00 PM

Attachments: AttachedImage

AttachedImage
AttachedImage

AttachedImage
AttachedImage

2%

Wilson, Raylene (SAO) invited you to
view a file

-—>

Here is the updated decision memo for Teams Chats. Please let me know what you
think. Thanks!

Updated7.18.2024.Chat Retention Decision Memo

@] This invite will only work for you and people with existing access.

Privacy Statement
This email is generated through Washington State Executive Branch Agencies's

use of Microsoft 365 and may contain content that is controlled by Washington
State Executive Branch Agencies.
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