From: Leider, Mary (SAQ)

To: duneba ahoo.com

Bcc: Sullivan, Stephanie (SAQ); Pritchard, Brandi (SAQ); Carrell, Lisa (SAQ)
Subject: SAO Response to PRR #7495 - City of Ocean Shores Fraud

Date: Thursday, July 25, 2024 11:48:00 AM

Attachments: image001.png

PRR7495Completed.zip

Dar Mr. Wagner,

The Office of the Washington State Auditor has received and completed our response
to your public records request sent in via our website, as follows:

I am requesting the submission document (reference #F-23-477) from
Angie Folkers, City of Ocean Shores, to Beau Villarreal on December 22,
2023. | do not know if it was an email, scan, fax or phone call. | am also
requesting the recording of the Teams meeting that took place with the
City of Ocean Shores on January 2, 2024 at 11:00 AM. Please let me know
of any cost.

In response, we have attached the only responsive records found to fulfill your request
with us. In response to request for the Teams meeting, we did not record that January
2, 2024 11:00am meeting. Please let us know if you have any questions, concerns or
issues regarding this request. We will now consider this closed.

Sincerely,

Mary Leider, CPRO

Public Records Officer, Office of the Washington State Auditor
(564) 999-0919 (find me anywhere via Teams)

Let us help you improve your cyber health: #BeCyberSmart.
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Driveway Permits - 2020-2023 Breakdown of waivers and paid permits.xlsx

Sheet1


																											Total			Paid			Waived			Unclear									Total			Paid			Waived			Unclear


																								A&J Precision			2			2			0			0						2			100%			100%			0%			0%


																								Bayside Builders LLC			1			1			0			0						1			100%			100%			0%			0%						No clear pattern that certain contractors were favored based on the dataset of 2020-2023 driveway permits


																								BNW			8			1			6			1						8			100%			13%			75%			13%


																								Bob Rd			1			0			1			0						1			100%			0%			100%			0%


																								Carr Construction			1			0			1			0						1			100%			0%			100%			0%


																								Charlies			7			3			3			1						7			100%			43%			43%			14%


																								Cliff Kramer			1			1			0			0						1			100%			100%			0%			0%


																								Dean's Excavation			9			3			6			0						9			100%			33%			67%			0%


																								Greg Mills			6			2			4			0						6			100%			33%			67%			0%


																								Iskra Excavation, Inc.			4			0			2			2						4			100%			0%			50%			50%


																								Ken Holmes Const.			2			1			1			0						2			100%			50%			50%			0%


																								Newton Valley Const.			1			1			0			0						1			100%			100%			0%			0%


																								Nicks Excavating			1			0			1			0						1			100%			0%			100%			0%


																								Pac Construction, LLC			1			1			0			0						1			100%			100%			0%			0%


																								TBC, Inc.			1			1			0			0						1			100%			100%			0%			0%


																								Turf Care			2			0			0			2						2			100%			0%			0%			100%


																								Total			48			17			25			6						48			100%			35%			52%			13%


																					Property owner names and contractor names are handwritten, so what is written below was my best guess


						PDF Name			Order in file			Form Name			Received Date			Permit #			Property Owner Name			Contractor Name			Minimum Fee Listed			Period permit is valid for			Appears to be Paid, Waived, or Unclear?			Auditor Notes


						Div1 Blk S Lot 54 - Driveway 2020			34			Special Permit Application For Work in Street Right-Of-Way			12/1/20			6376			A&J Precision			A&J Precision			$   100			90 Days			Paid			Says 'pd' next to minimum fee


						Div2 lot 500 - Driveway 2021			42			Special Permit Application For Work in Street Right-Of-Way			6/17/21			6702			A&J Precision			A&J Precision			$   100			90 Days			Paid			Says 'pd' next to minimum fee


						Div2 lot 269 - Driveway 2020			40			Special Permit Application For Work in Street Right-Of-Way			9/23/20			6269			Bayside Builders LLC			Bayside Builders LLC			$   100			90 Days			Paid			Lists '083703' which was likely receipt number


						Div2 Lot 87 - Driveway 2020 - Waived			10			Special Permit Application For Work in Street Right-Of-Way			10/12/20			6297			Amy Evans			BNW			$   100			90 Days			Waived


						Div2 Lot 241 and 242 - Driveway 2021 - Waived			13			Special Permit Application For Work in Street Right-Of-Way			3/15/21			6516			John Davidson			BNW			$   100			90 Days			Waived


						Div2 Lot 241 and 242 - Driveway 2023 - Waived			14			Special Permit Application For Work in Street Right-Of-Way			8/8/23			7338			John Davidson			BNW			$   100			90 Days			Waived			Day of date stamp for received date was somewhat faded. It was clearly August 2023 and appeared to be the 8th.


						Div2 Lot 249 - Driveway 2020 - Waived			16			Special Permit Application For Work in Street Right-Of-Way			9/29/20			6282			Robert Nelson			BNW			$   100			90 Days			Waived


						Div2 Lot 250 - Driveway 2020 - Waived			17			Special Permit Application For Work in Street Right-Of-Way			9/29/20			6284			Robert Barnes			BNW			$   100			90 Days			Waived


						Div2 Lot 262 - Driveway 2022 - Waived			19			Special Permit Application For Work in Street Right-Of-Way			5/11/22			7049			Maggie Keller Weise			BNW			$   100			90 Days			Waived


						Div1 Blk S Lot 124 - Driveway 2021			35			Special Permit Application For Work in Street Right-Of-Way			5/6/21			6565			Midnight Creek Investments			BNW			$   100			90 Days			Paid			Lists '085074' which was likely receipt number


						Div2 lot 60 - Driveway 2020			37			Special Permit Application For Work in Street Right-Of-Way			9/9/20			6245			Chad Storey			BNW			$   100			90 Days			Unclear			I didn't see any clear documentation showing the fee was waived or listing a dollar amount. The $100 minimum fee is not crossed out.


						Div2 Lot 237 and 238 - Driveway 2023 - Lot 237 - Waived			12			Special Permit Application For Work in Street Right-Of-Way			8/10/23			7332			Joan & Dianne Corso			Bob Reed			$   100			90 Days			Waived


						Div2 Lot 32 - Driveway 2021 - Waived			9			Special Permit Application For Work in Street Right-Of-Way			8/5/21			6754			Giselle M McDonald			Carr const. (Thomas Carr)			$   100			90 Days			Waived


						Div1 Blk S Lot 210 - Driveway 2020 - Waived			7			Special Permit Application For Work in Street Right-Of-Way			10/19/20			6303			Cambell			Cha…			$   100			90 Days			Waived


						Div2 Lot 16 -Driveway 2022 - Waived			8			Special Permit Application For Work in Street Right-Of-Way			5/3/22			7024			Kippeh			Charlies			$   100			90 Days			Waived


						Div3 Lot 88 - Driveway 2020 - Waived			22			Special Permit Application For Work in Street Right-Of-Way			2/10/20			6011			Aha…			Charlies			$   100			90 Days			Waived


						Div3 lot 223 - Driveway 2022			47			Special Permit Application For Work in Street Right-Of-Way			7/20/21			6706			WesterGreen			Charlies			$   100			90 Days			Paid			Says 'pd' next to minimum fee


						Div1 Blk S Lot 238 - Driveway 2023			36			Special Permit Application For Work in Street Right-Of-Way			10/11/22			7149			Reece Lawrence & Alison			Charlies Excavation			$   100			90 Days			Paid			Says 'pd' next to minimum fee


						Div3 lot 215 - Driveway 2022 - 2nd			46			Special Permit Application For Work in Street Right-Of-Way			3/22/22			6981			Danasekar Mano/SelvarajPaul			Charlies Excavation			$   100			90 Days			Paid			Says 'pd' next to minimum fee


						Div2 lot 500 - Driveway 20000			41			Special Permit Application For Work in Street Right-Of-Way			7/19/21			6708			Talboss			Charlies, Inc.			$   100			90 Days			Unclear			I didn't see any clear documentation showing the fee was waived or listing a dollar amount. The $100 minimum fee is not crossed out.


						Div3 lot 215 - Driveway 2022 - 1st			45			Special Permit Application For Work in Street Right-Of-Way			8/22/22			7040			Marilyn Smith-McKinney			Cliff Kramer			$   100			90 Days			Paid			Says 'pd' next to th minimum fee and lists '#087344' which I believe is the receipt number.


						Div1 Blk S Lot 198 - Driveway 2022 - Waived			6			Special Permit Application For Work in Street Right-Of-Way			5/19/22			7034			Richter			Dean's Excavation			$   100			90 Days			Waived			Doesn't say waived, but the $100 minimum fee is crossed out.


						Div2 Lot 246 - Driveway 2023 - Waived			15			Special Permit Application For Work in Street Right-Of-Way			4/28/23			7171			Glock			Dean's Excavation			$   100			90 Days			Waived


						Div3 Lot 194 - Driveway 2021 - Waived			23			Special Permit Application For Work in Street Right-Of-Way			7/1/21			6659			Thompson			Dean's Excavation			$   100			90 Days			Waived


						Div3 Lot 208 - Driveway 2021 - Paid			24			Special Permit Application For Work in Street Right-Of-Way			9/10/21			6791			Hunny			Dean's Excavation			$   100			90 Days			Paid			Says 'pd' next to minimum fee


						Div3 Lot 208 - Driveway 2022 - Waived			25			Special Permit Application For Work in Street Right-Of-Way			5/31/22			7053			Hunny			Dean's Excavation			$   100			90 Days			Waived


						Div3 Lot 209 - Driveway 2022 - Waived			26			Special Permit Application For Work in Street Right-Of-Way			8/25/22			7116			Burns			Dean's Excavation			$   100			90 Days			Waived


						Div1 Blk R Lot 27 - Driveway 2022			33			Special Permit Application For Work in Street Right-Of-Way			2/24/22			6930			Fine			Dean's Excavation			$   100			90 Days			Paid			Says 'pd' next to minimum fee


						Div2 lot 509 - Driveway 2021			43			Special Permit Application For Work in Street Right-Of-Way			7/1/21			6659			Thompson			Dean's Excavation			$   100			90 Days			Waived


						Div3 lot 236 - Driveway 2023			49			Special Permit Application For Work in Street Right-Of-Way			4/26/22			6943			Bacalen			Dean's Excavation			$   100			90 Days			Paid			Minimum fee circled so appears to be paid


						Div1 Blk S Lot 92 - Driveway 2020 - Waived			3			Special Permit Application For Work in Street Right-Of-Way			11/30/20			6372			Justin Hollibaugh			Greg Mills			$   100			90 Days			Waived


						Div2 Lot 150 - Driveway 2020 - Waivd			11			Special Permit Application For Work in Street Right-Of-Way			5/18/20			6080			David Snodgrass			Greg Mills			$   100			90 Days			Waived


						Div3 lot 354 - Driveway 2021 - Waived			27			Special Permit Application For Work in Street Right-Of-Way			7/27/21			6373			Brad Osborne			Greg Mills			$   100			90 Days			Waived


						Div3 lot 471 - Driveway 2021 - 1st - Paid			30			Special Permit Application For Work in Street Right-Of-Way			3/3/21			6312			Brad Osborne			Greg Mills			$   100			90 Days			Paid			Handwritten on received stamp, under the date, it says 084622. Since the City listed this as paid, I think this might be a receipt number.


						Div3 lot 481 - Driveway 2021 - 2nd - Waived			31			Special Permit Application For Work in Street Right-Of-Way			8/6/21			6535			Brad Osborne			Greg Mills			$   100			90 Days			Waived			Handwritten on received stamp, under the date, it says 'n/c'. Since the City listed this as waived, I think they interpreted this as 'no charge'.


						Div3 Lot 194 - Driveway 2021 - Waived			44			Special Permit Application For Work in Street Right-Of-Way			5/4/22			7029			Marlin McKinney			Greg Mills			$   100			90 Days			Paid			Says 'pd' next to minimum fee


						Div1 Blk S Lot 9 - Driveway 2022 - Revision - Waived			2			Special Permit Application For Work in Street Right-Of-Way			6/15/22			7061			Kjirsti Allan			Iskra Exavation, Inc.			$   100			90 Days			Waived


						Div1 Blk S Lot 153 and 154 - Drivway 2023 - Waived			4			Special Permit Application For Work in Street Right-Of-Way			5/24/23			7257			Doug West			Iskra Exavation, Inc.			$   100			90 Days			Waived


						Div1 Blk S Lot 153 and 154 - Driveway Revised 2023 - No Payment indicated			5			Special Permit Application For Work in Street Right-Of-Way			10/6/23			7306			Robert West			Iskra Exavation, Inc.			$   100			90 Days			Unclear			No payment listed, but minimum fee isn't crossed out with a note saying waived either


						Div2 lot 219 - Driveway 2023			39			Special Permit Application For Work in Street Right-Of-Way			8/10/23			7255			Jamie & Greg Johnson			Iskra Exavation, Inc.			$   100			90 Days			Unclear			I didn't see any clear documentation showing the fee was waived or listing a dollar amount. The $100 minimum fee is not crossed out.


						Div2 Lot 543 - Driveway 2020 - Paid			20			Special Permit Application For Work in Street Right-Of-Way			11/23/20			6333			Lotus Design			Ken Holmes Const			$   100			90 Days			Paid			Above the minimum fe of $100, it says 'pd', and under a note section, it specifies '#804079'. I believe this was stating it was paid and that was the receipt number.


						Div2 Lot 543 - Driveway 2021 - Waived			21			Special Permit Application For Work in Street Right-Of-Way			8/6/21			6762			2 Brothers			Ken Holmes Const.			$   100			90 Days			Waived


						Div3 lot 236 - Driveway 2021			48			Special Permit Application For Work in Street Right-Of-Way			2/7/23			7208			Leo Westeben			Newton Valley Const.			$   100			90 Days			Paid			Says 'pd' next to minimum fee. Also minimum fee is circled, and it lists '087881', which is likely a receipt number.


						Div2 Lot 253 - Driveway 2021 - Waived			18			Special Permit Application For Work in Street Right-Of-Way			6/10/21			6703			David A Walker			Nicks Excavating			$   100			90 Days			Waived


						Div2 lot 174 - Driveway 2023			38			Special Permit Application For Work in Street Right-Of-Way			8/7/23			6526			Jesus C. Patraca Mora			Pac Construction, LLC			$   100			90 Days			Paid			Says 'pd' next to minimum fee


						Div1 Blk D Lot 52 - Driveway 2022			32			Special Permit Application For Work in Street Right-Of-Way			9/29/22			9137			Carrie Bergquist			TBC, Inc.			$   100			90 Days			Paid			Says 'pd' next to minimum fee, and lists '087481', which is likely receipt number.


						Div3 lot 364 - Driveway 2023 - No Payment Indicated			28			Special Permit Application For Work in Street Right-Of-Way			7/27/23			7328			Brady Mast			Turf Care			$   100			90 Days			Unclear			I didn't see any clear documentation showing the fee was waived or listing a dollar amount. The $100 minimum fee is not crossed out.


						Div3 lot 466 - Driveway 2023 - No Payment Indicated			29			Special Permit Application For Work in Street Right-Of-Way			7/27/23			7327			Pat Opel			Turf Care			$   100			90 Days			Unclear			I didn't see any clear documentation showing the fee was waived or listing a dollar amount. The $100 minimum fee is not crossed out.












F-23-477_Initial_Email.txt

Subject: Confirmation of Report on Suspected Loss of Public Funds or Illegal Activity

From: mailer@sao.wa.gov

To: afolkers@osgov.com



Angela Folkers

,



Thank you for notifying the State Auditor's Office of known or suspected losses of public funds or other illegal activity 

affecting City of Ocean Shores in accordance with state law (RCW 43.09.185). 

This is an automated e-mail to confirm our receipt of your report.  For future reference, your case number is 

F-23-477.Here are a few reminders regarding losses of public funds:

Take steps to protect applicable records from loss or destruction, if necessary.  For example, you should secure backup copies of  

computer records and original paper records related to the situation in a vault, safe or locked cabinet until the investigation is  

complete.For most situations, you will need to file a police report with the appropriate local or state law enforcement agency.  

For example, governments should immediately notify local or state law enforcement agency without waiting to consult our Office in the following circumstances:

Suspected losses involving the health or safety of employees or property.

Losses resulting from breaking and entering or other vandalism of property.

Contact our Office for guidance if you have questions about the necessity or timing of a police report.

RCW 43.09.260 (Local Governments) and RCW 43.09.330 (State Governments) require written approval of the State Auditor and Attorney  

General before state agencies and local governments make any restitution agreement, compromise, or settlement of loss claims covered by  

RCW 43.09.185.

If appropriate, report the suspected loss to the Department of Enterprise Services Risk Management Office.

We will do our best to respond to your report as quickly as possible. If you have not received any communication from our 

Office within five business days, or if you are contemplating immediate actions, please contact me at sullivans@sao.wa.gov or by phone at 

(360) 688-0858.

Thank you,



Stephanie Sullivan



Special Investigations Program Manager



Washington State Auditor's Office






Fraud-Report (1).pdf

Fraud Report

Fraud #: F-23-477

Submission Date: 12/22/2023

Entity: Ocean Shores, City of
Dashboard

Short Description: permit receipting
Investigation Status: Closed

Assigned Team: Olympia

Assignment Notes:

Detection Method: Entity Management

Entity: 0352

Total Budget: 6.5

Team Budget: 6

Audit Number: 65304

Audit Documentation: Database Only

TM Project Code:

Ok to release/bill time: No

Primary Loss Type: Cash Receipts

Loss Type Notes or Sub Category:

Cyber Loss Category: --

Cyber Cause: --

This case contains sensitive information: No
Which tab or attachment contains sensitive information?
Results: No Action - required to assess on next audit
Closed Date: 06/03/2024

Inactivate: No

Inactive Notes:

Contact

Created By: Angela Folkers
Name: Angela Folkers
Title: Finance Director
Phone: (360)289-2488
Email: afolkers@osgov.com

Assignment Notes:







Paw and Plan

Loss Notification Date: 12/22/2023

PAW Assignment Date: 12/27/2023

Initial Contact with Entity Date: 12/28/2023

Assessment Completion Date: 01/03/2024

Reviewing Team: Olympia

Team Review Date: 01/04/2024

Fraud Team Review Date: 01/05/2024

Please describe, if we did not meet 5 and 10 day requirements:

Action/Next Step: Draft plan, open investigation - Start with obtaining the external review the City has performed
so far, then move on to drafting our own plan/investigation steps.
Outcome

Exit conference date:

Exit conference attendees:
Misappropriation assigned amount:
Name and title of responsible party:
Misappropriation unassigned amount:
Questionable amount:
Misappropriation recovery amount:
Loss Amount:

Cyber recovery Amount:

Final audit cost:

Audit report number:

Audit report issue date:

Other case # s reported with this one:

Restitution

SAO Approval Date:
SAO Approval Initials:
AG Approval Date:
SAO Approval Initials:
Amount Approved:
Point of Contact:
Contacted PA Date:

Post audit PA/LE/FBI contact notes:

Activity Log

Date Entry







12/27/2023

12/27/2023

12/28/2023

01/05/2024

01/05/2024

01/05/2024

01/19/2024

01/19/2024

02/14/2024
02/14/2024
02/22/2024
03/13/2024

06/03/2024

06/03/2024

06/03/2024

Initial Loss Report

PAW Notification Sent

'Short Description’ field updated, ’'Investigation Status’ field updated from 'Pre-Triage’ to
'Assessment/PAW’, 'Detection Method’ field updated from ’--’ to 'Entity Management’, 'Audit
Documentation’ field updated from ’--’ to 'Database Only’, 'Phone’ field updated, 'PAW Assignment
Date’ field updated from " to '12/27/2023’ by thompsona

'Total Budget' field updated from ” to '0’, "Team Budget’ field updated from " to '0’, ’Audit Number’
field updated from " to '65304’ by hopkinsr

‘Investigation Status’ field updated from 'Assessment/PAW'’ to 'Waiting on External Review’, 'Total
Budget’ field updated from '0.0000’ to '6’, "'Team Budget'’ field updated from '0.0000’ to '4’,
'Assignment Notes’ field updated, ’Initial Contact with Entity Date’ field updated from ” to
'12/28/2023’, 'Assessment Completion Date’ field updated from ” to '1/3/2024’, 'Team Review Date’
field updated from " to '1/4/2024’, 'Fraud Team Review Date’ field updated from " to '1/5/2024’,
'Action/Next Step:’ field updated by thompsona

Attachment added

Start with obtaining the external review the City has performed so far, then move on to drafting our
own plan/investigation steps. Also, it sounds like the City has concerns files would be destroyed -
once we notify the City of our intent to investigate we should ensure they are confident they can
safeguard the files. (thompsona)

Attachment added

Met with Beau to go over the preliminary documents City sent over. Based on Beau’s review we did
not identify any actual losses from what the City has given us - going to circle back with SI Team to
see if we could recommend the City reach out to the vendors who received waived fees to determine
if they recall if the fees were actually waived, and if no, if they potentially paid in cash. If no loss can
be substantiated we would likely follow up on this in the next AC audit as there are clear control
issues. (thompsona)

Meeting with City at 10:30 to get update. (thompsona)

City still could not find documentation to evidence actual loss/misappropriation but will be reporting
to law enforcement. (thompsona)

Meeting with Grays Harbor detective regarding their inquiry. (thompsona)

Detective is looking in to but was not confident they can completed an investigation - waiting to hear
more. (thompsona)

‘Investigation Status’ field updated from "Waiting on External Review’ to 'Closed’ by thompsona

Spoke with detective, they found no evidence of misappropriation during their records review and are
no longer pursuing case. Detective noted there did appear to be some non-compliance and control
issues - we will recommend team assess in the next audit. (thompsona)

'Closed Date’ field updated from " to '6/3/2024’, 'Results’ field updated from ’--’ to 'No Action -
required to assess on next audit’ by thompsona

Department/area of concern: Permit Department

What is the suspected loss or illegal activity? 2000

Start: 01/01/1998
End: 12/22/2023

What type of issue are you reporting? Cash Receipts

What type of cyber concern are you reporting? --

What was the cause of initial attack vector for the cyber loss? --







Please describe the type of issue:

Please descibe the amount of loss: So far, it's approximately $2,000. Still reviewing permit files. Amount expected
to increase.

Please describe the suspected loss of illegal activity: SUBMITTED DESCRIPTION: Waiving permit fees for
certain contractors and vendors.

How was the suspected loss or activity detected? We are currently scanning in the paper permit files to

electronically archive them. The Records Clerk scanning the files noticed a number of files saying the permit fees
were waived. The Mayor and City Administrator were promptly notified.

Is an investigation in progress? Yes
If an investigation by management, law enforcement or others underway, who is in charge of this

investigation? The Records Clerk is continuing to go through the permit files and is documenting all of the waived
fees. The Mayor and City Administrator asked if your office could perform an in-depth investigation for us.

What actions have you taken to date, if any? None to date. Just found the issue today. Continuing to review the
files for additional waivers.

Are there any dedications of employee involvment? Yes

Name and/or title of employee that have been involved in (responsible for) the loss. Nettie Wagner, Permit
Office Manager

Is this person still employed by the agency? Yes

Describe the employee’s job responsibilities and areas or functions the employee has/had access to: Permit

cash receipting. She has a city credit card. All credit card transactions are reviewed by the Finance Department and
require supporting documentation prior to payment. No access to bank accounts or accounting software
(Springbrook)

Have any restitution agreements been signed? No
Has a police report been filed? No
Do you have a copy? No

Who at the entity is aware this concern is being reported? Records Clerk, Mayor and City Administrator











PAW F-23-477 City of Ocean Shores.pdf

Fraud Investigation
Preliminary Assessment Worksheet

Fraud Case Number

F-23-477

Client

City of Ocean Shores

Fraud Specialist

Beau Villarreal

Loss Notification Date 12/22/2023
Initial Contact with Entity Date 12/28/2023
Assessment Completion Date 1/3/2024

Team Review-Name and Date

Paul Griswold -1/ 4/2024

Fraud Manager Review Date

Angelique Thompson, 1/5/2024

Action/Next Step

Draft plan, open investigation

Start with obtaining the external review the City has performed so far, then
move on to drafting our own plan/investigation steps.

The preliminary assessment worksheet summarizes the pre-planning information needed for the triage meeting. An
assessment does not need to be completed on loss reports that do not require action per policy (losses resulting from
breaking and entering or property vandalism normally handled by a law enforcement agency or by the entity, or other losses
such as reasonable cash-receipting overages/shortages, reasonable inventory shortages or other de minimus losses).

Reported Loss Information
1 Description of suspected loss or illegal activity Waiving permit fees for certain contractors and vendors
The Records Clerk was scanning paper permit files to
2 How loss was detected and reported electronically archive them, and noticed a number of files saying
the permit fees were waived.
3 Type of loss (e.g. cash receipts, disbursements, payroll) Permit Billings
Approximately $2,000 at time loss report was submitted.
4 Reported amount of loss However, the City noted they were still reviewing additional
permits and anticipate this amount will increase.
Information from EIS and Audit Manager
Angela Folkers, Finance Director
5 Entity liaison (name and title) and phone number afolkers@osgov.com
(360) 289-2488
Related audit exceptions in EIS? If yes, what was level of
6 . . - None.
reporting (exit item, mgmt letter, or finding)?
7 If applicable, summarize your review of TeamMate audit N/A — Area not reviewed in our audits.
work related to area of reported loss.
Summarize any audit manager’s concerns about client and -
8 No specific concerns.
reported loss.
9 Normal audit scope and cycle for client? 1 year accountability, financial, and single
10 | Accountability audit budget? 135 hours
Is the audit team currently conducting an audit? If yes, what
11 | is the status and scope (financial, single or accountability)? | No — Anticipating work will start in Q3 of 2024 for the next audit.
If not, when is the audit scheduled to start?
12 | Any other relevant information? Loss repor.t F-21-235 was related tc.) checks t.hat went missing that
had been in the custody of the subject of this loss report. The City
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reached out to each vendor to have them put stop payments on
thc checks, so no loss ended up occurring.

For the completion of this PAW, we met with:

e Angela Folkers, Finance Director
. Scott Anderson, City Administrator
e  Frank Elduen, City Mayor

Information

from Client

13

Is there a subject of the investigation? If so, does the subject
have access to other accounting/financial systems or bank
accounts? If yes, list those systems and accounts.

Nettie Wagner, Permit Office Manager

Nettie has access to permit cash receipting, and has a City credit
card.

14

Has the client properly secured records or evidence related
to the loss?

No. The subject has around 20-24 file cabinets with permit files in
them that would be the key piece of support needed to
determine the loss amount. The City stated the majority of these
are locked in the vault, but not all of them at this time.

The City did voice concerns over potentially destroyed files if the
subject realized she was being investigated. The City does not
want to alert the subject to the investigation, so they haven’t
locked up the files yet. However, they stated that if we confirm
we are going to investigate, they plan to place the subject on
administrative leave and will secure the files at that time.

15

Briefly assess the internal controls over the key system(s)
related to this loss. What is the potential for additional
undetected losses?

Permit Cash Receipting/Waiver Process:

For almost the full time Nettie has worked in the Permit Office,
she has been the only one. Per discussion with Angela Folkers,
Finance Director, the few times the City has tried to bring in an
additional Permit Technician, personnel issues have arisen
between the subject and the Permit Technician, which has led to
the City having Nettie be the only one working in that office.

Until around 3 months ago, the City had no permitting software.
All permit calculations and forms were done on paper with no
system audit trail. There were no reconciliations to verify permits
were charged correctly, or that permits were only waived for the
City’s own projects.

All documentation remained with Nettie, which she would put
into her file cabinets with no secondary reviews.

Around 3 months ago, the City implemented CitizenServe as a
permit billing software. However, the City noted that Nettie has
not consistently used the new system, and still issues some
permits with physical documents outside of the system.

We noted a significant lack of controls over permit billings.
Specifically, we noted the following potential methods that were
identified as possible due to these control weaknesses:

e  Without reconciliations and/or secondary reviews, the
amount of cash deposited may not agree with the
amount customers paid for permits. Due to this, there
is a risk the Permit Office Manager could
misappropriate some, or all of the cash receipted.

e Since files have been kept only physically, and not
leaving the Permit Office Manager, there is a risk she
could:

o  Waive permits to benefit contractors and
potentially receive a kickback

o  Misappropriate received payments, then
waive the permit the payment was for to
make records appear to show no payment
was expected.
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We noted there are likely more methods possible but wanted to
list the bulleted examples above to highlight the risk posed by
these control weaknesses.

16

Potential for additional loss or other areas of risk for loss -
“What Else”? If yes, summarize.

Multiple employees, including the subject have a City credit card.
Every employee with a credit card must collect the corresponding
receipts and invoices and submit them to the Finance
Department. The Finance Department reviews this support to
ensure all transactions are supported and allowable prior to
payment. It appears these controls mitigate the risk the subject
misappropriated funds through credit card transactions.

17

When was the individual hired by the client (month and
year)?

Nettie Wager was hired on 5/13/1996.

18

Has the individual been in different job positions with the
client and has there been any employment history issues? If
yes, list the position, time-period and issues.

Nettie’s job title changed from Permit Technician to Permit Office
Manager. However, the City stated this was only a title change,
not a job responsibility change.

The City voiced the following employment history issues and/or
red flags they have identified:

e  Nettie never wanted anyone working with her, and
harassed other employees that worked with her until
they were moved.

e Nettie protested when they wanted to put a camera
where she works, so the City did not put a camera
there.

e Nettie would ‘freak out’ if anyone was going to be filling
in for her.

e Nettie wanted to keep all the files as physical files
rather than electronic files.

e  The City just put in a new online permitting system that
lets contractors see what was entered. Nettie was
pushing to not have this implemented. With this new
system implemented, City staff have heard that Nettie
is communicating to vendors to submit physical copies
of their paperwork instead of in the new system since it
is faster.

e Asnoted in response #12, loss report F-21-235 was
related to checks that went missing that had been in
the custody of the subject of this loss report. The City
reached out to each vendor to have them put stop
payments on the checks, so no loss ended up occurring.

19

What is the current employment status of the individual (e.g.
administrative leave on XX date)?

Subject is currently still employed and is not on administrative
leave. The City does not want to alert the subject to the
investigation, so they haven’t locked up the files yet. However,
they stated that if we confirm we are going to investigate, they
plan to place the subject on administrative leave and will secure
the files at that time.

20

Has the client conducted an investigation? If yes, summarize
results.

The City reviewed driveway permits and noted many were
waived for certain contractors and vendors. However, the City
isn’t planning to do a full investigation themselves. Instead, the
City stated they would prefer our office completing the
investigation.

21

Has a police report been filed? If yes, is law enforcement
investigating?

No

22

Is any other outside party (FBI, OIG, LEAs or other
investigator) conducting an investigation?

No.

23

Has the client established a time table of events that
occurred up to the reported loss? (If not, recommend they
document the key events.)

The loss was identified on 12/22/2023. On that same day, the City
reviewed driveway permits and noted waived permits ranging
from 2014-2023 that would not be allowable.
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24

Is there fixed responsibility?

Yes, Nettie Wagner, Permit Office Manager waived permit fees
for certain contractors and vendors.

25

Who within the client has been notified of the loss
(commissioners, board, elected officials, etc.)?

In addition to those who were in this call, documented in step
#12, the following people were notified of the loss:

. Human Resources
e Chief of Police

e  Building Official

e  City Council

26

Has the County Prosecutor been notified?

No.

27

Has any legal counsel been obtained by the individual?

No.

28

Has the client entered into any restitution agreements?

No.

29

Any other relevant information?

Frank Elduen, City Mayor became the City’s new mayor in
December of 2023. Frank stated he has a friend that is an
Inspector. When that friend came into the permit office at the
City of Ocean Shores a couple years ago, he was told by Nettie
that he didn’t need a permit if used a certain contractor. Frank
stated his friend did a permit anyways since he wanted to do it
the right way.

Scott Andersen, City Administrator, noted that with COVID, the
City started having only one person in the office at a time. He
feels this worsened the control environment leading to an
increased amount of permits being inappropriately waived.

Scott Andersen, City Administrator noted that one of the fees
that had been waived was for the subject’s house.

While only driveway permits have been reviewed so far, which
add up to only around $2,000, the City was concerned that if
other building permits are waived, the loss amount could be
much higher. Scott Andersen, City Administrator, voiced that it
could potentially be over $100,000.

Most of the files are still physical copies, so if our office does do
an investigation, the City stated we would need to go onsite to
complete this work.

Angela Folkers, Finance Director, stated the subject clearly
marked the ‘waived’ on the permits. Angela stated that in her
own 7 year tenure with the City of Ocean Shors, she had only
heard of 2 permits being waived, which were for the City’s own
internal projects. Scott Andersen, City Administrator noted aside
from the City waiving the permit for their own projects, there
should be no other waivers.

The City has a concern that the subject may destroy records if she
realizes she is being investigated. At this time, the subject does
not know the City is looking into these waived permits.
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